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About this document

Document summary

ERP Enterprise is a business software solution that consists of applications, tools, and an Enterprise
Modeler, all of which work together as a fully integrated system to support all aspects of a business.
This document is an Administrator’s Guide that describes how administrators must use Infor Enterprise
Server (LN) to manage and configure ERP Enterprise, and includes:

®  The main functions and objectives for the administration of ERP Enterprise

m  System information on ERP Enterprise and how the system administration relates to the other
parts of ERP Enterprise

To use this document effectively, you require knowledge of the following:

®  The operating system on which you run ERP Enterprise

®  The Relational Database Management System (RDBMS) you use and the relational database
concepts

This document is divided into the following chapters:

Chapter To Get Started outlines the contents of this document, how to use ERP Enterprise sessions,
and the location of additional information that administrators might require.

Chapter System Administrator Tasks describes the tasks and responsibilities of the system
administrator. For example, the system administrator is responsible to do the following:

Assign user accounts and passwords
Establish security access level
Allocate storage space

Watch for unauthorized access

Chapter License Management and Validation describes the license management mechanism and
the validation procedure.

Chapter System Recovery describes the steps required to carry out the hard-crash recovery procedures
for both UNIX and Windows.

Chapter Version and Release Management describes the version and release management concept.

Chapter ERP Enterprise Software Maintenance describes the Product Maintenance and Control (PMC)
concept and the procedures for the PMC recipient.

Chapter User Management describes ERP Enterprise ’s user management and authorization
management.

Chapter Audit Configuration Management describes the procedure to configure the audit settings,
and provides information on various other audit management features, such as features to do the
following:

Import and export profiles
®  Generate reports

®  Migrate from an earlier version of Infor Enterprise Server (LN)
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Chapter RDBMS Administration describes how to give ERP Enterprise users access to an RDBMS,
and how to optimize the database table and index repository for an improved interaction between ERP
Enterprise and the database.

Chapter Device Management describes how to set up devices, such as printers.

Chapter Report Archive describes how to archive reports, so you can reprint them, even several years
after they are initially printed.

Chapter Text Management describes text management in ERP Enterprise.
Chapter Job Management describes the procedures and sessions of ERP Enterprise 's job management.

Chapter Enterprise Server Service Manager describes the ES Service Manager snap-in for the MMC.
You can use the ES Service Manager snap-in to administer ERP Enterprise environments on your
Windows server.

Chapter Language Support describes the language support capabilities of Enterprise Server and the
tasks the administrator has to perform.

Chapter Multilanguage Application Data describes how you can enable ERP Enterprise to store shared
application data in multiple languages. This is very useful if users from all over the globe are using the
same environment. Depending on the user’s software language, the application data can be displayed
in the same language too.

Chapter Sensitivity Labeling describes how you can configure sensitivity labeling. Sensitivity labeling
is the capability to give information about the sensitivity of provided data.

Chapter Homepages describes how you can configure ERP Enterprise homepages. Homepages are
used as a start point for navigation for particular roles, such as Warehouse Manager or Warehouse
Administrator.

Chapter Shared Memory describes how you can load program objects and report objects into the shared
memory. Loading objects into the shared memory will enhance the performance of your ERP Enterprise
server.

Chapter Customer Defined Fields describes how to store additional information in tables without
creating customizations.

Chapter Scrollbars describes the scrollbar types used in ERP Enterprise sessions. The chapter also
describes how to disable the new scrollbar.

Chapter Image Parameters describes how you can enable Web Ul users to view images in sessions
and to drop images on forms.

Chapter HTTPS describes how to to use HTTPS with SOAP.
The Glossary defines the terms and acronyms used in this document.
Note:

A number of figures of ERP Enterprise sessions in this document are from previous ERP Enterprise
releases and can differ slightly in appearance to your ERP Enterprise sessions. However, the described
functionality is identical.
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Comments?

We continually review and improve our documentation. Any remarks/requests for information concerning
this document or topic are appreciated. Please e-mail your comments to documentation@infor.com .

In your e-mail, refer to the document number and title. More specific information will enable us to process
feedback efficiently.

Customer Support

If you have questions regarding the Infor products described, go to Infor’s Customer Support portal at
www.infor365.com .

®  To access Infor365, go to www.infor365.com and log in. If you do not have an Infor365 account,
click Register now, complete the registration form, and a login will be sent to you within 24
hours.

u To access Infor knowledgebases, documentation, downloads, communities, and incidents,
click the appropriate link in the top menu of the home page.

®  To find your local support phone number, click Contact Infor in the top right corner of the
home page, enter a product name, and click Search.
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Chapter 1
To Get Started

Introduction

This Administrator’'s Guide describes how you must use Infor Enterprise Server (LN) to manage and
configure ERP Enterprise, a business software solution that includes applications, tools, and an Enterprise
Modeler. All of these components work together as a fully integrated system and supports all aspects
of a business.

This preface describes:

®  Who must read this document
Administration in perspective

How to use this document

The setup of this document

How to use ERP Enterprise sessions
Additional information

Who must read this document

This document is intended for the system administrators who set up, configure, and manage the ERP
Enterprise software. The Administrator’s Guide describes how to use Infor Enterprise Server (LN) to set
up an ERP Enterprise environment with ERP Enterprise users, user authorizations, database
authorizations, devices, and so on.

You can use this document as a Reference Guide. The "System administrator tasks" chapter, describes
the responsibilities of system administrators.
To use this document effectively, you must be familiar with the following:

B The operating system on which you run ERP Enterprise

®  The Relational Database Management System (RDBMS) you use and the relational database
concepts.
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Administration in perspective

This document describes the main functions and objectives for the administration of ERP Enterprise.
This document provides information about system information in ERP Enterprise and how system
administration is related to the other parts of ERP Enterprise. After you complete the ERP Enterprise
installation, you must carry out several administrative tasks. For example, you must define companies,
users, devices, and so on in Infor Enterprise Server (LN) before you can use ERP Enterprise effectively.

No specific relation exists between the administration procedures and one or more ERP Enterprise
modules. In fact, the administration procedures are related to all of ERP Enterprise 's modules. Therefore,
the data entered during the administration of ERP Enterprise is common data and is used throughout
the entire ERP Enterprise software.

How to use this document

If you are new to ERP Enterprise, to familiarize yourself with the structure, setup, and use of ERP
Enterprise, read the following:

®  “To use ERP Enterprise sessions,” later in this chapter

The following section, “Setup of the guide,” outlines the content of each chapter in this document, which
you can use as an overview of ERP Enterprise 's administration.

The structure of the chapters is typically as follows:

1. Overview section: Describes the administration concepts and any necessary additional
information.

2. A procedures section: Describes the aim, the prerequisites and the result of the procedures,
and contains a summary of the procedure steps.

If you are familiar with the concepts of a chapter, you can skip the overview section and proceed directly
to the procedures section.

Note

®  For detailed information on the procedure steps, refer to the "Procedure Details" sections in
the Infor Web Help.

B For detailed information on the sessions that are used in the procedures, refer to the session
help.

Setup of the guide

The remainder of this document contains the following chapters:
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The system administrator’s tasks

This chapter describes the tasks and responsibilities of the system administrator, for example to assign
user accounts and passwords, establish security access levels, allocate storage space, and watch for
unauthorized access.

License management and validation

You can use a license management mechanism to regulate the commercial use of ERP Enterprise. The
license management mechanism is in fact a copy protection mechanism. The unprotected software
must be validated and patched before a specified expiration date.

After installation, the core ERP Enterprise application can run for 30 days without a license mechanism.
However, integrations will not work.

Users can request a temporary key for demo and trial versions. This key is valid for 14 days. The
temporary license is mainly introduced to overcome delays in delivery of permanent license keys. For
testing and demonstration purposes, unprotected software is dispatched with limited validity.

This chapter describes the license management mechanism and the validation procedure.

System recovery

If a serious error occurs, and the system cannot be rebooted, you must restore ERP Enterprise from a
back-up file saved on a separate system. The procedure to follow after a serious crash is referred to as
the hard-crash procedure.

This chapter describes the steps required to carry out the hard-crash recovery procedures for both UNIX
and Windows.

Version and release management

You must manage the various versions of ERP Enterprise packages, their corresponding releases, and
the various customizations. ERP Enterprise offers a comprehensive solution with the version and release
management mechanism. Within this concept, multiple versions of an application can run simultaneously
in the same Infor ERP environment.

This chapter describes the concept of version and release management and the procedures to create
a software environment.

User management

The ERP Enterprise administrator uses ERP Enterprise 's User Management to enable users to work
with ERP Enterprise and to give these users authorizations related to their role.

This chapter describes the following procedures:

®  How to create a user account
B The Authorization Management System (AMS)
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Note

If the licensing of ERP Enterprise is based on named users, the ERP Enterprise user accounts that are
created in User Management must correspond with the user names in the named user list in the Infor
Solution License Manager (SLM).

Audit Configuration Management

This chapter provides an overview of the steps you must take to configure the audit settings. According
to this configuration the audit trails are created. The audit configuration is based on audit profiles. In an
audit profile, you define which tables and fields are audited, and when the table and fields are audited.

The audit trail is stored in sequence files, which are generated for each combination of company and
table.

The chapter also describes the procedures for various other Audit Management features, such as how
to import and export profiles, generate reports, and migrate from an earlier version of Infor Enterprise
Server (LN).

Note

Several important parameter tables must be audited mandatory. The audit history data of those tables
will be used by Infor Support.

RDBMS Administration

ERP Enterprise supports several relational databases (RDBMSs) for which you can authorize the ERP
Enterprise user. An ERP Enterprise user must be able to use the information that is stored in the RDBMS.
Before the ERP Enterprise user can access a database, you must provide the ERP Enterprise user
permission to access the RDBMS.

This chapter describes how to give ERP Enterprise users access to an RDBMS and how to optimize
the database table and index repository for an improved interaction between ERP Enterprise and the
database.

Device management

One of ERP Enterprise s most important tasks is to generate output. Raw data is fed into ERP Enterprise
and processed into reports, sales invoices, salary check, and so on. Before you can print the data that
is processed by ERP Enterprise, you must first make sure that your operating system supports the
printers in your company.

You can print ERP Enterprise reports on various types of devices, for example, output files and printers.
This chapter describes how to set up printers for ERP Enterprise and the related sessions.

Note

Infor also supports the use of external reporting tools, an example is Cognos.
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Text management

You can use text for various purposes in ERP Enterprise. You can, for example, use text to provide
information about ERP Enterprise itself, for example, technical documentation and release notes for
software components. You can also use text to provide information on the data stored in the tables of
the database: For example, a text that is linked to a certain record can contain information about an item
or sales order pertains to that record. The text editor enables you to write queries.

This chapter describes the following procedures in regard to text management:

®  The text parameters procedure, which defines the basic parameters for the use of text
B The text maintenance procedure

Job management

You can use ERP Enterprise ’s job management to schedule jobs at non-peak hours to improve the
overall system performance in a heavily loaded environment. You can schedule the jobs to start processes
periodically, at a defined interval, or immediately. Typically, you use ERP Enterprise management for
print and processing sessions.

Infor Enterprise Server Service Manager (LN)

The Infor ES Service Manager snap-in for the MMC provides the tools to manage the ERP Enterprise

Software Environments (BSE) on your system through Microsoft's Management Console (MMC). You

can use the Infor ES Service Manager snap-in to administer ERP Enterprise systems on your Windows
server.

With the ERP Enterprise manager snap-in you can:
= View all ERP Enterprise environments.
= View the status of the ERP Enterprise-specific services for each ERP Enterprise environment.

®  Add, change, or remove ERP Enterprise environment-specific services for each ERP
Enterprise-specific environment.

®m  |nstall, start, and stop ERP Enterprise-specific services.
®  Edit the settings of the ERP Enterprise-specific services.

This chapter describes the Infor ES Service Manager procedures.

To use ERP Enterprise sessions - introduction

Typically, you start a task from an overview session. An overview session lists a single type of record
and some of the record data. For details, refer to the section To use an overview session (p. 24) .

If an overview session cannot display all the record data, a details session displays all the data. You
can start a details session in one of the following ways:

u Double-click a record in an overview session.
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®  Create a new record.
For details, refer to section To use a detail session (p. 25) later in this section.

To select a record, you can usually start a zoom session. If you return to the current session, the code
of the selected record is entered in the field from which you started the zoom session.

Note

For more information, refer to the "Basic Tasks" section in the Infor Web Help.

To use an overview session

You can use an overview session to view, sort, add, change, copy, and remove records. A record
contains the details of each element stored in the database. Each line in the grid of an overview session
represents one record. The columns of an overview session represent the fields of the records and each
column of an overview session represents the record fields. The overview sessions show an application
toolbar. For more information about the toolbar button, refer to “The application toolbar buttons,” later
in this chapter.

Many overview sessions list the records linked to other records, that is, the records of a specific group.
The fields at the top of the session window display the records that define the group.

The following figure shows an example of an overview session that groups the records:

T patabase Users ;Iﬂlil
Fle Edit Wew Group Tools Specific Help
FEHS DX B(Ae e Q@&
Database I 001  Oracle Server
Database User Database Group -
aharmmirik bola
akoster ba1a
bsp bola
ckoelewi ba1a
coursedl bola
dtirnan ba1a
jzijder bola
mheijkam bala
rkersten bola
phaarsma bala
root bola
s5a01 bfila j
| ttdba0s 15mooo (000 | 4

Example overview session: Database Users (ttdba0515m000)
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This example shows the database users in the Oracle database. To view the database users in another
database group, you can use the commands on the Group menu to browse through the available groups
and to create new groups. To work with the records of one group, you can use the commands on the
File menu and the commands on the Edit menu.

To start a details session from an overview session, you can:

®  (Click the New button on the application toolbar

®  (Click the Duplicate button on the application toolbar
®  Double-click a record in the grid

The Specific menu on the menu bar shows the options that apply to the current session. These
commands usually start related sessions and special functions. You can consult the What's this? Help
for the Specific menu’s commands.

To use a detail session

You can use a details session to view, enter, or change the data of one element or record. The details
session displays the data of the record that you have selected in the overview session.

You can use the command buttons to carry out actions such as Find or Save. Note that you cannot use
the menus and application toolbar of the overview session window while you work with the details
session.

A details session can contain two or more tabs to display all the data. The tabs can contain various
commands buttons. A command button only works on the tab on which the button appears.
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The following figure provides an example of a details session that groups the records:
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Package Combination *IﬁDsasyB? b BaanERF_60sasy37
Company ISSD b ERP LM democompany 550
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Available in WorkiopMiebtop

™ Process Browser

[ Infor ERP YWarkflow

Startup Menu IU: PIEDm PIDDDDDDDD Infor ERP LM General Menu

[ [Modify

|ttams 11003000 000

Example details session: User Data (ttams1100s000)

If a field has a browse arrow, you can zoom to another session and browse through the available records.

If you click Save or OK, ERP Enterprise saves the changes. If any of the fields has an incorrect value,
ERP Enterprise displays an error message. If you click Close, ERP Enterprise asks you if you want to

save the changes.

To use a Multi Main Table session

A Multi Main Table (MMT) session is a combination of multiple sessions, each of which has a unique

main table.
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MMT sessions are especially designed to present data with a typical parent-child structure, for example:

®m  Sales order and the related sales order lines

®  Financial business partner group and the related ledger accounts and control accounts

u Work order and the related work order activity lines, work order material resources, work order
other resources, work order measurements, and work order hours accounting

Although this data is distributed among several main-tables in the system, the data can all be presented
and edited from a single parent/child session.

This enables users to enter data quickly and to maintain a good overview in their work.

A typical parent-child session has two areas:
®  The upper part contains information and functionality about the parent
®  The lower part contains one or more lists that show data about the various types of children

Both parent data and child data can be edited inside the session, which makes the sessions extremely
powerful for data entry. In addition, a parent/child session also offers the user a complete overview of
all the important data related to the object.

The following figure shows an example of a parent/child session:
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Sample parent-child MMT: Service Order - Lines (tssoc2100m100)

For detailed information on MMT sessions, refer to “Multi-Main Table sessions” in the Infor Enterprise
Server (LN) online help.
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ERP Enterprise application toolbar

The ERP Enterprise application toolbar is visible on all overview sessions with a grid. You can use the
application toolbar buttons to perform operations that are common throughout ERP Enterprise.

The following figure provides an example of the application toolbar:
FEHS D XY o Bkedd DR eIQR & 0w

ERP Enterprise application toolbar

Application toolbar buttons

The following table describes the buttons on ERP Enterprise ’s application toolbar.
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Button Button Name Description Short cut keys

(=3 Save and Close Save the changes and (CTRL+L)
close the session

= Save Save the changes made (CTRL+S)
to the record.

=] Print Print the selected record. (CTRL+P)

[ New Add a new record. (CTRL+N)

Duplicate Copy the selectedre- (CTRL+D)
cord.

b Delete Delete the selected re- (CTRL+DELETE)
cord.

5’ Revert to saved Discard the changes  (CTRL+2Z)
made to the record.

2 Refresh Displays the current re- (F5)
cord data.

[ Find a record Find a record. (CTRL+F)

kn First record Jump to the first record. (CTRL+HOME)

@ Previous record Jump to the previous re- (PAGE UP)
cord.

% Next record Jump to the next record. (PAGE DOWN)

o Last record Jump to the last record. (CTRL+END)

0 New group Create a new group. (CTRL+G)
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K First group Jump to the first group

& Previous group Jump to the previous  (CTRL+ PAGE UP)
group

3 Next group Jump to the next group. (CTRL+PAGE DOWN)

7 Last group Jump to the last group.

i Text editor Start the text editor. (CTRL+T)

0 Show attachments Link a document revision

to the selected record.

k? What's This? Show the context-sensit-
ive Help.

Additional information

ERP Enterprise administrators need detailed information about their complete system, including the
hardware, network, RDBMS, operating system, and additional installed software.

The following additional ERP Enterprise reference materials can be helpful to administrators:

Infor Enterprise Server (LN) Technical Manual (U8172 US)

Infor Solution License Manager 2.5 - Installation and Configuration Guide (U8872)
Infor10 ERP Enterprise (LN) Exchange - User's Guide (U8405 US)

Infor ASM1.4 - Administrator's Guide for Application Service Manager (U7784)
Infor Web Ul - Installation and Configuration Guide (U8715 US)

®  Infor10 ERP Enterprise (LN) - Overall Installation Guide for ERP Enterprise Products - New
installation (U9498 US)

B The “Basic Tasks” section in the Infor Web Help. This section contains online manuals on the
usage of the various session types, the toolbar buttons, and so on.

®  The “Infor Enterprise Server (LN) 8” section in the Infor Web Help. This section contains online
manuals on various important topics, for example:
®  Audit Management
®  Database Management
B Device Management
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®  Product Maintenance and Control (PMC)
®  Table Sharing
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Chapter 2
System Administrator Tasks

System administrator tasks introduction

This section describes the system administrator’s tasks and responsibilities, such as to assign user
accounts and passwords, establish security access levels, allocate storage space, and watch for
unauthorized access.

To explain these tasks and responsibilities fully, this section includes:

®  An overview of system management (p. 33)
®  The system administrator’s tasks (p. 34)

Overview of system management

This section describes the main functions and objectives for the administration of the ERP Enterprise
software. After you complete the ERP Enterprise installation, you must carry out several administrative
tasks. For example, you must define, users, devices, and so on, in Infor Enterprise Server (LN) before
you can use ERP Enterprise effectively.

ERP Enterprise 's administration facilities are also used, for example, to create jobs, define queries, and
to manage the development environment. No specific relation exists between the administration
procedures and one or more ERP Enterprise modules. In fact, the administration procedures are related
to all ERP Enterprise modules. Therefore, the data entered during the administration procedures is
common data and is used throughout the entire ERP Enterprise software.

Administration of your ERP Enterprise installation

Because ERP Enterprise is a large package and can have many users, someone or some group of
people must manage the package. These individuals are referred to as the ERP Enterprise system
administrators.

The ERP Enterprise system administrators must perform the following tasks on an installed ERP
Enterprise system:

®  System management, which includes administrative tasks on UNIX or Windows platforms
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B Application administration, which includes administrative tasks in the application

System management and application management differ by company. Usually, these tasks are full-time
jobs.

Depending, for example, on the computer system and the number of users, a system can be managed
by a system manager and an assistant system manager. Most large companies, usually have more than
one system manager, each with specific responsibilities. In these cases, an application administrator is
usually in place to manage the applications. In smaller companies, however, one person performs system
management and application administration.

System administrator tasks

The application administration consists of a number of tasks that the system administrator must perform
with care and precision.

Act as contact person

The system administrator is the contact person between a company and ERP Enterprise. The application
administrator is responsible to find a solution for the questions and problems brought forward by the
ERP Enterprise users. If required, this task will be performed by contacting one of the Global Support
Centers.

Have extensive knowledge about the application environment

The system administrator must know in which directories the ERP Enterprise application resides. For
example, to make a backup or to rebuild tables, the system administrator must know the exact location
of the files and programs involved.

Reorganize tables

The system administrator must frequently reorganize the database tables because the disk space of
deleted records will not immediately be given back to the system. In other words, although many records
in a table are deleted, the size of the table itself will not become smaller. Only after the table has been
reorganized will the disk space of the deleted records become available on the system. Reorganizing
the database tables becomes very important when many records in tables are deleted.

Control disk space

The system administrator must regularly check the disk space on the system because a lack of disk
space can cause application errors.
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Remove temporary files

ERP Enterprise can create several temporary files that, after use, are no longer useful. To save disk
space, the system administrator must remove the temporary files on a regular basis.

Create back-up files

To prevent a loss of data, the system administrator must create back-up files on a regular basis. The
reason to make back-up files is so if a file is damaged, the original file can be retrieved from the back-up
files.

Control user management

Before a user can work with ERP Enterprise, the system administrator must first define the user data.
To avoid the unauthorized use of programs, user authorizations are defined in roles that can be linked
to the individual users.

Install updates

If ERP Enterprise sends an update of the ERP Enterprise software, the system administrator must install
the update on the system as soon as possible.

Log changes in the system

The system administrator must log the changes to the system. An administrator can change many
aspects in the system, for example, the printer definition files. The logged information can be useful for
problem solving.

Perform all initialization procedures

The system administrator must know all initialization procedures, for example:

= How to create a new company number

®  How to enter data for a new company number

®  How to copy an existing company number to a company number For details on this procedure,
refer to To copy a multicompany structure in the “Enterprise Server” section in the Infor Web
Help.

Create and customize software

To optimize the use of ERP Enterprise, the system administrator can create or customize various software
components, for example, menus, forms, and reports.
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Perform periodic application runs

Some application programs must run on a regular basis. The system administrator is responsible to run
these programs, for example, to update statistics and to print and remove stock transactions.

Maintain the system log

Data about the system and the application is stored in a system log.

The system data includes information about:

®  The application environment

Any reorganization of tables

The available free disk space

The back-up schedule

The user data reports

The updates

Changes in the system

The error messages and solutions

Analyze problems

The system administrator must analyze any problems that occur during the usage of ERP Enterprise.

ERP Enterprise offers various logging features that are helpful for problem analysis, such as logging for
database locking.

Logging for database locking

ERP Enterprise offers a logging mechanism to gather statistics on database locking. You can use the
statistics to identify long waiting times, long locks, and retries, which cause performance problems.

To use this logging mechanism, complete the following steps:

1. To activate the logging, start the Logging Parameters (ttaad4153m000) session and specify
the following information:
® A threshold, in milliseconds, for logging database lock actions.
= A file to store the locking statistics.

= A time frame in which the logging takes place.
After you specified the logging parameters, you must convert them to runtime.

2. To analyze the logging statistics, use the Generate lock graph html output (ttstplocklog )
session. The session first generates a snapshot file, based on the locking log file(s). This file
contains all, or a subset of, the log records. Then, the session generates an html report that
displays the contents of this snapshot file.

For details, refer to the online help of the sessions mentioned.
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License management and validation

A license management mechanism is a copy protection mechanism used to regulate the commercial
use of ERP Enterprise. For testing and demonstration purposes, unprotected software is dispatched
with limited validity. The unprotected software must be validated before a specified expiration date.

To license and validate ERP Enterprise

ERP Enterprise uses a license management mechanism, and a validation mechanism to regulate the
commercial use of ERP Enterprise.

You validate and license your ERP Enterprise software with the Infor Solution License Manager (SLM).
The SLM is a stand-alone product capable of licensing various Infor products.

It's strongly advised to install at least two physical SLM servers on two separate systems, combined as
one logical SLM server, if you use SLM to validate several Infor products.

Licensing solution

Solution License Manager (SLM) is the central license manager for the majority of the Infor products.
SLM s a central license manager in the sense that one license manager can provide licenses to a variety
of products. Installing and configuring a dedicated license manager individually by product is unnecessary.

To establish a licensing solution, you require the following three components:

®  The Infor application or product that has adopted SLM licensing

®  The Solution License Manager product itself for handling the licenses. The License Manager
checks the license requests from the adopting applications, according to the information stored
and validated with Infor.

®  The Activation key that enables the Solution License Manager. Submission of the Activation
key enables the licenses that your adopting applications require to work.
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SLM license types

Infor applications can be licensed in various ways. To see how your application must be licensed, refer
to the Software License and Support Agreement (SLSA). Depending on the Infor pricing strategy, a
restricted set of license types can be assigned to a specific application. For example, some applications
can be licensed through any license type, while others can only be licensed through a server license.

In general, the license types are distinguished in node locking and user locking. With a node-locking
license, the adopting application can only work on a specific node in your network. A network node can
be a server but also a desktop. With a user-locking license, the adopting application can only work with
specific named users or with a limited amount of concurrent users.

Currently, the Solution License Manager supports the following license types:

= Concurrent User license
A user-locking license in which a pool of concurrent users can use the adopting application.

= Named User license
A user-locking license in which a pool of specific named users can use the adopting application.

®  Server license
A node-locking license in which a pool of specific named server or desktop computers can
use the adopting application.

B |nstance license
An instance-locking license in which a pool of specific named instances can be used for the
adopting application. Note: With SLM 2.5, instance licensing is registered by means of server
licensing.

= Desktop license
A node-locking license in which a set of adopting applications are linked to a pool of specific
named server or desktop computers.

When a license request is made, the SLM server checks the license configuration (License file) to see
how many desktops, users, servers, or instances can use the application, and then, according to the
license type, checks the specific named user, server, or desktop.

Some adopting application can be licensed with all the various license types, while others can handle
only a selection of licenses.

Named User license

If an adopting application uses Named User licensing, the SLSA states the number of named users that
can use that application. The SLM server keeps track of a list of all specific users that are permitted to
use that application. The server will reject a license request from an adopting application if the SLM
server does not know the specific user name.

Infor only validates the amount of named users. Infor never knows the specific names of these users.

Some applications automatically synchronize the user names of their authorization module with the SLM
server.

The SLM server checks for a specific user name in combination with the desktop name where the
application is running. You can specify that a specific user can run the application concurrently from
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multiple desktops. Each desktop on which this user runs the application decreases the number of licenses
by one.

License Administration in ERP Enterprise

In case of a Named User Licence, you can use the the License Administration sessions in ERP Enterprise
to keep the Named User list in SLM up to date.

The following is a short description of the License Administration sessions.

= SLM Product IDs by User (ttsim0130m000)
Use this session to display or edit the SLM Product IDs that are used by a user.

®  Link SLM Product IDs to Users (ttsim0230m000)
Use this session to link SLM Product IDs to Users based on the Authorization Management
System. This session links the product IDs to users, based on which sessions the users are
authorized for.

®  Synchronize User Data with SLM (ttsim0230m100)
With this session you can synchronize user names with the Solution License Manager for
product IDs that require a Named User License.
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System recovery

System recovery introduction

This section describes the relevant procedures and the steps required to carry out the crash recovery
procedure of an ERP Enterprise Software Environment (BSE) for UNIX platforms and Windows platforms.

System recovery overview

After a system crash, you must restore your ERP Enterprise Software Environment (BSE) from a back-up
file stored on another system. Therefore, before you use your BSE in an operational environment, you
must plan a back-up strategy for your BSE.

Back-up strategy

Before you can use ERP Enterprise, you must decide how you plan to protect your BSE against potential
disk crashes and other system failures. If you do not plan and implement a proper back-up procedure,
you might not be able to recover your BSE after a hard crash.

You must thoroughly test your back-up and recovery procedure before and after you move to a run-time
environment. You must perform test recoveries on a regular basis to ensure that your archiving and
backup procedures work.

To ensure a successful recovery scheme, frequent backups are essential. You must base the back-up
frequency on the frequency of changes in your BSE’s data. For example, if data changes at a high rate,
the backup frequency must be proportionally high.

The amount of time you must keep the back-up files depends on the back-up frequency of your recovery
scheme.

For additional safety, maintain two or more of your previous backup files, in case part of the current
backup file is lost or damaged.
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System recovery procedure

Procedure aim

This section describes the steps required in a hard crash procedure if, after a crash, you cannot reboot
your operating system and restart your BSE.

Procedure result and prerequisites

Result
This procedure results in a new BSE that functions the same as the initial installation.

Prerequisites

You must have on another system an undamaged backup version of the files that have crashed in your
BSE environment.

Procedure summary
To recover ERP Enterprise after a hard crash, take the following steps:

1. Restore the back-up files.
2. Start and, if required, configure the Infor Solution License Manager (SLM).
3.  Start the printer daemon and the shared memory:
®  On a UNIX platform, run the rc.start shell script
®  On a Windows platform use the Infor ES Service Manager
4. Start the BSE environment.

In addition, you might also be required to recover your operating system and database. Refer to your
operating system and database manuals for the appropriate procedures.

Note

Important information, such as database parameters, login accounts, Kernel parameters, and so on,
must be logged in a safe place, for example, in a system or database administrator’s log book, so that
you can reuse this information during a recovery.
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Version and release management introduction

This section describes ERP Enterprise ’s version and release management, which manages the various
versions of the ERP Enterprise packages, their corresponding releases, and customizations.

An overview of version and release management

Because software is constantly changing, you must manage various versions of packages, the
corresponding releases, and all the various customizations on the standard software. Infor Enterprise
Server (LN) offers a comprehensive solution with the version and release management concept.

Advantages of the version and release concept are the following:

m A flexible development environment

B Flexible management of the following:
®  New versions of the software
®  Patches on the software
®  Customizations on the software
® | ocalizations for the software

®  Developers can create and test the customizations on the standard software in a separate
development environment.

®  QOperational users will not see new or customized software components until the components
are fully tested and released in their own run-time environment.

Package combinations

A package combination is a collection of various ERP Enterprise packages. Every package combination
has a unique VRC. The package combination links users to a specific version of the ERP Enterprise
software. A package combination can be linked to one or more users and to one or more companies.
However, a package combination can contain only one version of a package, which is identified by a
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package VRC. In fact, a package combination links users to a specific version of the ERP Enterprise

software.

The following figure shows an example of a standard package combination:

User

— B6la [—

Company

Package
Combination

Package
VRCs

tB61_a

tiB61_a

tpB61_a

tsB61_a

whB61_a

Financials

Manufacturing

Projects

Service and Maintenance

Warehousing

Example of a software environment with a standard package combination

This figure shows an example of a standard package combination, which contains a number of standard
package VRCs, such as the standard version of ERP Enterprise Financials.

Package combination code

Package combinations in ERP Enterprise are identified by a unique identifier. For example, the package
combination B610_b_sbc1 represents SBC’s (Strangely Brown Chicken company) first customization
on the standard software in the B61_b VRC of all packages. ERP Enterprise uses the following format
to identify package combinations:

vvvt rr gggn

The following table provides more information on the codes that you can use to identify package VRCs:

Code

Description

VvV

Version code

Type code. This field is not filled for the standard
software.
The following type codes are available:

® S The standard package combination.
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®  C The package combination, for a specific
customer, ordered by the customer and de-
veloped by a dealer or partner.

® O The package combination developed by the
customer. This type of package combination
contains customizations developed by the

customer.
rr Release code
ggg Customer code. This field is not filled in for the

standard software.

n Sequence code

Package VRCs

Each ERP Enterprise package is distributed as a package VRC, which represents a specific version of
that package. VRC stands for version release customer code, and it identifies the development stage
of the ERP Enterprise software.

A VRC consists of the following:

® A version code that identifies a major ERP Enterprise software modification
®  Arelease code that identifies a minor ERP Enterprise software modification
= A customer extension code that identifies ERP Enterprise software for a specific customer

A package, for example, ERP Enterprise Financials, can have more than one version. Each version is
identified by a specific package VRC. For example, ERP Enterprise Financials can have a package
VRC that contains the standard software of ERP Enterprise Financials and a package VRC that contains
the customizations on the standard software of ERP Enterprise Financials.

As arule, a new package VRC is derived from a previous package VRC. To avoid duplication of software
components, a new VRC only contains those software components that have changed compared to
previous VRCs.
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The following figure shows an example of the VRC derivation structure:

Bol1C b _cusl B61C b cus2

B61 b Bo61C a cusl

B61 a

An example of a VRC derivation structure

In this example, B60_a is the VRC that contains the standard software. The following two new VRCs
are derived from this VRC:
= The VRC B60C_a cus1 contains a customized version of the standard software
= The VRC B60_b contains a new version of the standard software. From this new standard
VRC, two new customized versions are derived:
= B60C_b_cus1
= B60C_b_cus2.
The VRCs B60C_b_cus1 and B60C_b_cus2 contain several customizations on the B60_b
standard version.

Package VRC code

A unique identifier identifies package VRCs in ERP Enterprise. ERP Enterprise uses the following format
to identify package VRCs, the codes of which are described in the following table:

pp vvvt_rr_gggn

Code Description
pp Package code
VWV Version code
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T Type code.
Denotes customizations on standard software. This
field is not filled for the standard software. Possible
type codes include the following:

® | Localizations: Customizations for a specific
country.

® B Branch: Customizations for a specific line
of business.

®  C Customer: Customizations ordered by the
customer, developed by a dealer or partner.

B O Own: Customizations developed by the

customer.
rr Release code
ggg Customer code: This field is not filled for the

standard software.

n Sequence code

For example, for the Strangely Brown Chicken company (SBC), the package VRC tc B600_b_sbc1
represents the first customization on the standard software in the B60_b VRC of ERP Enterprise Common.

Note

Customers can only create new VRCs for their own customizations from the standard software. Infor or
a partner delivers all other VRC types.

ERP Enterprise software environment

To create specific software environments, you can use package combinations.

A software environment consists of the following:

® A package combination
B Atleast one company

You can create a special package combination to customize software components or to create new
software components.

The following table lists the possible software environments in ERP Enterprise:
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Software environment Description

Standard environment A package combination that contains the standard version of all ERP En-
terprise packages.

Runtime environment A package combination that contains the package VRCs that normal users
use at runtime.

Development environ- A package combination that contains package VRCs in which developers
ment can create customizations.

Standard environment

The standard environment contains the standard software of all ERP Enterprise package VRCs of all
ERP Enterprise packages. You can use the standard environment to compare customized software with
standard software.

The following figure shows an example of the standard environment.

Company
Humbers

B&1S_a

Users

tcB61_a ‘ tdB61_a

Standard environment

This figure shows an example of a user who is linked to a specific package combination. Use the User
Data (ttams1100s000) details session to link the user to a package combination. For more information,
refer to “To Create ERP Enterprise users,” in the “User Management” section.

Runtime environment

A runtime package combination can contain some package VRCs that are derived from standard package
VRCs. However, not all packages in the package combination have to have the same package VRC. If
no customizations exist for a certain package, the standard VRC of this package is used in the run-time
package combination. For example, the Service and Maintenance package (tsB60_a) in the following
figure is not customized. The other packages are customized and for these the derived package VRC
is used in the package combination.
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To specify that the package combination is customer defined, make sure you add not only the customer
extension (cus) but also the extension O. This letter indicates that the package combination is the
customer’s own.

The following figure shows an example of a runtime environment.

Company
Numbers

BE610_a_cus
Users '—
tcB810_a_cus ‘ tdB610_a_cus | tsB61_a ‘ tuB610_a_cus

Run-time environment

Development environment

As in the run-time environment, a package combination in a development environment contains package
VRCs that are derived from standard package VRCs. Also, not all packages in the package combination
must have the same package VRC. If no customizations exist for a certain package, the standard VRC
of this package is used in the run-time package combination.

Developers use a development environment to develop new software components or to change existing
components.

The following figure shows an example of a development environment:

Company
Numbers
B&10_a_dev
Users
tcB610_a_dev tdB610_a_dev tsB61_a tuB610_a_dev

The development environment

The name of this package combination, such as the previous one, contains the character O. In this case,
the customer extension is replaced by the extension dev, which stands for development.
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VRC derivation

If a user starts a software component, for example a session, the Virtual Machine (VM) searches from
the outside to the inside, as shown in the following figure. The Virtual Machine (VM) searches for any
customizations on the component made by the customer in the own customization. If no own
customizations exist, the Virtual Machine (VM) searches for a customer-specific customization, and so
on.

The following figure shows how the Virtual Machine (VM) navigates through the customizations on a
component.

Navigation

v

Standard
software

Localizations

Branch customizations

Customer customizations

Own customizations

Navigation of the Virtual Machine (VM) through the VRC structure

The search path also depends on the package combination and company to which the user is linked.
For example, the package VRCs in a development package combination are derived from the VRCs in
the run-time package combination, these run-time package combinations were, in turn, derived from
standard package VRCs.
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The following figure shows the derivation structure of the development package combination.

i 1
| [tcB610_a dev|[tdB610_a_dev]  [tuB610_a dev] g0 4 devi
| o

Package VRC derivation structure

In this previous figure, the VRCs with customer extension dev are derived from the VRCs with the cus
extension, which themselves are derived from standard VRCs. If a user works with package combination
b610_a_cus and starts a software component, the Virtual Machine (VM) searches for a customization
in the VRC with the cus extension. If such a customization is found, this customized component is started.
If no such customization exists, the component in the standard VRC is started.

If a user works with package combination b610_a_dev and starts a software component, the Virtual
Machine (VM) searches for a customization in the VRC with the dev extension. If no such customization
is found, the Virtual Machine (VM) continues the search in the cus VRC. If this VRC also does not contain
a customized version of the component, the Virtual Machine (VM) starts the component in the standard
VRC.

If you create many package VRCs, derived from each other, the derivation structure can get complicated.

The consequences of a cluttered and complicated VRC derivation structure are:

® A decrease in system performance due to the longer derivation structure
® A cluttered directory structure due to a large number of newly-created package VRCs

For this reason, you must regularly purge the VRC derivation structure. Before you can purge a package
VRC, you must make sure that the VRC is not connected to a package combination. You can disconnect
the package VRC from a package combination with the Packages by Package Combination
(ttaad1121m000) session.

Note

If you purge a package VRC, the derived-from structure changes. The user files and fd6.2 files, for the
involved users and package combinations, are automatically regenerated so that they contain the new
derived-from structure.
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The following figure provides an example of a package VRC derivation structure before and after the
purge:

tcB610_a dev2
Y
tcB610_a_dev tcB610_2a_dev2
i Purge package VRC I
tcB610_a_cus —_— tcB610_a dev
Y r
tcB61_a tcB61_a

Package VRC derivation structure before and after the purge procedure

Typically, only customer-defined VRCs are purged that contain customized software components that
do not belong to a package combination. However, you can also purge the package VRCs that contain
the standard software.

For example, the following figure shows the derivation structure of the package VRCs that contain the
standard software of the ERP Enterprise Common package. A new standard can contain new functionality,
feature packs, bug fixes, and so on.

A new standard is put on top of its predecessor, so software components can be duplicated. Therefore,
you must purge the standard package VRCs regularly to remove the duplications.

X tcB61_c

tcB61_b

tcB61_a

tcB60_c

Derivation structure of the ERP Enterprise Common package
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The maximum VRC depth, in other words, the number of VRC that you can stack on top of each other,
is 40 VRCs. However, for best results, keep the maximum VRC depth as low as possible.

Standard software environment procedure

Procedure aim

In this procedure, a software environment is created that you can use to create your own customized
software for ERP Enterprise. The environment contains a dedicated package combination and package
VRCs for a customization department.

Procedure result and prerequisites

Result

A new software environment with package combinations and package VRCs.

Prerequisites
Make sure that you have at least 10 MB free disk space and 40 MB database space available.

This section describes only the most important steps in the standard software environment procedure.
For detailed instructions on how to enter data in the sessions that are mentioned in the procedure steps,
refer to the session help.

Note

You can use the procedure on both UNIX and Windows platforms. You can use the ${BSE} notation for
both platforms, as well as for the slash (/) and backslash (\) characters.

Points of attention
Points of attention for the package combination:

®  The new package combination must contain a VRC for each package, except Tools (tt) and
Tools Add-on (tl):

®  The Data Director (da), OpenWorld Middleware-enabling (tm), and New Technology (nt) must
not be customized. Therefore, you must include existing (not your own!) VRCs for these
packages. For example, include the highest update or localization VRC in the derivation
structure.

®  For the remaining packages (except tt and tl) you must include your own VRCs.

Procedure summary

The following list shows the procedure steps and the corresponding sessions.
1. Create new package VRCs - Package VRCs (ttadv1511m000)
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2. Create new directories for the software components of the new package VRCs - Directories
of Software Components (ttadv1115m000)

3. Create a new package combination - Package Combinations (ttaad1520m000)

4. Link package VRCs to the new package combination - Packages by Package Combination
(ttaad1121m000)

5. Link companies to the new package combination - Change Package Combination by Company
(ttaad1101mO000)

6. Link users to new package combination - Change Package Combinations for Users
(ttaad2200m000)

7. Change the authorizations for the developers - Developer Authorization Template
(ttams1151mO000)

8. Optionally: Initialize Test tool for Business Data Entities (BDES) - Initialize Tools
(tlcom0200m000)

9. Authorize normal users for a new or other environment - User Data (ttaad2500m000)

One-step software environment procedure

Procedure aim

In this procedure, a software environment is created that you can use to create your own customized
software for ERP Enterprise. The environment contains a dedicated package combination and package
VRCs for a customization department.

You cannot use this procedure to maintain existing environments. To maintain existing environments,
you must use the sessions discussed in the Standard software environment procedure (p. 53) . The
prerequisites for and result of this procedure are identical to those of the Standard software environment
procedure.

Procedure result and prerequisites

Result

A new software environment with package combinations and package VRCs.

Prerequisites
Make sure that you have at least 10 MB free disk space and 40 MB database space available.

This section describes only the most important steps in the one-step procedure. For detailed instructions
on how to enter data in the sessions that are mentioned in the procedure steps, refer to the session
help.

Note

You can use the procedure on both UNIX and Windows platforms. You can use the ${BSE} notation for
both platforms, as well as for the slash (/) and backslash (\) characters.
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Points of attention

Points of attention for the package combination:

®  The new package combination must contain a VRC for each package, except Tools (tt) and

Tools Add-on (tl):

The Data Director (da), OpenWorld Middleware-enabling (tm), and New Technology (nt) must
not be customized. Therefore, you must include existing (not your own!) VRCs for these

packages. For example, include the highest update or localization VRC in the derivation
structure.

For the remaining packages (except tt and tl) you must include your own VRCs.
Procedure summary

The following list shows the procedure steps and the corresponding sessions.

1. Create the software environment - Create New Package Combination / VRCs (One Step)
(ttaad1222m000)

2. Optionally: Initialize Test tool for Business Data Entities (BDESs) - Initialize Tools
(tlcom0200m000)
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PMC introduction

This chapter provides an introduction to the Product Maintenance and Control (PMC) module.

PMC Introduction

To help you manage software updates to your ERP Enterprise system, Infor offers the Product
Maintenance and Control (PMC) Tool — an efficient, highly effective tool for managing functional software
updates (Feature Packs) and other software updates (Individual Solutions).

The PMC module manages the installation of Feature Packs and Individual Solutions. The PMC module
is delivered to all customers as part of the master CD-ROM of ERP Enterprise. The PMC module is
used to check software updates for completeness and customization interference.

Without a tool such as PMC, software updates could be installed irrespective of other software updates
that were already installed. Technically, an update that contains an earlier version of a software component
than the version already present on your system, could be installed. In this case, you lose the updates
contained in the original software components.

The PMC module contains two sub-modules.
L] PMC distributor
u PMC recipient

PMC Benefits

The PMC module is an easy-to-use tool that enables you to install, configure, and run new software with
confidence. The PMC module simultaneously addresses a wide range of software update challenges,
including:
®  Automatic checks for updates for any previous dependencies, to ensure that these exist on
the system on which you install the update.

®  Analysis of potential conflicts with system customizations at installation time, which enables
the user to identify any conflicting customizations.
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®  QOption to maintain copies of all previous software components. This feature enables the user
to roll back updates easily to any point in history.

u Overview of all Feature Packs and Individual Solutions, that are installed.

Note

A customization component does not have a ‘maintenance date’ in its object. Therefore, if you deliver
customization components to a customer, whose maintenance license has expired, the customer can
still deploy the components.

PMC overview

This chapter provides an overview of the Product Maintenance and Control (PMC) module.

This chapter contains the following sections:

= PMC Architecture

Where to find the PMC module
Dependencies

Individual Solutions
Collections

Feature Packs and Patches
PMC Distributor functionality
PMC Recipient functionality
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PMC Architecture

The following figure illustrates the architecture of the PMC module:

PMC Distributor Shippin PMC Recipient

ERP
Data
Dictionary

/Vl‘?f_,/ Download

ERP
Data
Dictionary

FPublish =

FTP Semver

The software developer creates or updates software components in the Data Dictionary of the developers
ERP system. Software is packaged by the PMC distributor and stored in the PMC Registry. The software
is published on an FTP server. Software can also be shipped on other media, such as CD-ROM, or can
be sent by e-mail.

The customer can download the software from an FTP Server, or can order a software CD-ROM. PMC
recipient builds or updates the PMC Registry on the customer's ERP system. Software in the customer's
PMC Registry can be imported in the customer's data dictionary.

Where to find the PMC module

The PMC module is part of Infor Enterprise Server (LN) (Tools). The software supplier is the distributor
of the solutions, and the user or customer of the applications is the recipient. The PMC module contains
functionality and sessions for both the distributor and recipient role.

To navigate to the recipient part of the PMC module take the following steps:

1. Log on to ERP Enterprise.

2. On the ERP Menu Browser, click Tools --> Software Installation --> Miscellaneous -->
Recipient.

3. Click Setup, Operational, and Miscellaneous.

Alternatively, you can take the following steps to navigate to the recipient part of the PMC module:

1. Log on to ERP Enterprise.
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2. Onthe ERP Menu Browser, click Tools --> Application Development --> Product
Maintenance and Control --> Recipient.

3. Click Setup, Operational and Miscellaneous.
The following figure shows the Recipient sessions:

=.[3 Recipient

=.[3 Setup
B3 Parameters
B3 Generate Update VRC Structure
B3 Update VRC's
% VRC Combinations
B} Generate ftp script

=.[3) Operational
B3 Download, Scan and Connect Salution (Multi-Level)
% Scan Solution/Patch File
% Process Solutions
% Process Patches
% Check and Install Solutions
B3 Installation runs
B3 Compare Installed Solutions
B3 Solution History

=.[3 Miscellansous
B PMC Cleanup

To navigate to the distributor part of the PMC module take the following steps:

1. Log on to ERP Enterprise.

2. Onthe ERP Menu Browser, click Tools --> Application Development --> Product
Maintenance and Control --> Distributor.

3. Click Setup and Operational.

The following figure shows the Distributor sessions:

EIQ Product Maintenance and Contral
EQ Distributar

=3 Setup

I, [% Parameters

----- [% Base WRC's

Do £33 Base WRC Combinations

=-3 Operational

----- 3 Solutions

----- [3 Patches

----- % Collections

----- B3 Connect Components to PMC Solution

----- 3 Maintenance Histary

----- £33 General Maintenance Histary

Dependencies

When the PMC recipient installs software updates, the recipient checks the presence of the required
depending solutions.
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Three dependency types exist:
B Pre-requisites
®  Co-requisites
u Post-requisites

The following figure shows a pre-requisite dependency: solution 1 must be installed before solution 2.

Base Components Solution 1 Solution 2
Form —Mew Fields —w  Form' [« Dependent
Dependent Dependent
: i _— Perdormance -
Schipt ——peow Fields —®  Seript — Improvement —»  Script

The following section describes a customer scenario.

Example

A dependency requires you to install the previous version of a software component first. Suppose that
you installed ERP Enterprise from the master CD-ROM without customizations or solutions. You receive
an updated version of the Copy Sales Order (tdsls4201s000) session, which contains the session object,
script, and forms that are interdependent of each other.

You decide not to install the dump and, a few months later, you discover that a change is required in
the script to correct a problem that is keeping your sales force from selling an item. The change is sent
as a dump that contains only the session object and script. You can install this dump only if you installed
the previous version of the software component, because the dump requires the proper form of the first
solution. PMC automatically installs the previous solution.

Suppose you deliberately decided not to install a solution, for example, because you do not know if the
existing version of the Copy Sales Order (tdsls4201s000) session was customized. The PMC module
provides protection against this as well. In this case PMC informs you that the current version is
customized. You cannot overwrite software, because PMC uses update VRC levels and maintains copies
of all previous software components. This setup enables you to roll back updates easily to any point in
history.

Individual solutions

A PMC Distributor creates and publishes individual solutions.
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Individual solutions created for standard products of Infor are available for download 24 hours a day,
seven days a week, from the Infor Support Web site http://www.infor365.com for Infor-owned products.

You can only download these solutions one by one.

After you download and scan a solution, the PMC recipient checks the dependencies with other solutions.
In some cases, other dependent solutions might be missing at the installation system and must be
downloaded and scanned, as well. The process to install individual solutions can take a long time if
many dependent solutions must be downloaded and scanned.

You can use the Multilevel Download functionality to download all the dependent solutions, without user
interaction, to simplify and speed up the download process.

Collections

Collection dumps enable customers to update their system with the latest software.
Collections are groups of all individual solutions that are released in a particular period.
These individual solutions are gathered at the PMC distributor side in a single dump file.
Collections for standard products of Infor are published on an FTP server.

You can scan collections in a single action. While you scan the collection with the Scan Solution/Patch
File (ttpmc2200s000) session, the dump file is split into all individual solutions that were included in the
collection.

Afterwards, you can install the individual solutions.

You can use collection dumps in two ways: for pro-active installation or corrective installation.

®  Pro-active installation
The user installs all individual solutions of the collection. The user runs the most up-to-date
version of the software, including the latest released fixes.

®m  Corrective installation
The individual solutions of the collection are not installed. The solutions have status Available
in the PMC registry. If the user runs into a problem, and a solution is advised for this problem,
the user can install that solution immediately. All dependent solutions will be installed
automatically.

Feature Packs and patches

Periodically, individual solutions can be bundled into Feature Packs or patches. In general, these types
of updates contain solutions created in a larger time period than a collection. In the PMC Tool, the term
‘patch’ is used both for Feature Packs and patches. The patch entity is known at both the PMC distributor
and PMC recipient side. Feature Packs and patches are an indivisible set of solutions. You cannot install
or uninstall individual solutions that belong to a Feature Pack or a patch by the PMC recipient. You can
only install or uninstall entire Feature Packs and patches. Dependencies between Feature Packs and
patches can exist.
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The subsequent sections describe the justification, characteristics, and differences of Feature Packs
and patches.

Justification of Feature Packs and patches

During the life cycle of a product, in general, two types of changes are implemented in the product:
®  Corrective fixes for defects
®  Functional enhancements to further enrich the product

Functional enhancements are often accompanied by changes in the data model, changes in the user
interface, and changes in the behavior of the application. In general, functional enhancements require
a careful preparation before installation in an operational environment. PMC generates dependencies
between solutions, that contain the same components to guarantee that the solutions are installed in
the correct order and no necessary solutions are skipped. In some cases, users must first install a
number of functional enhancements before the users can install a corrective fix for a relative small defect.
Installation of the functional enhancements can be required at unexpected and undesirable moments.

Feature Packs enable you to separate functional enhancements from the flow of corrective fixes. This
separation enables users to adopt and implement functional enhancements in a more controlled way.
Patches do not offer this possibility.

Feature Packs

Feature Packs enable you to separate corrective fixes from functional enhancements. Multiple parallel
maintenance baselines exist for the product. Every new baseline is linked to a unique base VRC.
Functional enhancements are, in principle, only implemented at the start of a new baseline.
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The Feature Packs mechanism is as follows:

Base VRC [Al]

Service

Pack 1
containing
corvective
fixes anud
functiomnal
enhanceinents

Solution 1

Corrective

Solution 2

Corrective

Solution 3
Corrective
Fix

Service

Pack 2
contining
colvective
fixes anud
functiomnal
enhancements

Solution 2°

Corrective

Solution 3°

Corrective
Fix

Service +

Pack 3 Solurion 3"
containing -

coIvectve Corrective
fixes and Fix
functional

enhancements \_‘_—/

Feature Pack 1 is linked to base VRC A1. The Feature Pack contains a number of corrective fixes and
some functional enhancements. Corrective maintenance is performed for this Feature Pack, which
results in solutions 1, 2, and 3 in the previous figure.

In parallel, the software distributor develops Feature Pack 2, which is linked to base VRC A2. Whenever
possible, the distributor immediately ports and includes corrective solutions created on top of Feature
Pack 1 in Feature Pack 2. Refer to solution 1 and the dashed arrow in the previous figure. These ported
solutions are registered in Feature Pack 2 as so-called obsolete solutions.

The same process repeats when the distributor develops Feature Pack 3, which is linked to base VRC
A3.

After the release of Feature Pack 2 and 3, the distributor also creates corrective solutions on top of these
Feature Packs.
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When Feature Pack 2 is being installed at a recipient, the PMC Tool checks whether all solutions that
were installed on top of Feature Pack 1 are also available for Feature Pack 2.

These solutions can be available in two different shapes for Feature Pack 2:

®  As an obsolete solution
Included in Feature Pack 2. Refer to solution 1 and the dashed arrow in the previous figure.
These obsolete solutions are integrated in Feature Pack 2 and do not have a separate physical
solution dump.

®  As an individual solution
Available on top of Feature Pack. Refer to solutions 2’ and 3’ in the previous figure. These
so-called missing solutions are not included in Feature Pack 2 and do have a physical solution
dump.

Note: If Feature Pack 1 is installed in multiple update VRCs, the PMC Tool performs the
missing solution check in all update VRCs, that contain Feature Pack 1.

By default, the PMC Tools will refuse to install Feature Pack 2 if not all solutions installed on top of
Feature Pack 1 are also available for Feature Pack 2. Otherwise, old defects would come back after
you install Feature Pack 2. The distributor is responsible for ensuring that all solutions of the preceding
Feature Pack are also available for the subsequent Feature Pack before publishing the subsequent
Feature Pack.

Note

You can change this default behavior, so that you can install Feature Pack updates without additional
individual solutions. For details, refer to To install a 'clean’ Feature Pack (p. 65) .

Feature Packs are cumulative. Every new Feature Pack also includes all preceding Feature Packs. This
enables you to skip the installation of Feature Packs at the PMC recipient. For example, you can
immediately upgrade from Feature Pack 1 to Feature Pack 3 without installing Feature Pack 2 in between.
The installation process is optimized in such a way that only components that are changed as compared
to the current installed Feature Pack will be installed.

You can install Feature Packs in an existing update VRC. Therefore, creating a new update VRC is
unnecessary. As a result, the VRC structure at a recipient system can remain unchanged. However,
the base VRC linked to the update VRC will change. If desired, you can, of course, also install a new
Feature Pack in a new update VRC.

To install a ‘clean’' Feature Pack

When you update an existing environment with a Feature Pack via PMC or via the Installation Wizard,
PMC requires that all solutions, that were installed on top of a previous Feature Pack, are installed for
the new Feature Pack as well. PMC requires these additional solutions to prevent that old problems
come back after installation of the Feature Pack. This also applies if you install the Feature Pack in
another, or even in a new, Update VRC. This is because you can upgrade your companies to the Package
Combination of that Update VRC and subsequently you might see old problems again.

In some situations this functionality is too strict, for example when you want to develop customizations
for different customers on different Feature Pack levels.
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To change this default behavior, you must set the PMC_IGNORE_SOL environment variable to 1. You
can now install a 'clean' Feature Pack, without taking care of the content of already installed Feature
Packs and additional solutions.

You can specify the environment variable in different ways:

Note

Example

In the command field of the BW configuration file (-set PMC_IGNORE_SOL=1). In this way
the setting only applies to the user that uses this configuration.

In the $BSE/lib/bse_vars file (add the line PMC_IGNORE_SOL=1). If you use the Installation
Wizard you can add this line when you are prompted to change the bse_vars configuration
file. In this way the setting applies to all users.

It is recommended to remove the PMC_IGNORE_SOL setting after each Feature Pack
installation.

If you install the Feature Pack in an already existing Update VRC, the solutions that were
installed in that Update VRC for the previous Feature Pack, will also be installed for the new
Feature Pack. So, the possibility to ignore additional solutions only applies to solutions of other
Update VRCs.

You want to install Feature Pack 2, which includes solutions 133, 146 and 154 as obsolete solutions

already.

The following table shows, for some Update VRCs with different Feature Packs and additional solutions

installed:

what happens if PMC_IGNORE_SOL is not set.
what happens if PMC_IGNORE_SOL is set.

Update VRC

B61U_a stnd B61U_a fp1 B61U_a fp2
Feature Pack installed - FP1 including obsolete -

solutions 133 and 146

Solutions installed 133 154 -

146 168

154 172

168
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Action

Install FP2 in an 'FPO'
Update VRC with some
individual solutions in-
stalled.

Install FP2 in an Update
VRC with FP1 and some
additional solutions in-
stalled.

Install FP2 in a new Up-
date VRC.

Resultif PMC_IGNORE _
SOL is not set

Fails unless additional
solutions 168 and 172
are present.

Reason for failure:

Fails unless additional
solutions 168 and 172
are present.

Reason for failure:

Solution 168 was already Both solutions were

installed in this Update
VRC, and solution 172

already installed in this
Update VRC.

Fails unless additional
solutions 168 and 172
are present.

Reason for failure:

Solutions 168 and 172
were installed on top of
FP1 in Update VRC

was installed on top of B61U_a fp1.
FP1 in Update VRC
B61U_a_fp1.

Resultif PMC_IGNORE_ Fails unless additional  Fails unless additional ~ Succeeds.

SOL is setto 1

solution 168 is present.
Reason for failure:

Solution 168 was in-
stalled in this Update
VRC, so it is needed on
top of FP2.

Solution 172 can be ig-
nored now.

solutions 168 and 172
are present.

Reason for failure:

Both solutions were in-
stalled in this Update
VRC, so they cannot be
ignored.

Reason for success:

PMC can ignore all solu-
tions, because itis a new
Update VRC.

Important!

Do not set PMC_IGNORE_SOL to 1 if you install the Feature Pack in an Update VRC and Package
Combination, and you plan to upgrade your companies to this Package Combination. This can result in
old problems coming back or, even worse, loss of data if additional solutions on top of the previous
Feature Pack introduced new table fields.

Patches

Patches do not enable you to separate corrective fixes from functional enhancements. Only one
maintenance baseline of the product exists. Changes are always implemented in the latest version of
a software component. The base VRC remains the same. Functional enhancements will be included in
the chain of depending corrective solutions.
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The Patch mechanism is as follows:

Base VRC remains the same
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To install solution 3 in the this picture, you must first install solution 2, which contains a functional

enhancement.

Patches are not cumulative, which means you cannot skip the installation of Patches at a recipient's
location. For example, before you install Patch 3, you always must install Patch 2 in advance. You cannot
immediately upgrade from Patch 1 to Patch 3.

Distributor’s Policy

The software distributor decides if Feature Packs or Patches are being applied. A mix of both types is

also possible:

B When applying Feature Packs, the distributor can decide to release a functional enhancement
as an individual PMC solution on top of one of the released Feature Packs.

®  When applying Feature Packs, the distributor can decide to periodically also release Patches

on top of the Feature Pack.

When applying Feature Packs, the distributor’s policy determines how many base VRCs are maintained

in parallel and how long the base VRCs are maintained.

PMC Distributor functionality

The software developer generates additional software and makes software changes on the existing

ERP Enterprise software packages.

The supplier of the ERP Enterprise software uses the PMC Distributor functionality to manage the

software updates and prepares those updates for delivery to the customers.

The following is a process overview of the PMC Distributor module.

u Create individual solutions

a. Define a unique identifier for the solution and a brief description.

b. Link one or more software components to the solution.
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c.
d.

e.

Define or generate the dependencies on other solutions.
Export the solution, the software dumps are now created.
Release the solution, the solution is now ready for delivery.

u Create collections

a.
b.
c.
d.

Define a unique identifier for the collection and a brief description.
Link one or more individual solutions to the collection.

Export the collection.

Release the collection.

®  Create patches

"o Qo0 TP

Define a unique identifier for the patch and a brief description.
Link one or more individual solutions to the patch.

Define or generate the dependencies on other patches.
Validate the patch.

Export the patch.

Release the patch.

u Create Feature Packs

Y

e.

f.

g.

Define a new base VRC for the Feature Pack.
Define a unique identifier for the Feature Pack and a brief description.
Define the dependency on previous Feature Packs.

Generate the Feature Pack, in other words, link all components in a specified VRC to the
Feature Pack.

Validate the Feature Pack.
Export the Feature Pack.
Release the Feature Pack.

®  Additional distributor functionality

Mutilevel export.
SCM integration.
Maintenance History.

PMC Recipient functionality

Customers use the PMC Recipient module to install the ERP Enterprise software updates on their ERP

system.

The following is an overview of the PMC Recipient module.

®  Download solutions
You can download solutions from the FTP server or copy the solutions from a medium such
as a CD-ROM.
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u Scan and connect solutions
The downloaded solution files can be scanned. In other words, the user must extract and store
the solutions into the PMC registry. The extracted solutions are also connected to an update
VRC.

®  Process solutions

a. Check to install. Report the following: Pre- and post-installation instructions, customized
components, and missing dependent solutions.

b. Install the solutions: Store the software components in the data dictionary, report additional
post-installation instructions.
®m  Additional recipient functionality
Uninstall
Mutilevel download
Compare installed solutions
Solution History
PMC cleanup
Copy PMC registry
View installation runs.

PMC recipient procedure

This chapter describes the PMC recipient procedures. This chapter contains the following sections:

m  Setup
®  To install updates
®  Miscellaneous topics

Setup

PMC recipient is fully configured by the Infor Installation Wizard during the installation of the base Infor
products such as ERP Enterprise and Infor Enterprise Server (LN). This section describes this setup
and how to make changes to the setup.

The setup consists of the following sections:

®  Procedure

Infor Installation Wizard and PMC
Parameters

Generation and use of update VRCs
VRC combinations

To create a test environment

FTP for downloading software updates
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Procedure

This section shows the recipient setup procedure steps in a flowchart. The following sections provide a
detailed explanation of the procedure.

Parameters
(ttpmc0100s000)

v

Generate Update VRC
structure
{ttpmc2240s000)

Update VRCs
{ttpmc2 140m000}

Delete Update VRC

structure
{ttpmc2241s000)

Recipient Setup procedure

v

VRC Combinations
{ttpmc2150m000)

v

Generate FTP
script
(ttpmc2211s000)

!

Setup
Test
Environment

Infor Installation Wizard and PMC

The PMC Tool has a seamless integration with the Infor Installation Wizard. If you install updates by
means of the Infor Installation Wizard, the wizard activates the PMC Tool in the background.

1
]
L

You can use both the PMC Tool and the Infor Installation Wizard to install updates in an existing
environment. However, both tools serve their own specific goal in the update installation process:

The Infor Installation Wizard is primarily intended to do the following:

u Install the initial master media
u Install Feature Packs

The PMC Tool is primarily intended to do the following:
®  |nstall individual solutions
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Install collections
®  |nstall patches

You can also install individual solutions, collections, and patches by means of the Infor Installation
Wizard. However, this has the following drawbacks:

®  The installation process is more labor intensive (more mouse clicks)

®  You can miss essential information during the installation process. The so-called pre installation
and post installation instructions are not presented in an active way.

®  The Infor Installation Wizard installs all solutions present in the staging area and/or server.
You cannot select a subset of solutions from the available solutions.

For these reasons, to install individual solutions, collections and patches, be sure to use the PMC Tool
directly.

On the other hand, you can install Feature Packs directly by means of the PMC Tool. This has the
drawback that you must also perform a number of additional steps manually after you install the Feature
Pack. These steps include running the Convert to Runtime Data Dictionary (ttadv5215m000), Compile
Labels (ttadv1243m000) and Create Tables (ttaad4230m000) sessions. If you use the Infor Installation
Wizard, all required steps are executed automatically in the installation process. In addition, the Infor
Installation Wizard offers some extra features that can be very useful during installation of Feature Packs,
such as the automatic creation of new VRC structures and creation of Package Combinations in which
the Feature Pack can be installed.

You cannot however perform the initial installation of initial master media by means of the PMC Tool.
To perform this installation, you must use the Infor Installation Wizard. During installation of the master
media, the Infor Installation Wizard initializes the PMC Tool in such a way that the environment is
immediately ready for installing updates. You can also initialize the PMC Tool manually by means of
the PMC Tool itself. This initialization process is described in the following sections. The following
sections describe which steps are performed automatically when you use the Infor Installation Wizard.

Parameters
The very first step in the Recipient setup procedure is to define the PMC parameters.

The following parameter groups are available:

B Recipient
The PMC recipient part of the PMC module uses these parameters and these parameters
must be filled.

The parameters are paths on the operating system, on which the solution dumps will be stored.

®  Distributor
Even if you do not use the PMC distributor part of the PMC module, you must fill the parameters
of this group for technical reasons.

For details refer to the Parameters (ttpmc0100s000) session.
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Note

Because parameter definition is a one-time step, you must be aware of the impact if you change the
parameters afterwards.

If you change the operating system paths, you must move the directories and files according to the new
path specifications.

Hint

If you have more than one ERP environment running, for example, a Production and a Test environment,
you can share the solution dump directories on the ERP environments, which reduces disk-space
consumption.

Generation and use of update VRCs

PMC uses update VRCs. The software of an initial standard master product is installed in a root VRC
that is predefined by the software supplier. The update VRC is created on top of this root VRC. Feature
Packs and individual solutions that you download from the Infor Support Web site http://www.infor365.
com are also installed in this update VRC. The update VRCs are created automatically during the
installation of the master product.

You can use the Generate Update VRC structure (ttpmc2240s000) session to generate these update
VRCs. In addition,you can define update VRCs by means of the Update VRC's (ttpmc2140m000) session.

In general, the VRC structure for standard ERP Enterprise resembles the following figure:

B61U_a_stnd (Update VRC)
|

Detived fram

'

B61_a

B61_a is the VRC that contains the baseline, which is the very first shipment of ERP Enterprise 6.1.
From this point on, Individual solutions and Servic Packs are installed in the B61U_a_stnd VRC.

For the Infor Enterprise Server (LN) (packages tt, tl, tm, da and nt) no new update VRCs are created
and used.

After a fresh installation of ERP Enterprise, the following update VRCs are present in PMC:
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The heading of the first column in the table, Pack., refers to the package to determine the VRC structure.

Pack. Update VRC  |Base VRC
da  [33U b [stnd [3.3 b [da
t 76 [a | [76 [a [t

it [B61U [a [stnd [BE1 [a |

VRC combinations

In PMC you use a VRC combination to control co-requisite dependencies between solutions of various
base VRCs.

Update VRCs that must be updated simultaneously, for example, an update VRC for standard ERP
Enterprise and an update VRC for a localization, must be grouped in a VRC combination by the VRC
Combinations (ttpmc2150m000) session and the Update VRC's (ttpmc2140m000) session.

The following figure shows a VRC structure, including a localization:

B61U_a_loca (Update VRC localization)

Derived from

v

B61U_a_stnd (Update VRC standard)

Detived fram

‘

B61_a

The following shows the possible Update VRCs in ERP Enterprise when applying a localization.

The heading of the first column in the table, Pack., refers to the package to determine the VRC structure.

Pack. Update VRC Base VRC  |VRC Comb.
da 33U |blstnd [3.3 b [da |

it 76 |a 76 aft |

tf  B61UJalstnd B61 [a [ |UPD

tf  B61UJalloca |B6IL [a [loca [UPD
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To create a test environment

Best practise is to test the software updates in a test environment before you implement the updates in
your live environment.

To test the software updates, create the update VRCs and the VRC combination for your test environment.
Note

For the Infor Enterprise Server (LN) (Tools), no update VRC is created. Therefore, you cannot create
an update VRC for testing purposes. To test the Infor Enterprise Server (LN) software updates before
installation in your live environment, you require a separate installation of ERP Enterprise.

Create the update VRC for a test environment parallel to the VRCs in your live environment. The following
figure provides an example:

VRC VRC
Combination Combination
UPD TEST
B61U_a_loca B61T_a_loca
| |
Derived from Derived from
' v
B61U_a_stnd B61T_a_stnd
|
Derived from Deri\tell frarm
J }
B61_a

The update VRCs that are grouped in a VRC combination, for example, B61U_a_stnd and B61U_a_loca
will be updated simultaneously.

The B61T_a_stnd and the B61T_a_loca are updated in the same way. These VRCs represent a test
environment.

Note

If you do not have a localization and/or extension installed, you do not need a VRC combination. The
only update VRC you need for your test environment is B61T_a_stnd.
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To create a PMC test environment, take the following steps:

1.  Startthe Generate Update VRC structure (ttpmc2240s000) session and complete the following
fields:

Always fill the Package to Determine VRC Structure field with the package tf. Do not
use any other packages, such as cp.

You can choose any customer VRC extension for the Update Customer field. Note that
the Update Customer fields are the five fields on the far right in the VRC Information
group box. Infor recommends that you use stnd for standard VRCs and the same value
as the base VRC customer code for localizations and extensions. If you do not have a
localization installed, leave the Localizations fields blank.

Fill the VRC Combination field and a description. This step is not required if you do not
have a localization installed.

The Customization Type field can contain any character, but the character T is
recommended for a test.

Select the Create Update VRCs check box.

Clear the Change Derivation of Other VRCs check box to specify that you do not want
to derive the current VRCs from the new update VRC.

Clear the Update Package Combinations check box to specify that you do not want to
change the VRCs in package combinations.

2. If you do not yet have a package combination that contains the new VRC structure, you must
create a package combination. Use the Package Combinations (ttaad1520m000) and Packages
by Package Combination (ttaad1121m000) sessions to set up a package combination.

3. Start the Create Runtime Data Dictionary (ttadv5210m000) session.

Enter the information in the dialog box. Click Create Runtime for all package combinations
in the range of updated package combinations, you selected in the Generate Update VRC
structure (ttpmc2240s000) session.

Select all the options:

Domains

Tables

Check before create runt.
Reconfigure tables
Sessions

Print Errors

FTP to download software updates

If the dumps of the solutions you want to install are located on an FTP server, you can use the Multilevel
Download tool to download the dumps. In this case, you must generate an FTP script, which must contain
the server, user, and so on, to be used for downloading. You can use the Generate ftp script
(ttpmc2211s000) session to generate the required FTP script.

The name of the generated FTP script is ftpbaan and is stored in the $BSE/lib directory on the ERP

server.

76 | Infor Enterprise Server (LN) | Administrator's Guide



ERP Enterprise Software Maintenance

The Download, Scan and Connect Solution (Multi-Level) (ttpmc2210s000) session uses the generated
FTP script to make the connection to the FTP server and to download the solution dumps.

To install updates

This section describes the procedures for the recipient of updates to manage the PMC administration.

The procedure consists of the following sections:

®  Procedure steps

Download updates

Scan updates

Connect update to update VRC
Check to install

Install

Check to uninstall

Uninstall
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Procedure steps

This section illustrates the procedure steps to install software updates by means of PMC in a flowchart.
The following sections provide a detailed explanation of the procedure.

Download
Updates

v

Scan Updates

v

Connect Update
to

Update YRC
Check Update Optional Check Update
L] L]
Install Uninstall
Install Update Uninstall Update

Install Update Procedure

Download updates

To download updates you can use the Download, Scan and Connect Solution (Multi-Level)
(ttpmc2210s000) session. The session automatically scans the downloaded solutions, and connects
the solutions to the specified update VRC. The purpose of scanning the solutions is to make the solutions
known to the system, and to identify installation conditions. After the solutions are scanned, you might
find that the solutions cannot be installed unless other solutions are downloaded and installed as well.
In that case, the session also downloads, scans and connects these solutions. This step is repeated,
until all required solutions are downloaded, scanned, and connected. If the related solutions are already
present on your system, but connected to another VRC, the solutions are not downloaded again, but
are only connected to the specified update VRC.
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You can also download solutions manually, in which case you must also complete the following steps
in this section. These steps are integrated in the Download, Scan and Connect Solution (Multi-Level)
(ttpmc2210s000) session, and can be skipped if you downloaded the solutions using this session.

Note

You can only use this session can only be used for downloading if the solution dumps are published on
the FTP server defined in the Generate ftp script (ttpmc2211s000) session.

Scan updates

After solutions are downloaded to the system, the first step to make the solutions available to the PMC
registry is to scan the solution files by means of the Scan Solution/Patch File (ttpmc2200s000) session.
The solutions receive the status Available in the update VRC for which the scan is carried out. Scanned
files can contain Feature Packs, patches, collections, or individual solutions. All the relevant PMC data
is stored in the PMC registry.

Connect update to update VRC

Use the Connect Solutions/Patches to VRC (ttpmc2201s000) session to make the solutions available
in other update VRCs. You can disconnect the solutions by means of the Disconnect Solutions/Patches
from VRC (ttpmc2202s000) session.

Check to install

All the following functionality is controlled by the Process Solutions (ttpmc2101m000) session and the
Process Patches (ttpmc2102m000) session.

The solutions with the status Available that are connected to the update VRCs must be checked by
means of the Check Solution/Patch to Install (ttpmc2203s000) session. The related solutions are checked
as well. The solutions, including the related solutions, which must be installed receive the status To
Install. Optionally, detailed information is given on customized components and components that exist
in non-supported languages.

Install

You can install the solutions with status To Install, by means of the Install Solution/Patch (ttpmc2205s000)
session. If the PMC registry was changed after the solution received the To Install status, the solution
must be checked again before the solution can be installed. The related solutions are installed as well.
After the solutions are installed, the status of the solutions is Installed.

Check to uninstall

All the following functionality is controlled by the Process Solutions (ttpmc2101m000) session, the
Process Patches (ttpmc2102m000) session and the Installation runs (ttpmc2503m000) session.

If a solution must be uninstalled, for example, because the solution was a bad fix, use the Check
Solution/Patch to Uninstall (ttpmc2206s000) session. The solution status and the status of related
solutions becomes To Uninstall.
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Note

You can use Check to uninstall from the Installation runs (ttpmc2503m000) session if you want to
uninstall all solutions that were installed together in one run, for example, a solution including all
prerequisite solutions or solutions of a collection that were installed in a range.

Uninstall

Run the Uninstall Solution/Patch (ttpmc2208s000) session to set the status of the solution, including
the related solutions, back to 'Available'.

Note

If during installation or uninstallation the process is stopped, for example, due to a system crash, process
kill, and so on, the solution that was being processed at that point still has the status Installing or
Uninstalling. With the next start of a processing session from the Process Solutions (ttpmc2101m000)
session, PMC recognizes this situation and starts the stopped process again for the interrupted solution.
If a sequence of solutions was to be installed or uninstalled, you must restart the process for the remaining
solutions.

Miscellaneous topics

This section describes the following topics:
B Update policy
®  Opening a patch
= PMC cleanup
®  Removing an update VRC

Update policy

This section describes a procedure to install, test and make a new Feature Pack operational in your live
environment. The procedure minimizes the impact in terms of system downtime for the operational
environment.

Scenario

Suppose you have installed the master product in VRC B61_a and Feature Pack 1, including a number
of individual solutions, on top of Feature Pack 1 in update VRC B61U_a_stnd. This update VRC is linked
to package combination b61au. Customizations are available in the B61U_a_cus VRC that is linked to
the b61cus package combination. Various operational companies are linked to package combination
b61cus.

You now want to install Feature Pack 2. However, you first want to explore the new Feature Pack in a
separate environment without disturbing the operational business.

Two methods are available to explore the new Feature Pack in a test environment:

= Method 1
Switch companies between VRC branches.
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u Method 2

Have a permanent separate test VRC branch.

The following table describes both methods in detail . Steps 1 through 7 in both methods are identical.

The following is the recommended update procedure for Feature Packs:

BalU_a cus Bél1U_a_cusi
(nack comb. bélcus) fpack comhb. hélocus2)
h h 4
B6lU_a stnd B&1U _a std2
(pack. comhb. bilau) {paclk comb. bilaud)
B6l a

(pack. comb. bila)

Procedure for both methods

Install Feature Pack 2 in the new Update VRC, for
example, B61U_a_std2. The new update VRC must
be derived from the master product VRC B61_a. In
addition, create a new package combination, for
example, b61au2. If you install the Feature Pack
using the Infor Installation Wizard, you can have
the Infor Installation Wizard create the new update
VRC and package combination automatically. The
PMC tool guarantees that all individual solutions
that were installed on top of Feature Pack 1 in the
B61U_a_stnd VRC will also be installed in the
B61U_a_std2 VRC, if these solutions are not
already included in Feature Pack 2. Therefore, from
a maintenance perspective, the B61U_a_stnd and
B61U_a_std2 VRCs will be synchronous after in-
stallation of Feature Pack 2.

Having companies linked to the b61au2 package
combination enables you to investigate on runtime
the behavior of the standard product without cus-
tomizations. To achieve this, link one or more test
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companies to the new package combination
b61au2. You can do this in various ways:

B |nstall the demo companies that are included
in the SP2 medium.

®  |f you have existing test companies linked to
the b61au package combination, you can re-
link these companies to the b61au2 package
combination using the Change Package
Combination by Company (ttaad1101m000)
session.

®  Copy an existing company linked to package
combination b61au using the Copy Company
Data (tccom0214m000) session. Next relink
the newly copied company to the b61au2
package combination using the Change
Package Combination by Company
(ttaad1101mO000) session.

You can now explore the Feature Pack 2 that is in-
stalled in the B61U_a_std2 VRC.

Create package VRCs B61U_a_cus2 and the re-
lated package combination b61cus2.

Copy the contents of the B61U_a_cus VRC to the
B61U_a_cus2 VRC using the Copy Software
Components to New Package VRC
(ttadv6265m000) session. Make the b61cus2
package combination runtime using the Create
Runtime Data Dictionary session. Note that, at this
point, the customizations are still not synchronized
with Feature Pack 2.

Copy one or more companies linked to package
combination b61cus using the Copy Company Data
(tccom0214m000) session. Next relink the newly
copied company to the b61cus2 package combina-
tion using the Change Package Combination by
Company (ttaad1101m000) session.

After you explore the new Feature Pack, upgrade
customizations in the B61U_a_cus2 VRC, and

prepare your organization to use the new Feature
Pack, verify whether additional solutions were in-
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stalled in the B61U_a_stnd VRC after you per-
formed Step 1. To perform this verification use the
Compare Installed Solutions (ttpmc2405s000) ses-
sion. Install the missing solutions in the B61U_a_
std2 VRC as well. Synchronize the customizations
again if required.

Method 1: Switch companies between VRC branches

8

Transfer the operational companies from the b61cus
to the b61cus2 package combination. To perform
this transfer, use the Change Package Combination
by Company (ttaad1101m000) session.

After complete the previous steps, all operational
companies and users will be linked to the b61au2
package combination. To install the subsequent
Feature Pack 3, you must repeat the process, but
now in the opposite direction: You install Feature
Pack 3 in the B61U_a_stnd update VRC. Again,
you can, of course, create an additional VRC branch
for Feature Pack 3. However, this process requires
more installation time and disk space. The test
companies are relinked to the b61au package
combination. Feature Pack 3 is explored and finally
the operational companies are linked to the b61au
package combination.

In theory you can apply the same mechanism for patches. However, one important difference applies.
Patches are not cumulative. Installation of a patch requires that you at least have installed the preceding
patch. Therefore, you cannot directly install Patch 2 in the B61U_a_std2 update VRC. You first must
install Patch 1, followed by the installation of Patch 2. In the same way, you first must install Patch 2
in update VRC B61U_a_stnd before you can install Patch 3.

Method 2: Have a permanent separate test VRC branch

8

Install Feature Pack 2 in the B61U_a_stnd VRC.
Copy the contents of the B61U_a_cus2 VRC to the
B61U_a_cus VRC using the Copy Software Com-
ponents to New Package VRC (ttadv6265m000)
session. Make the b61cus2 package combination
runtime using the Create Runtime Data Dictionary
session.

Infor Enterprise Server (LN) | Administrator's Guide | 83



ERP Enterprise Software Maintenance

9 To install the subsequent Feature Pack 3, repeat
the process.

In principle you can apply the same procedure for patches when you use Method 2.

Advantages and disadvantages of both methods

Method 2 has the disadvantage that you must install Feature Pack 2 twice. As a result the system
downtime is greater if you use Method 2.

The system downtime for Method 1 consists of the following elements:

®  Time required to reconfigure the application database and relink the company and users.

The system downtime for Method 2 consists of the following elements:

®  Time required to install and make the Feature Pack runtime.
= Time required to reconfigure the application database.

Open a patch

Only in exceptional situations you can decide not to carry out a complete installation of a patch, but to
install a selection of one or more of the indiviual solutions contained in the patch. Therefore, you can
open a patch to select individual solutions. To open a patch, you will require a password. To obtain a
password contact Infor Support. You can start the Open Patch (ttpmc2105s000) session from the
Specific menu of the Process Patches (ttpmc2102m000) session.

Note

You cannot open a Feature Pack.

PMC cleanup

Cleaning up PMC is useful for saving disk space. You can run the cleanup by means of the PMC Cleanup
(ttpmc2220mO000) session.

This session can clean up three types of PMC data:

®m  Solution dumps
®  Uninstall dumps
®  PMC registry

To remove an update VRC

Removing an update VRC can be useful for saving disk space and for a clear VRC structure. You can
remove an update VRC by means of the Delete Update VRC Structure (ttpmc2241s000) session.
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PMC recipient session summary

PMC recipient sessions

Title

Description

Parameters (ttpmc0100s000)

Maintain the parameters for the PMC module.

Process Solutions (ttpmc2101m000)

Display the solutions that are present in the registry of
solutions and connected to the specified update VRC.

Various options are present to process the solutions.

Process Patches (ttpmc2102m000)

Display the patches that are present in the registry of
solutions and connected to the specified update VRC.

Various options are present to process the patches.

Open Patch (ttpmc2105s000)

Enter a password to open a patch. If you open the
patch, you can handle the solutions contained in the
patch individually.

Update VRC's (ttpmc2140m000)

Maintain the update VRCs.

This session registers the update VRCs to which solu-
tions can be connected.

VRC Combinations (ttpmc2150m000)

Maintain the VRC combinations.

Scan Solution/Patch File (ttpmc2200s000)

Scan an export dump that contains one or more solu-
tions that is placed on the recipient system. You can
also use this session to scan collections and patches.

Connect Solutions/Patches to VRC (ttp-
mc2201s000)

Connect solutions or patches that are already available
on the system to an update VRC.

Disconnect Solutions/Patches from VRC (ttp-
mc2202s000)

Disconnect solutions or patches from an update VRC.

Check Solution/Patch to Install (ttpmc2203s000) Check if the solutions can be installed. The session

also signals the problems in regard to customizations.

Check and Install Solutions (ttpmc2204s000)

Check the selected solution or a range of solutions to
see whether you can install the solution or range. If all
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conditions for all solutions in the selected range and
their dependency chains comply, the solutions are in-
stalled. This session performs the combined function-
ality from the Check Solution/Patch to Install (ttp-
mc2203s000) and Install Solution/Patch (ttp-
mc2205s000) sessions.

Install Solution/Patch (ttpmc2205s000)

Install the solution. This process is performed on multi-
level. In addition the previous version of the compon-
ents to install is saved to enable you to uninstall the
solution.

Check Solution/Patch to Uninstall (ttp-
mc2206s000)

Check the solutions to see whether you can uninstall
the solutions.

You can also use this session to check an installation
run to be uninstalled.

Uninstall Solution/Patch (ttpmc2208s000)

Uninstall the solution. This process is performed on
multilevel.

This session is also used to uninstall an installation
run.

Check Installed Solutions (ttpmc2209s000)

Print the solutions that are installed in an installation
run.

Download, Scan and Connect Solution (Multi-
Level) (ttpmc2210s000)

Download, scan, and connect solutions, including the
related solutions. You can also use this session for
solutions delivered in a collection.

Generate ftp script (ttpmc2211s000)

Specify some basic data required to download updates
from the ERP Enterprise FTP-server.

Login for FTP Server (ttpmc2212s000)

Log on at the ERP Enterprise FTP server to download
solutions, collections, or patches.

PMC Cleanup (ttpmc2220m000)

Clean up PMC. This process helps save disk space.

Generate Update VRC structure (ttp-
mc2240s000)

Set up an environment in which PMC works well.

Delete Update VRC Structure (ttpmc2241s000) Delete an update VRC structure.
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Copy Solution Registry to Derived Update VRC Copy the solution registry from one update VRC, the

(ttpmc2290mO000)

source VRC, to another update VRC, the target VRC,
that is directly derived from that source VRC.

Print Solution/Patch by Update VRC (ttp-
mc2401m000)

Print detailed information of solutions and patches in
update VRCs.

Compare Installed Solutions (ttpmc2405s000)

List the differences in status between solutions in two
update VRCs.

Print Dependencies by Update VRC (Multi-level) Print the dependencies between solutions in an update

(ttpmc2440m000)

VRC.

Print VRC Combinations (ttpmc2450m000)

Print all update VRCs for each of the VRC combinations
in the specified range.

Print Solution/Patch History (ttpmc2460m000)

Print the history of the changes of a solution or patch.

Installation runs (ttpmc2503m000)

Display all installation runs. From this session, you can
use several options on the solutions that are installed
with an installation run.

Solutions by Installation Run (ttpmc2504m000) Display solutions by installation run.

History Base VRCs by Update VRC (ttp-
mc2541m000)

Display history base VRCs by update VRC.

History Solutions by Update VRC (ttp-
mc2542m000)

Maintain history solutions by update VRC.

Solution History (ttpmc2560m000)

Display the history of the changes of a solution or patch
in an update VRC.
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Chapter 7
User Management

User management introduction

This chapter describes how to create ERP Enterprise users and to authorize these users to use ERP
Enterprise. You can define the authorizations for ERP Enterprise in roles and templates that are linked
to the ERP Enterprise users. The role and template concept provides you with a user-friendly method
to quickly add new users or to update user authorizations.

This chapter includes the following:

User management overview (p. 89)
User-related procedures (p. 103)

To create roles and authorizations (p. 106)
To create templates (p. 108)

User management overview

You can use ERP Enterprise s user management to define the user data and authorizations. The user’s
authorizations are dependent on their role in a company.

To be able to work with ERP Enterprise, a user must have:

An ERP Enterprise user logon with a password, and the proper authorizations

A system logon for the operating system on which ERP Enterprise is installed, such as UNIX,
or Windows. For information about user accounts on your operating system, refer to the
appropriate Installation Manual.

This overview includes the following topics:

ERP Enterprise user password (p. 90)
ERP Enterprise user types (p. 92)

ERP Enterprise user authorizations (p. 92)
Role-dependent authorizations (p. 94)
Non-role-dependent authorizations (p. 98)
Role browser (p. 101)
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ERP Enterprise user password

An ERP Enterprise user must be linked to an Operating System user. If you log on to the ERP Enterprise
application server using the logon procedure of Web Ul or WorkTop you have to supply a password.
The password that you have to supply is not a special ERP Enterprise user password, but it is really the
Operating System password.

One of the System Administrator tasks is to define the password policy for the organisation.

The password policy includes:

®m  Restricted passwords, for example you are enforced to supply a password of at least 6
characters and you are enforced to enter at least one numeric or special character in the
password.

®m  Password history, for example you can not re-use recently used passwords.
®m  Password aging, for example you are enforced to change your password every two months.

To change your password
A System Administrator can give you a new password. You can change your own password if the System
Administrator has given permission to change the password.

To change your own password, you must run the Change Password (ttstpchangepw) session. This
session prompts for the current password and then prompts for the new password twice.

{1 change Password i _ o] x|
Current Password S R [ o I
New Password *E*“““““

Confirm New Password -f“’““”‘ CEisA I
Help |

ttstpchangepw (000

Change your own password

Note

The session checks whether your user account is used to log on to a remote system. If so, the
corresponding password in the Remote User Data (ttaad201) table is updated automatically.

Only run this session on a Master Application Server (MAS). If you run this session on an application
server (AS), only the password in the remote user data on the AS is changed. The password on the
MAS is not updated. As a result, you cannot log on to the MAS anymore.

If the passwd command in the UNIX operating system of the ERP Enterprise server expects input
parameters otherthan ol d passwor d- new passwor d-new passwor d, an error message is displayed.
For details, refer to the online help of the Change Password (ttstpchangepw) session.

90 | Infor Enterprise Server (LN) | Administrator's Guide



User Management

To change your password via the Operating System
Alternatively, you can change your password via the Operating System of your ERP Enterprise server:

®  |n a Windows environment you can change your password in the User Accounts section of
the Control Panel.

®  |n a Unix environment you can change your password on the Command Line. You can, for
example, use the passwd command.

Note

If your user account is used to log on to a remote system, you must update the corresponding password
through the Remote User Data (ttaad2101s000) session.

Password Aging
Password Aging is supported for Web Ul and WorkTop in a Windows Environment.

In a Unix environment Password Aging for Web Ul and WorkTop is only supported if Pluggable
Authentication Modules are installed and enabled.

If your password is nearly expired, then you are invited to change your password, see the following
figure:

ttstppwdaging2 : x|

"_\ Your password wil expire in 7 day(s). Change now 7

If you decide to change your password, the following dialog appears:

tl:_ Ask user old and new password

Current Password .

MNew Password *

Confirm New Password »

Help |

I |ttstppwehange 000

If your password has been changed, the following confirmation message appears:

ttadv01433 : x|

\i‘) Fassword has been changed
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Note

The session checks whether your user account is used to log on to a remote system. If so, the
corresponding password in the Remote User Data (ttaad201) table is updated automatically.

ERP Enterprise user types

ERP Enterprise users are divided into the following two groups:

u Normal users: These users have restricted authorizations to start sessions, access table fields,
work with data that pertains to specific company numbers, and so on.

®m  Super users: These users have unrestricted authorizations. A system administrator is a good
example of a super user.

With the proper authorizations, developers can customize ERP Enterprise in a development environment.
A development environment in ERP Enterprise consists of a company, a package combination, and
multiple package VRCs.

ERP Enterprise user authorizations

Initially, normal users cannot use ERP Enterprise at all. Therefore, you must define some authorizations
for the various ERP Enterprise software components. The authorizations of an employee in a company
are related to the employee’s functionality or role in that organization, some employees have more
authorizations than others. Likewise, ERP Enterprise 's Authorization Management System (AMS) also
uses a role concept to define the authorizations of ERP Enterprise users.

In addition to these role-dependent authorizations, you can define some additional dependent
authorizations that are not defined by the employee’s role: for example, the development parameters,
device preferences, and so on. These non-role-dependent authorizations are defined in templates, which
you can then connect to the user profile.
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The following figure shows a schematic overview of how the user authorizations are split up into
role-related authorizations and non-role-dependent authorizations:

Role-dependent authorizations

Nan-role-dependent authorizations

User authorizations

Schematic overview of the authorization concept in ERP Enterprise

Note

At minimum, users must have some sort of session authorization, table authorization, and library
authorization to use ERP Enterprise. During the installation of ERP Enterprise, some default roles are
automatically created. The default roles ensure that the normal users can use the WorkTop browser
and the browser’s associated functions and commands.

Session Authorization (DEM and AMS)

You can use two different methods for defining employee roles. First you can define roles in the Dynamic
Enterprise Modeler (DEM). Second you can define roles in the Authorization Management System

(AMS).

DEM
In DEM you can model Business Processes. Business Processes contain activities to be
executed. Those activities can be ERP Enterprise sessions.

Roles are linked to Business Processes, activities and employees. This way the access to the
ERP Enterprise sessions is controlled.

On runtime the employee has a specific DEM menu, the Process browser in Web Ul or

WorkTop. When an employee executes ERP Enterprise sessions from the Process browser,
then the modeled DEM authorizations are used for those sessions. The DEM authorizations
are deduced from the modeling information and are not stored into static authorization tables.

Note: If you launch sessions from the Process browser, ERP Enterprise ignores any roles and
authorizations defined in AMS. However, the AMS authorizations are applicable if you launch
sessions through the Run Program command in Web Ul or WorkTop.

AMS

In AMS you can define roles for Session Authorization, Table Authorization and Table Field
Authorization. Those roles can be linked to normal users. By default normal users do not have
any authorization. Super users have Full authorization for all sessions and all tables.
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You can define different authorization types, for example Full authorization, Read Only
authorization, and so on.

You can launch sessions from the Menu browser in Web Ul or WorkTop. The roles that are
linked to your ERP Enterprise user account decide what is allowed to execute or not.

The DEM roles and authorizations are not applicable if you launch sessions from the Menu
browser.

In connection with the Sarbanes - Oxley Act (officially titled the Public Company Accounting Reform and
Investor Protection Act of 2002) customers feel the need to have a clear overview of the authorizations
of a certain employee for the ERP Enterprise applications.

The following sessions are available to print the session authorizations:

= DEM
Print DEM Session Authorizations (tgbrg8441m000)
= AMS

Print Session Authorizations by User (ttams3400m000)

Role-dependent authorizations

From a user point of view, a role represents a functionality in a company. In ERP Enterprise ’s
Authorization Management System (AMS), a role represents a set of authorizations for a functionality
in a company. User authorizations that are defined by role instead of by user significantly reduce the
redundant data. The authorizations for normal users are, therefore, defined in roles to which the
authorizations can be linked. The role concept provides you with a user-friendly method to quickly add
new users or to update user authorizations.

Because an employee can have more than one functionality in a company, you can assign the user to
more than one role. A role can also contain more than one sub-role, which itself can also have sub-roles.
All these roles and sub-roles form a role tree, which you can view with the role browser. The role browser
shows the role tree in a graphical user interface.

Ultimately, the employee’s role is a combination of all the authorizations defined in the user’s roles and
sub roles. Recursive role structures are not allowed. For example, a junior software engineer cannot
have the authorizations of a senior software engineer in a sub role.

94 | Infor Enterprise Server (LN) | Administrator's Guide



User Management

The following figure shows an example of the combined authorizations of two different roles:

Authorizations for role 1 Authorizations for role 2
Company Company
Package Fackage
Module Module
Component Component

v

Company

Package

Module [ Authorized
Component 1 Not authorized

Combined authorizations
of both roles

Example of combined authorizations for more than one role

For example, a department manager has more responsibilities than the employees in the department
and therefore has more database authorizations. Consequently, the manager has two roles:

®  The role of the employee with the appropriate restricted authorizations
®  The manager’s role with additional authorizations, which are only relevant for the manager
The restrictions on the table authorizations of the two roles are combined for the department manager.

However, if the table authorizations are restricted for one role but not for the other role, the department
manager will ultimately have permission to carry out the database actions.

Role-dependent authorization types in ERP Enterprise

You can define the role-dependent authorizations at the following component levels in ERP Enterprise:

®m  Session authorizations (p. 96)
®m  Table authorizations (p. 96)
® [ jbrary authorizations (p. 98)

If the role-dependent authorizations change, conversion indicators are automatically set. Changes to
the session authorizations, table authorizations, and the library authorizations are only converted to the
run-time data dictionary when the conversion indicator is set to avoid unnecessary conversion of the
authorization data to the run-time data dictionary.
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Session authorizations

The session authorizations define which sessions the users can start and what the users can do with
these sessions in ERP Enterprise. You can specify the session authorizations and on several levels for
either a specific company or for all companies. For example, you can give the users authorizations for
only specified sessions in a module or only the sessions in a specified package.

The session authorization priorities in the following table show that the session authorization with the
highest priority (1) is stated at the most specific level and the lowest priority (8) is stated at the most

global level. The session authorizations that you define for a specific company have a higher priority
than those defined for all companies:

One company All companies

Session authoriza- 1 2
tions per session

Session authoriza- 3 4
tions per module

Session authoriza- 5 6
tions per package

Session authoriza- 7 8
tions per company

You can define the session authorizations with the following sessions in ERP Enterprise 's AMS:

®m  Session Authorizations by Company (ttams3133m000), which defines the session authorizations
at company level

m  Session Authorizations by Package (ttams3130m000), which defines the session authorizations
at package level

®  Session Authorizations by Module (ttams3131m000), which defines the session authorizations
at module level

®  Session Authorizations by Session (ttams3132m000), which defines the session authorizations
at session level

Table authorizations

The table authorizations define the actions the users can perform on specified database tables and the
associated fields in the database table. You can specify the table authorizations for a specific company,
or for all companies, and on several levels. For example, you can give the users authorizations for
specified tables in a module or only some table fields in a database table and so on.
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The table authorizations that you define in ERP Enterprise 's AMS are applicable to the databases for
which the user is authorized. You can define the databases for which the user must be authorized in
the RDBMS Administration module. For more information about the ERP Enterprise ’s table authorization,
refer to the “RDBMS administration” section.

The table authorization priorities in the following table show that the table authorization with the highest
priority (1) is stated at the most specific level and the lowest priority (14) are stated at the most global
level.

The table authorizations that you define for a specific company have a higher priority than those defined
for all companies.

One company All companies
Database table field 1 2
data authorization
Database table field 3 4
authorization
Database table author- 5 6
ization per table data
Database table author- 7 8
ization per table
Database table author- 9 10
ization per module
Database table author- 11 12
ization per package
Database table author- 13 14

ization per company

You can define the database-table authorizations and the database-table-field authorizations with the
following sessions in ERP Enterprise 's AMS:

Table Authorizations by Company (ttams3144m000)

Table Authorizations by Package (ttams3140m000)

Table Authorizations by Module (ttams3141m000)

Table Authorizations by Table (ttams3142m000)
Table Data Authorizations (ttams3145m000)
Table Field Authorizations (ttams3143m000)
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®  Table Field Data Authorizations (ttams3146m000)

Important!

Table field authorizations and Table Field Data Authorizations have no effect on reports. If a user has
no authorization at all for a table field, the field is still printed.

Library authorizations

ERP Enterprise uses the Business Object Layer (BOL) integration technology, and OLE, DDE, OCX,
and ORB interfaces to integrate programs with the ERP Enterprise environment. These programs
communicate with ERP Enterprise through the Dynamic Link Libraries (DLLs). The Library authorizations
define whether the users who are linked to the role can access the functions that are defined in DLLs.

Note

For details on the Business Object Layer (BOL), refer to To Model a Business Object in the Infor Enterprise
Server (LN) Web Help

You can specify the library authorizations at several levels. For example, you can give the users
authorizations only for specified libraries in a module or only the libraries in a specific package and so
on.

The library authorization priorities in the following table show that the library authorization with the highest
priority (1) is stated at the most specific level, and the lowest priority (3) is stated at the most global level:

Library per library 1

Library per module 2

Library per pack- 3
age

You can define the library authorizations at the various levels with the following sessions:
®  Library Authorizations by Package (ttams3150m000)
®  |ibrary Authorizations by Module (ttams3151m000)
®  Library Authorizations by Library (ttams3152m000)

Non-role-dependent authorizations

The user data that is not related to the user’s role can also be grouped to reduce redundant data. To
reduce this data, you can use ERP Enterprise 's AMS to create templates, which contain the user’s
authorizations that are not dependent on the employee’s role. The templates can also contain additional
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parameters that are required for developers to be able to customize software components in ERP
Enterprise.

The templates contain data a group of users share. However, the templates are linked to individual
users. The templates in ERP Enterprise offer a user-friendly method to add new data quickly or to update
data for a group of users by linking the users to the templates.

The templates in ERP Enterprise 's AMS can be divided into the following categories:

®m  User data and development-related templates (p. 99)
®m  Text-related templates (p. 100)
®m  Device-related templates (p. 101)

User data and development-related templates

In these templates, you can enter the default settings and parameters for a group of ordinary ERP
Enterprise users and for ERP Enterprise users who develop software components in ERP Enterprise.

The data a user needs to maintain or create software components is defined in the following templates:

®  User-data template
®  Developer-parameters template
B Developer-authorizations template

User-data template

You can use the user-data template to define the common user data that by a group of ERP Enterprise
users share. The template contains the required system data and some non-role-related authorizations.
The user-data template is used as an example in “To create templates,” later in this chapter.

You must use the User Data Template (ttams1110m000) session to create the user-data template.

Developer-parameters template

You can also use the template parameters that application developers use. For example, you can choose
to run an automatic compilation after you create or change menus or forms. You can also specify
commands and options, which the user can employ in the development environment.

Application parameters are settings the application developer requires to develop software components.
Parameters are available for the following:

®  Automatic compilation to the run-time data dictionary after changes to forms or menus

®m  Actions after the Copy to Current Package VRC option

®  The parameters that the editor can use to develop software

For every ERP Enterprise user, the data in this template is dumped to ERP Enterprise ’s run-time data
dictionary in the User Application Parameters (ttadv010) table.

You must use the Development Parameters Template (ttams1150m000) session to create the
developer-parameters template
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Developer-authorization template

You can use this template to define some of the authorizations for developers who must customize ERP
Enterprise software components. This session is password-protected. You can only use this session if
you have system administrator’s rights.

In this template, you can specify the following:

®  The package VRC for which the developer must be authorized to customize and develop
software components. This specific package VRC overrides the Default Authorization for
all Package VRCs check box in the User Data (ttams1100s000) session.

®  The languages and modules of the specified package VRC for which the developers must be
authorized to customize and develop software components.

If you select the Authorization for all Modules and Authorization for all Languages check boxes in
this template, the users who are linked to the template are authorized to maintain and develop software
components in all modules in ERP Enterprise and in all languages. If the check boxes are cleared, you
must specify the specific modules and languages for which the user must be authorized.

If you select the Components of other Developer check box in this template, the user is authorized
to maintain the software components that are created by other users. This option is helpful, for example,
for a senior application developer.

The data in this template is dumped to ERP Enterprise ’s run-time data dictionary for each individual
ERP Enterprise user to the Version Authorizations by User (ttadv041) table.

You must use the Developer Authorization Template (ttams1151m000) session to create the developer’s
authorization template.

Text-related templates

A normal user must have some basic authorizations to use, update, or read text. The necessary data
and authorizations are defined in the text parameters.

These text parameters are defined in the following templates:

m  Default text groups template
®  Default text groups by text field template
= Text group authorization template

You can specify text parameters for a specific company or for all companies. If you select the All
Companies check box in these sessions, the users who are linked to the templates are authorized to
edit text in all companies. To restrict the users to a specific company, you must define that specific
company in the Comp field. The text parameters that are defined for a specific company take precedence
over defaults that are defined for all companies.

Default text groups template

You can use this template to define default text groups in ERP Enterprise. If a text is written in a text
field for which no default text group is defined, ERP Enterprise uses the default text group defined in
this template. You must use the Default Text Groups Template (ttams1121m000) session to create the
default text groups template.
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Default text groups by text field template

You can use this template to define default text groups for text fields in ERP Enterprise. If text is written
in a text table field, the text is linked to the default text group of that field. You must use the Default Text
Groups by Text Field Template (ttams1120m000) session to create the default text groups by text field
template.

Text group authorization template

You can use this template to define the following authorizations for each text group: the use, update,
and read. A text group defines how text must be presented in a window by defining the text editor, default
window, and dimensions of the window. You must use the Text Group Authorization Template
(ttams1122m000) session to create the default text groups authorization template.

Device-related templates

You can define the device-related data in the device preference template.

Device preference template

You can use this template to group devices and define an order of preferences for these devices. For
example, you can define a range of printers, as well as give the highest priority to the printer closest to
the user. The data in this template is dumped for each individual ERP Enterprise user to the Device
Preferences (ttaad306) table.

You must use the Device Preference Template (ttams1140m000) session to create the device preference
template. If the template is linked to a user who is not authorized for all devices, the user is only authorized
to use the devices that are defined in this template. You can authorize a user for all devices if you select
the Authorization for all Devices check box in the User Data Template (ttams1110m000) session.

Role browser

You can view the roles and sub roles in the role browser, which shows a graphical representation of the
roles in a role tree. The role browser uses the display logic of the existing desktop browser to ensure a
consistent interface across the various browsers in ERP Enterprise.

The role tree represents a role with all its sub roles, which subsequently can also contain sub-roles. You
can define the authorizations for the sub-roles in the same fashion as for the roles.

In the role browser, you can double-click a role folder to view the sub-roles in the role. To start the Role
Data (ttams2100m000) session, select a role or sub role, and on the Options menu, click Role Data.
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The following figure shows an example of a role with sub-roles. The manager has a number of roles
linked to the manager role. The manager has not only the manager’s authorizations, but also the
authorizations of the product architect, product consultant, and project leader, all of whom are defined
in their respective roles. The project leader role also has additional sub-roles. The Role Browser shows
all the manager’s authorizations from the manager’s role to the role of the lowest-ranked employee:

T Role browser [Role: ] [000] M=]1E3
Eile Find QOptions Help
= = Roles

[ Startup Baan

[ Full table access

[ Full session access

= > Manager
= = Project leader
= = Senior Software Engineer

SN -

Software Engineer
1 Junior Software Engineer

[+ Additional sessions for multis

#-C3 Full Baan Tools access

| Date:08031939 | | | | 7

Role Browser

You cannot define a recursive role structure. For example, a junior software engineer cannot have the
authorizations of a senior software engineer in a sub-role. The Role Browser identifies and highlights
recursive roles. You must delete the highlighted recursive roles.
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The following figure shows an example of a cyclical role. The junior software engineer also has the role
of the senior software engineer, which of course is not the case:
i Role browser [Role: ]| [D00] - |0} X
File Find Options Help
= = Roles

[ Startup Baan

[ Full table access

[ Full session access

= & Manager
= & Project leader
= = Senior Software Engneer
= = Soltware Engineer

@ Project leader
#-3 Software Engineer
#-£3 Basic employee authorizations
#-(3 FullBaan Tools access

I | Date080319%9 | | | | 7

Example of a cyclical role

User-related procedures

Procedure aim

The User Management module contains the procedures that you must use to authorize employees to
use ERP Enterprise.

With these procedures, you can:
®m  Create ERP Enterprise users.
®  Create remote user accounts for the ERP Enterprise users in a client/server environment.
®  Change the package combinations for ERP Enterprise users
u Maintain the user’s developer authorizations.
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Procedure result and prerequisites

Result

As a result of these procedures, the user can start ERP Enterprise, use the Menu Browser, and start
sessions. The user can also use ERP Enterprise in a client/server environment. Developers will have
the proper development authorizations. The ERP Enterprise user also has permissions on a database
level that can be restricted with ERP Enterprise ’s Authorization Management System (AMS).

Prerequisites

The following prerequisites are necessary to create ERP Enterprise users:

®  The user must have a system account for the operating system on which ERP Enterprise is
installed, such as UNIX or Windows. If the user does not have a user account on the operating
system, refer to the appropriate Installation Manual for your specific operating system.

®  On a DB2 installation, you must also add the user to the ERP Enterprise db group with the
Windows User manager.

®m  |fthe licensing of ERP Enterprise is based on named users, the ERP Enterprise user accounts
that are created by means of User Management must correspond with the user names in the
named user list in the Infor Solution License Manager (SLM).

®  To create remote user accounts for ERP Enterprise users, the ERP Enterprise user must have
a user account on the local system or workstation.

®  The roles and templates to which you can link the normal users are already defined. If these
components are not defined, refer to the To create roles and authorizations (p. 106) and To
create templates (p. 108) sections.

®  The development-environment data for the developers must be defined.

This section describes only the most important steps in the procedures. For detailed instructions on how
to enter data in the described sessions, refer to the online help of the sessions.

To create ERP Enterprise users

Introduction

To be able to work with ERP Enterprise, a user must have a user logon, a password, and the proper
authorizations. The authorizations are dependent on the user’s role in a company. You can use the User
Management module to define the user’s user data and authorizations.

Upon completion of this procedure, the new users can log on. If you changed the user data for existing
users, these users must log off and log on again to use the new settings.

Procedure summary

The following list shows the procedure steps and the corresponding sessions.
1. Define the basic user data - User Data (ttaad2500m000)
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2. Convert the changes to the runtime data dictionary - Convert Changes to Runtime DD
(ttams2200m000)

3. Create a database user - Convert Infor ERP User to Database User (ttdba0915m000)

To create remote user accounts

Introduction

If the ERP Enterprise database runs on a remote system, the following situations can occur:

®  The database driver runs on the (local) application server and communicates with the remote
database through the database’s own connection utility, for example, iConnect (Informix) or
SQL NET (Oracle). In this case, you do not have to create remote user files. This case is the
most common situation.

u The database driver runs on the remote database server. In this case, you must create remote
user accounts for the ERP Enterprise users. The ERP Enterprise users connect to the remote
system through remote user accounts. You can create remote user accounts on the local
system or from the remote system.

If you create the remote user file from another remote system, the Startup System field in the user
template must contain the user's system name.

Make sure that the application manager or system administrator who creates the remote user account
for the ERP Enterprise user has a user account on the ERP Enterprise user’s system. The ERP Enterprise
user account is in fact a remote user account of the application manager or system administrator.

Procedure summary

The following list shows the procedure steps and the corresponding sessions.

1. Define the remote user data - Remote User Data (ttaad2501m000)

2. Convert the changes to the runtime data dictionary - Convert Changes to Runtime DD
(ttams2200m000)

3. The relevant users must log off and log on again.

To change the package combination for ERP Enterprise users

Introduction

A package combination is a collection of various ERP Enterprise packages. For example, the package
combination b60a contains the packages ERP Enterprise Common, ERP Enterprise Financials, ERP
Enterprise Manufacturing, and so on. Every package combination has a unique package VRC. The
package combination links ERP Enterprise users to a specific ERP Enterprise version.
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If you change the package combination of a company, you must also change the user’s package
combination. You can only change the user's package combination into a package that matches the
package combination of the user's default company.

The default company's package combination can only differ from the user's new package combination
under the following conditions:

®  Both package combinations include the same packages.
®  Various package VRCs are used in the package combinations.

The package VRCs can only differ in the package combinations in the following instances:
®  Both VRCs are derived from each other.

®  Both package VRCs are derived from the same VRC and no changes in data definitions or
domains have been made in the derived VRCs.

Procedure summary

The following list shows the procedure steps and the corresponding sessions.

1. Change the package combination for a specific ERP Enterprise user or a range of ERP
Enterprise users - Change Package Combinations for Users (ttaad2200m000)

2. The relevant users must log off and log on again.

To change the password for developer authorizations

Introduction

The authorization data in the User Data (ttams1100s000) session and the Developer Authorization
Template (ttams1151m000) session are password protected.

Procedure summary

The following list shows the procedure steps and the corresponding sessions.

1. Change the password for developer authorizations - Change Password for Developer
Authorizations (ttadv0143m000)

To create roles and authorizations

Procedure aim

Initially, normal users do not have any authorizations for ERP Enterprise. Therefore, you must define
the role-dependent authorizations for their function. This section provides information and instructions
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on how you can use ERP Enterprise ’s Authorization Management System (AMS) to create roles for
normal users and the associated role-dependent authorizations.

You can use the authorization management system to:

u Create roles and authorizations.
®  Create templates.

Procedure result and prerequisites

Result

The authorization management procedures create a user environment with clearly defined tasks and
duties for the normal users in a company.

Prerequisites

The following prerequisites are required to create roles and authorizations:

®  The functions and associated tasks are clearly defined for the employees.
B The software components to which access is required for the functions are clearly defined.

The following case study explains how to create roles and authorizations and helps you understand the
functions and features of ERP Enterprise 's AMS. The case study also describes the role concept in the
context of a real situation.

The case study describes authorization management at Global Enterprises, which has offices in The
Netherlands and the United States. These offices are designated as the Holland Company and the USA
Company. Employees of Global Enterprises must be able to use the company’s data dictionary and the
databases of both offices.

For detailed instructions on how to enter data in the described sessions, refer to the online help of the
sessions

Procedure introduction

The authorization management procedure is split up into several smaller procedures, which the system
administrator can use as stand-alone procedures to maintain the authorizations at the various levels.
The additional roles, which define additional authorizations on top of the standard role, can also be
created with this procedure.

Case study - Authorization management at Global Enterprises

The system administration department at Global Enterprises is responsible for management of the
employees’ authorizations. Authorization management involves the definition of the role-dependent
authorizations for the employees in roles. To ensure that the user authorizations are easily maintainable,
the system administrator defines one standard role with the most basic authorization, as well as additional
roles for specific tasks.

The authorizations defined in the standard role are required by the users to use Global Enterprises’
general data dictionary and the data of the offices in The Netherlands and the USA.
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In the standard role, the system administrator defines the session authorizations and library authorizations
at the various levels. In addition, the system administrator makes sure that the users cannot change
their own user data.

Procedure summary

The following list shows the procedure steps and the corresponding sessions.

1. Take inventory of the roles in your organization

2. Define the authorizations per role - Role Data (ttams2100m000)
Via the Specific menu in this session, you can:
®  define session authorizations

®  define database authorizations (table and table field authorizations)
®m  define library authorizations
|

Optionally: define authorizations in sub-roles and link these sub-roles to the main role -
Subroles by Role (ttams2101m000)
For details on the authorization types, refer to the Role-dependent authorizations (p. 94)
section.

3. Convert the user file to the runtime data dictionary (ttams2200m000)
4. The relevant users must log off and log on again.

To create templates

Procedure aim

A template contains common data for a group of users. This section provides information that you need
to create templates. In these templates, you can define the non-role-dependent authorizations for a
group of normal users. You can also enter additional template parameters that a group of users share.

Procedure result and prerequisites

Result

By using templates, the system administrator has an efficient method to define user data and additional
parameters that are required for groups of ERP Enterprise users.
Prerequisites

To create templates:

®  The functions in the company must be defined.

®  The required system data, development parameters, text parameters, and so on must be
defined for the employees.
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Procedure Introduction (User Data template)

This section uses the User Data template as an example. The procedure is representative for most
templates in ERP Enterprise ’s Authorization Management System (AMS). You can convert changes to
the template to the run-time data dictionary. On the Specific menu in these sessions, click Convert to
Runtime DD to start the Convert Changes to Runtime DD (ttams2200m000) session. For a detailed
description of this session, refer to the session's online help.

As soon as the template data has changed, conversion indicators are automatically set for all individual
ERP Enterprise users who are linked to the templates. The user data is only converted to ERP Enterprise
’s run-time data dictionary if the data in the templates has changed. The conversion is, therefore, only
performed when necessary.

This section describes only the most important steps in the user data template procedure. For detailed
instructions on how to enter data in the described sessions, refer to the online help of the sessions.

Procedure summary (User Data template)

The following list shows the procedure steps and the corresponding sessions.

1. Take inventory of the user data that can be shared
2. Define the User Data template - User Data Template (ttams1110m000)

3. Convert the user template data to the runtime data dictionary - Convert Changes to Runtime
DD (ttams2200m000)

4. The relevant users must log off and log on again.
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Chapter 8
Audit Configuration Management

Audit configuration management introduction

This section describes the audit configuration management functionality.

With audit you can log all or a selected part of the modifications that are made in the ERP Enterprise
database tables by the ERP Enterprise users using the ERP Enterprise sessions.

You can view or print the history of modifications.

You can also use the history modifications to update external databases by using the ERP Enterprise
Exchange package or by using the Business Object Layer (BOL/BOR) functionallity

The audit functionality is centered on the concept of audit profiles. You define which tables and fields
are audited and when, in the context of an audit profile. To bundle profiles in the same functional area,
you can relate the profiles to audit categories. You can export and import audit profiles with various
options to enable a quick configuration. The audit trail is stored in sequence files, which are generated
for each combination of company and table.

This section provides the following:

Audit trail and audit host settings (p. 112) : These settings provide the information that is required
to create the audit trails.

Audit configuration procedure (p. 112) : This section provides an overview of the steps you
must take to configure the audit settings. According to this configuration, the audit trails are
created.

Audit - Additional functions (p. 113) : This section contains some information about other
functions, such as importing and exporting profiles, generating reports, and migrating from an
earlier version of Infor Enterprise Server (LN).

Audit: To determine the net result of the audit configuration: This section describes how you
can determine the net result of the audit configuration when the configuration is converted to
run time.

Audit - General remarks (p. 113) : This section lists a number of important facts and rules that
you must bear in mind.

Audit - Specific issues (p. 116) : These sections describes what happens if you convert new
audit settings to run time while not all users have left their bshell.
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Audit trail and audit host settings

Before you can create an audit trail, the following information is required:

Note

The size of the trail files (sequence files) that are created. Define the trail file size in the Audit
Trail File Sizes (ttaud3135m000) session. Because the maximum number of sequence files
for each table/company combination is 999, and you cannot delete the currently active file,
you must choose a file size that enables you to delete old files, while keeping at least the
currently active file. The trail file size must be large enough to store the audit trail of a large
transaction, otherwise, the transaction is stopped.

The path to the directory where the audit trail files are stored. Define the paths in the Audit
Trail Paths (ttaud3136m000) session.

The security settings for reading, maintaining, and deleting the sequence files. Define the
security settings in the Audit Trail Security (ttaud3137mO000) file.

The audit host settings: Define the audit hosts in the Audit Hosts (ttaud3130m000) session.
You can define audit hosts for each company. Defining audit hosts is optional. If no host is
defined for a company, the local system is used as host. If your system uses a master
application server, and one or more other application servers, for best results, be sure to define
audit hosts. Otherwise, the transaction IDs in the audit trail might not be successive.

To activate these settings, you must use the Create Runtime Audit Definitions (ttaud3200s000) session,
with the correct check boxes selected, to convert the settings to run time. Only the security settings are
effective immediately, and must not be converted to run time.

Audit configuration procedure

Introduction

This section provides an overview of the steps you must take to configure the audit settings, assuming
that no audit settings are yet present.

Procedure summary

The following list shows the procedure steps and the corresponding sessions.

1.
2,
3.

Define audit categories - Audit Categories (ttaud3100m000)
Define company groups - Company Groups (ttaud3140m000)

Define which companies are related to the company groups - Companies by Company Group
(ttaud3145m000)

Define audit profiles - Audit Profiles (ttaud3110m000)
Define the tables that must be audited - Audit Tables by Profile (ttaud3120m000)
Configure the audit settings for specific fields - Audit Fields by Table (ttaud3125m000)
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7. Convert the audit settings to run time - Create Runtime Audit Definitions (ttaud3200s000)

Audit - Additional functions

The audit configuration management sessions provide the following additional functions:

You can export and import profiles through the following sessions:
®  Export Audit Profiles (ttaud3201s000)
= |mport Audit Profiles (ttaud3202s000)

= |mport Audit Profile from Additional File (ttaud3203s000): You can use this session for profiles
that are delivered with the ERP Enterprise software.

You can analyze the audit profiles, and view where specific tables and fields are used, by means of the
following sessions:

= Where Used Audit Tables (ttaud3521m000)

= Where Used Audit Table Fields (ttaud3526m000)

To help you to migrate to from an earlier version of ERP Enterprise, you can use the following session:
®  Audit Configuration Migration (ttaud3204s000) session.

To maintain the generated sequence files, you can use the following sessions:

®  Display Audit Sequences (ttaad4560s000): Use this session to display information about the
sequence files.

®  Print Range of Audit Files (ttaad4461m000) and Print Range of Audit Files (Multi Lines)
(ttaad4463m000): Use these sessions to print the content of sequence files.

®  Transaction Notifications (ttaud1510m000): Use this session to view detailed information about
all transactions in a specific company and table.

®  Check Audit Files Integrity (ttaad4460m000): Use this session to check the integrity of the
sequence files.
®  Purge Audit Files (ttaad4261m000)

Audit - General remarks

The commands that cause a table transaction to be audited, are only the commands that affect the table
data, that is, Insert, Update, and Delete commands. Several table level commands that affect all rows
in a table are also audited, such as Create Table, Drop Table, and Clear Table.

The audit configuration uses a positive approach, which means that you can only define the tables and
fields that must be audited, but not the tables and fields that must not be audited. To compensate for
this feature, you can load lists of all packages, modules, tables or fields through the Specific menu of
the sessions concerned.

Infor Enterprise Server (LN) | Administrator's Guide | 113



Audit Configuration Management

Because you can use tables and fields in various profiles with conflicting settings, the following rules
determine which setting take precedence over the conflicting setting:

® A higher level takes precedence over a lower level. Therefore, if you define in profile A that
all tables in a module must be audited, but in profile B that only one table in this module must
be audited, the result, if you convert these profiles to run time, is that all modules in the package
concerned are audited.

®  The setting Always takes precedence over Changed. Therefore, if profile A defines that a
field must only be audited, when the profile is changed, and profile B defines that this field
must always be audited, the field is always audited.

The following tables illustrate this behavior.

Result of conflicting audit type settings

Package Module Table Audit Type
tt adv * Always

tt adv 200 Changed
Result

tt adv * Always

Result of conflicting audit type settings

Package Module Table Audit Type
tt adv * Changed

tt adv 200 Always
Result

tt adv * Changed

tt adv 200 Always

If company groups are also added to a profile, the result of the convert to run time action on these profiles
is determined by these company groups also, as illustrated in the following table.
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Result of conflicting audit type settings

Package Module Table Company Audit Type
tt * * 001, 002 Changed

tt adv * 002, 003 Always

tt adv 200 002, 004 Changed
Result

tt * * 001, 002 Changed

tt adv * 002, 003 Always

tt adv 200 004 Changed

The following table displays the same information, but now by company, and only for table ttadv200.

Possible combinations of audit type and field specification

Companies Audit Type Comment

001 Changed 2

002, 003 Always 4

004 Changed

005 - For other companies, table

ttadv200 is not audited.

You can configure audit settings for tables in another package combination. However, you cannot zoom
to these tables. You must enter these tables manually.

If you convert the audit configuration to run time, the result is stored in the following four files, which you

can find in the $BSE\ | i b directory:
B audit_spec
®  audit _cols
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audit _hosts
® auditdef6.2

Audit - Specific issues

The following sections describe the impact of several changes you can make in the audit settings. The
impact of a change depends on the specific situation. The situations described arise if changes in the
audit settings are converted to run time while not all users did leave ERP Enterprise. As a result, some
users create audit trails based on the old configuration, while users that start afterwards create audit

trails based on the new configuration.

Changes in the profiles

The following table summarizes the impact of the changes for a particular table in a company:

Impact of changes for a particular table in a company

Change

Consequence

Add a table.

Users that still use the old settings do not audit
some transactions.

Remove a table.

Some transactions that must not be audited with
the new settings are still audited by users that use
the old settings.

Change the audit type for a table or field.

Some transactions are audited according to the old
settings, while other transactions are audited accord-
ing to the new settings.

Add or remove a field.

After you audit transactions in the table with the
new settings, users that use the old settings can no
longer perform transactions on this table. As a res-
ult, users with the old settings can be forced to re-
start ERP Enterprise.

Notes

®  |f you switch field-specific auditing for a table on or off, and this results in a different number
of fields to be audited, the impact of this change is the same as adding or removing a field.
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®  Not every change in the audit settings results in other settings at run time. If you convert the
new settings to run time, the net result of the changes for the entire configuration might be
zero.

Changes in the audit host

An important part of the audit trail is formed by the transactions IDs. To be useful, the transaction IDs
must be successive. The transaction IDs are generated for each combination of table and company by
the audit server, which runs on the audit host. If the audit host settings change, users with the new
settings use another audit host, and, therefore, another audit server than users with the old settings. As
a result, the transaction IDs are not successive, and the audit trail is corrupted. However, the user does
not notice this problem.

Changes in the directory of the sequence files

If the directory where the sequence files are stored is changed, users that use the old settings can still
create new sequence files in the old directory. As a result, the sequence numbers in the file names are
no longer an indication for the sequence of the files. However, the user does not notice this problem.

Changes in the maximum file of the sequence files

If the maximum file size of the sequence files is changed, and this change is converted to run time, the
new file size is immediately effective, both for users with the old settings, and for users with the new
settings. If the file size was enlarged, the current file will grow until this new size. If the file size was
diminished, and the current file already exceeds this size, a new file will be created the next time a
transaction is logged.

Combination of changes

The changes described in the previous sections can also be combined. A combination of changes can
have several advantages. A noticeable example is the combination of a change in the audit profile and
a change in the directory where the sequence files are stored. This combination provides the following
advantages:

®  The audit trails created with the new settings are not mixed with the audit trails created with
the old settings.
®  The users can continue their work.

Note, however, that problems can still occur, beginning with the problem already described, that the
sequence of the sequence files becomes unclear. However, a user can also start ERP Enterprise on
the moment that the new audit settings are converted to run time. As a result, the user can use the new
settings for the profiles, but the old settings for the directory of the sequence files.

Infor Enterprise Server (LN) | Administrator's Guide | 117



Audit Configuration Management

118 | Infor Enterprise Server (LN) | Administrator's Guide



Chapter 9
RDBMS Administration

RDBMS administration introduction

This section describes how to give ERP Enterprise users access to an RDBMS, and how to optimize
the database table and index repository for an improved interaction between ERP Enterprise and the
database.

This section provides the following:

®  Qverview of RDBMS administration (p. 119)

RDBMS administration procedures (p. 121)
Recommended RDBMS procedure (p. 122)

RDBMS maintenance procedure (p. 124)

RDBMS table and index repository procedure (p. 126)
RDBMS additional procedures (p. 128)

Overview of RDBMS administration

ERP Enterprise supports several Relational Database Management Systems (RDBMSs) for which you
can authorize the ERP Enterprise user. An ERP Enterprise user must be able to use the information
that is stored in the RDBMS. Before the ERP Enterprise user can access a database, you must give
the ERP Enterprise user permission to access the RDBMS.

An RDBMS is a relational database or database management system that consists of tables made up
of rows and columns. In a relational database, the rows of a table represent records and the columns
represent fields with the particular attributes of a record. The records are collections of information about
separate items. The attributes of the records are represented in the columns.

A database administrator (DBA) or system administrator manages an RDBMS and determines the
content, internal structure, and access strategy for an RDBMS, defines security and integrity, and
monitors performance.

You can use the RDBMS Administration module to:

®  Give ERP Enterprise users access to an RDBMS.
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®  Transfer the database user file and database group file to the RDBMS Administration module.
You can use these tools if, during a migration to an updated ERP Enterprise environment,
data is lost in the RDBMS tables.

®  Optimize the table and index repository to optimize the interaction between ERP Enterprise
and the database.

The following figure shows the link between the ERP Enterprise user and the Database user:

ERP LN RDBMS

Y
e

ERP LN Database user
dfp—
user

~N

ERP Enterprise uses the following entities to make the data in the RDBMS tool manageable:

u Database group
u Database user

Database groups

In ERP Enterprise, a database user must belong to a database group. A database group enables the
DBA to assign a specific set of privileges to multiple users. All members of a group have the same
privileges. Before you create a database user, the database group to which the user will be assigned
must already exist.

A database group is already defined during the installation of the ERP Enterprise software.

Notes

A database base group is password protected.

The database group password is a default password and is not visible for the ERP Enterprise user.
An ERP Enterprise user has only access to the database via the ERP Enterprise application.

It is not allowed for an ERP Enterprise user to logon directly to the database.
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Database user

A database user is a user who has access privileges to specific databases stored in the database server.
The configuration information for the database user contains all necessary settings to log on to a database.
These settings are automatically loaded when the ERP Enterprise user logs on. The group to which the
user belongs determines the access privileges of the database user. Before you can add a database
user, you must create a database group to which you can assign the user.

The table authorizations of an ERP Enterprise user are role-dependent. As a result, you can restrict the
ERP Enterprise user to those tables or table fields in the RDBMS that are applicable for the employee’s
role in an organization. You can use ERP Enterprise ’s Authorization Management System (AMS) to
define the database restrictions.

It is possible to link a database user to one or more ERP Enterprise users (1 - many relationship).

Notes

A database user is password protected.

The database user password is a default password and is not visible for the ERP Enterprise user.
An ERP Enterprise user has only access to the database via the ERP Enterprise application.

It is not allowed for an ERP Enterprise user to logon directly to the database.

RDBMS administration procedures

Procedure aim

ERP Enterprise 's RDBMS Administration contains the following two main procedures, which you can
use to authorize ERP Enterprise users for RDBMSs and to maintain the data in the RDBMS Administration
module:

B The recommended RDBMS Administration procedures for the following:
= Arange of ERP Enterprise users
®  |ndividual ERP Enterprise users
®  The RDBMS Administration maintenance procedure, which you can use to maintain the

database users data, database groups data, and the link data. You can also use this procedure
to change the database user’s password and the database group’s password.

Additional procedures are included in the RDBMS Administration module, which you can use to do the
following

®  Change the database group’s password and the database user’s password.

®  Transfer the database group file and the database user file to the RDBMS Administration
module.
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Procedure result and prerequisites

Result

As a result of the RDBMS Administration procedures, the ERP Enterprise users have access to an
RDBMS.

Prerequisites

The following prerequisites are required to authorize the ERP Enterprise user for an RDBMS:

®  The employee user must have a system logon for the operating system on which ERP
Enterprise is installed. If the user does not have a user account on the operating system, refer
to the appropriate Installation Manual for your operating system.

®  The employee must have an ERP Enterprise user account. In other words, the employee must
be an ERP Enterprise user. If the employee does not have an ERP Enterprise account, refer
to the procedure To create an ERP Enterprise user.

® A database group must exist. The database group is usually created during the installation of
ERP Enterprise. If the database group is not created successfully during the installation, see
the following section, “Recommended RDBMS administration procedures.”

Recommended RDBMS procedure

Introduction
The recommended RDBMS Administration procedure is the best and fastest method to give ERP
Enterprise users access to an RDBMS.

You can use this procedure for individual ERP Enterprise users or for an entire range of ERP Enterprise
users. Giving a range of ERP Enterprise users access to an RDBMS is especially helpful during the
installation of ERP Enterprise, or when a new an RDBMS is introduced.

You can use the recommended RDBMS Administration procedure to convert ERP Enterprise users to
database users. The link between the ERP Enterprise user and the database user is automatically
created during the process.

Note

For information on how to change default parameters, refer to “RDBMS maintenance procedure,” later
in this chapter.

You can use the recommended RDBMS procedure to do the following:

®  Give individual ERP Enterprise users access to an RDBMS
®  Give arange of ERP Enterprise users access to an RDBMS

This section describes only the most important steps in the procedures. For detailed instructions on how
to enter data in the sessions described in the procedure steps, refer to the Infor Web Help.
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The following figure illustrates the recommended RDBMS Administration procedure to convert ERP
Enterprise users to database users:

F———————————————— _|
Starting point to I User Data I
give individual Infor —"} fttaad2500m000) I
ERP users access ]
to 2 RDBMS {

Starting paint to Convert Infar ERP user to

: — Database user
give a range of
Infar ERP users (ttdbals15m000)
accesstoa
ROBMS Y

y
Enter the Database
Administrator Passwaord
{ttdba0200s000)

To give individual ERP Enterprise users access to an RDBMS

You can use this procedure to give individual ERP Enterprise users access to a database.

You can restrict the ERP Enterprise user’s database authorizations with ERP Enterprise ’s Authorization
management System (AMS).

Procedure summary
The following list shows the procedure steps and the corresponding sessions.

m  Select one ERP Enterprise user - User Data (ttaad2500m000).

®  Convert the selected user to a database user - Start the Convert Infor ERP User to Database
User (ttdba0915m000) session from the Specific menu. You will be prompted to enter the
Database Administrator password using session Enter Data Base Administrator Password
(ttdba0200s000).

To give a range of ERP Enterprise users access to an RDBMS

You can use this procedure to give a range of ERP Enterprise users access to a database.

You can restrict the ERP Enterprise user’s database authorizations with ERP Enterprise ’s Authorization
management System (AMS).

Procedure summary
The following list shows the procedure steps and the corresponding sessions.

®  Convert a range of users to a database user - Convert Infor ERP User to Database User
(ttdba0915m000). You will be prompted to enter the Database Administrator password using
session Enter Data Base Administrator Password (ttdba0200s000).

Infor Enterprise Server (LN) | Administrator's Guide | 123



RDBMS Administration

RDBMS maintenance procedure

Introduction

You can use this procedure to maintain the data in the RDBMS Administration module.

The RDBMS Administration maintenance procedure contains the procedures to do the following:

®m  Create or maintain database groups
®m  Create or maintain database users

®m  Create or maintain a link between the ERP Enterprise user and the database user

You can use these procedures as separate and independent procedures, or as steps in a procedure,
which gives individual ERP Enterprise users access to an RDBMS.

This section describes only the most important steps in these procedures.

Important!

Some databases cannot handle uppercase characters. Therefore you must create all database user
names and group names in lowercase.

The following figure illustrates the RDBMS Administration maintenance procedure:

Database groups
{ttdbalS20moo0)

Database users
(ttdbals15mo00)

¥
Links between Infor ERF users
and Database users
(ttdba0s510mo0a0)

To create or maintain database groups

A database group enables you to assign a specific set of permissions to multiple users. All members of
a database group have the same privileges. A database user must belong to at least one database
group. Before you can create a database user, you must create a database group. The reason for this
is because the database user must be assigned to an existing database group. You can use the following
procedure to create database groups, and to maintain the database group’s data.
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Procedure summary
The following list shows the procedure steps and the corresponding sessions.

®  Create or maintain database groups
The following sessions are used:
®  Database Groups (ttdba0520m000)
®  Database Groups (ttdba0120m000)
®m  Enter Password (ttdba0201s000)
|

Enter Data Base Administrator Password (ttdba0200s000)

Important!

Create all database group names in lowercase.

To create or maintain database users

A database user is a user who has access privileges to specific databases stored in the database server.
The configuration information for the database user contains all necessary settings to log on to a database.
These settings are automatically loaded when the ERP Enterprise user logs on. The group to which the
user belongs determines the access privileges of the database user.

Before you can create a database user, you must make sure that a database group exists. The reason
for this is because you must assign an existing database group to a database user. To create or maintain
database users, and to maintain the database group’s data, you can use the following procedure:

Procedure summary
The following list shows the procedure steps and the corresponding sessions.

®m  Create or maintain database users
The following sessions are used:
®m  Database Users (ttdba0515m000)
®  Database Users (ttdba0115m000)
®  Enter Password (ttdba0201s000)
|

Enter Data Base Administrator Password (ttdba0200s000)

Important!

Create all database user names in lowercase.

To create or maintain a link between an ERP Enterprise user and a database user

An ERP Enterprise user has RDBMS permissions through the link between the ERP Enterprise user
and the database user. After you establish the link, the ERP Enterprise user will have database
permissions for a specific RDBMS.

Before you can use this procedure, you must make sure that the ERP Enterprise user and the database
user are already defined. If the ERP Enterprise user has not yet been created, use the User Data
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(ttaad2500m000) session to create the user. If the database user has not yet been created, use the
Database Users (ttdba0515m000) session to create the database user.

Procedure summary

You can use the following procedure to give the ERP Enterprise user RDBMS permissions. This procedure
links an ERP Enterprise user to a database user. You can also use this procedure to give the ERP
Enterprise user permissions for more than one RDBMS.

®  Create or maintain a link between an ERP Enterprise user and a database user
The following sessions are used:
® | inks Between Infor ERP Users and Database Users (ttdba0510m000)
® | inks between Infor ERP Users and Database Users (ttdba0110m000)

Note

In addition to enabling you to link a single ERP Enterprise user to a single database user of the same
name, the Links between Infor ERP Users and Database Users (ttdba0110m000) session provides
additional flexibility. For example, you can use this session to link many ERP Enterprise users to a single
database user, or to link an ERP Enterprise user with a database user of a different name.

RDBMS table and index repository procedure

Introduction

With this procedure, you can convert the [RDBMS]_storage file from the run time data dictionary to the
RDBMS Administration module. During the conversion process, the [RDBMS]_storage file is split up
into two separate files.

®  The database storage parameter file, [RDBMS]_storage_param

®  The database driver parameter file, [RDBMS]_driver_param

If you split up the [RDBMS]_storage file, then the performance between ERP Enterprise and the database
will be improved. For example, this reduces the time required to run a query.

To optimize the table and index repository, you must do the following:

®  Convert the table and index repository
®  Optimize the storage parameters
®  Optimize the driver parameters

Result

As a result of this procedure, the interaction between ERP Enterprise and the database in improved.
This results in an improved performance of ERP Enterprise.
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Warning

The information in the Table and Index repository affects the data transfer to the database. Be sure to
store the correct information in the repository to ensure that you do not corrupt the data transfer.

The following figure illustrates the steps in the procedure you must take to optimize the table and index
repository:

Convert Table and Index Repaository
(ttdbals40mao)

h 4

Storage Parameters Optimization
(ttdbals20maoo)

h 4

Driver Farameters Optimization
(ttdbals35maoo)

This procedure is divided into the following three sub-procedures:

®m  Use the Convert Table and Index Repository (ttdba0540m000) session to split up the
[RDBMS]_storage file.

Optimize the [RDBMS]_storage_param file.
Optimize the [RDBMS]_driver_param file.

Note

Splitting up the [RDBMS]_storage file in to two separate files is a one time only action. After you split
up the [RDBMS]_storage file, the file still exists, however, because the file has expired, the file no longer
used. The other two steps are for maintenance purposes of the [RDBMS]_storage_param file and the
[RDBMS]_driver_param file.

To convert the table and index repository

You can use this procedure to split up the [RDBMS]_storage file for improved interaction between ERP
Enterprise and the database.

Procedure summary

The following list shows the procedure steps and the corresponding sessions. Convert the table and
index repository with the following session:

®  Convert Table and Index Repository (ttdba0540m000).
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To optimize the storage parameters for the specific database

You can use this process to maintain the [RDBMS]_storage_param file, which is a part of the
[RDBMS]_storage file.

Procedure summary

The following list shows the procedure steps and the corresponding sessions. Optimize the storage with
the following sessions:

®  Storage Parameters Optimization (ttdba0530m000)
®m  Storage Parameters Optimization (ttdba0130s000)

To optimize the driver parameters for the specific database

You can use this process to maintain the [RDBMS]_driver_param file, which is a part of the
[RDBMS]_storage file.

Procedure summary
Optimize the database drivers with the following sessions:

®  Driver Parameters Optimization (ttdba0535m000)
®  Driver Parameter Optimization (ttdba0135s000)

RDBMS additional procedures

Introduction
The RDBMS Administration module contains some additional procedures, which you can use to do the

following:

®  Change the database group’s password and the database user’s password.

®  Transfer the database group file and the database user file to the RDBMS Administration
module.

To change the database group’s password

You can use the following procedure to change the database group’s password.

Procedure summary
The following list shows the procedure steps and the corresponding sessions.

®  Display the database groups using the Database Groups (ttdba0520m000) session.
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®  (Click the password buttton for a selected database group using the Database Groups
(ttdba0120mO000) session.

®  Enter de DBA password using the Enter Data Base Administrator Password (ttdba0200s000)
session.

B Change the database group password using the Enter Password (ttdba0201s000) session.

To change the database user’s password

This procedure is almost identical to the procedure that you can use to change the database group’s
password. This section only discusses the differences between the procedures.

Procedure summary
The following list shows the procedure steps and the corresponding sessions.

®  Display the database users using the Database Users (ttdba0515m000) session.

®  (Click the password buttton for a selected database user using the Database Users
(ttdba0115m000) session.

®  Enter de DBA password using the Enter Data Base Administrator Password (ttdba0200s000)
session.

®  Change the database user password using the Enter Password (ttdba0201s000) session.

To transfer the database group file and the database user file to the RDBMS Administration
module

You usually create the database groups and database users during the ERP Enterprise installation. If
the installation was not completed successfully, or was only partially successful, you must use the
following procedures to create the database group file and the database user file in the RDBMS
Administration module.

You can use the following procedure to transfer the database group file and the database user file to
the RDBMS module:

Procedure summary
The following list shows the procedure steps and the corresponding sessions.
®  Transfer Database Group File to RDBMS Administration Module (ttdba0521m000)

®  Transfer Database Group File to the RDBMS Administration Module (ttdba0121s000)
®  Transfer Database User File to RDBMS Administration Module (ttdba0511m000)
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Chapter 10
Device Management

Device management introduction

ERP Enterprise reports can be printed on various types of devices, such as output files and printers.
This chapter describes how to set up printers for ERP Enterprise and how to manage the printer
environment.

This chapter describes the following:

Device management overview (p. 131)

Device management setup procedure (p. 134)

Device management maintenance procedure (p. 136)
Automatic paper selection for Windows printers (p. 137)
Windows printer devices (p. 142)

ERP Enterprise Report Archive (p. 149)

Device management overview

You can use the device management functionality to set up print devices for ERP Enterprise and to print
ERP Enterprise reports to those print devices.

Raw data is fed into ERP Enterprise and processed into reports, sales invoices, paychecks, and so on.
Before you can print the data that ERP Enterprise processes, you must first make sure that your operating
system supports the printers in your company.

Before ERP Enterprise carries out a print job, the print job is stored in a temporary file in the ${BSE_TMP}
directory. The printer daemon automatically removes the print jobs after the print jobs are printed. The
number of hours between handling a print request and deleting the temporary file is called delete delay
time. A record is created for each print request in the Printer Queue (ttaad320) table.

The print requests are not automatically removed when the report is printed. Therefore, you must use
ERP Enterprise ’s device management to purge the printer queue table.
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Devices and logical printers supported by ERP LN

If some physical printers in your company are located in close proximity, you can group the printers in
one logical printer. ERP Enterprise ’s printer daemon checks the paper types of the printers in the logical
printer and directs the output to the first printer in the logical printer with the paper type that is required
for the print job. ERP Enterprise ’s device management supports an entire range of device types.

In ERP Enterprise, an output device can be one of the following:

printer

A physical printer in a UNIX environment. The print job is sent to the temporary file on the
server and queued to the selected record.

logical printer

A group of physical printers in a UNIX environment. ERP Enterprise sends the output data to
a printer in this group.

screen

The output data appears in a display browser on your monitor.

append file
An attachment file in which ERP Enterprise stores the output of a process. If the file does not
exist, the file is created automatically.

rewrite file
An attachment file in which ERP Enterprise stores recurring data. If the file does not exist, the
file is created automatically. The existing files are overwritten.

direct

A physical printer in a UNIX environment. A device type that you can use if you do not want
the printer daemon to handle the printing. At the Device Queue prompt, you must enter the
UNIX command to direct the print job to the desired printer.

windows printer

A physical printer that Microsoft Windows supports. The client sends the print job to a temporary
file on the server. ERP Enterprise ’s print tool, BWPrint, then starts and directs the print job
to the selected printer. For details, refer to Windows printer devices (p. 142) .

windows server printer

A physical printer that Microsoft Windows supports. The printing is handled by a separate
Windows printer server with the Infor ES Reporting Service installed. Users do not need the
BWPrint software on their client PCs. For details, refer to Windows printer devices (p. 142) .

Microsoft Reporting Services

A device to print ERP Enterprise reports by means of a report design that is stored on a
Microsoft Report Server. This Report Server will render the report. The destination of the report
depends on the arguments filled in the Argument field in the Device Data (ttaad3100s000)
session. For details on Microsoft Reporting for ERP Enterprise, see the Microsoft Reporting
for ERP Enterprise (LN) - Administration Guide (U9656 US).

In ERP Enterprise ’s authorization management, you can define a device preference list in a template.
You can link this template to a group of users with the same role in your company.
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Convert print output to other formats
You can configure a file device in such a way that the print output will be converted into a special format.

The following fields must be used to specify the conversion parameters:

B Device
You can choose a unique name for a device, however the name SMTP is reserved for Microsoft
Outlook to send the print file directly to e-mail and the name FAX is reserved to print directly
to a FAX device.

®  4GL program
Depending on which print output format you want to use, you must specify the name of the
conversion script. Examples: ttstpconv, ttcmfprint

®  Argument
You must use this field to specify the print output format. Examples: ascii, html, XML, rtf, XML
-PDF.

Certain arguments can be appended with :[Client program] to start a program on the client
PC to view the print output. Examples: ascii:excel, html:iexplore, rtf:winword.

For details on how to configure a device refer to the Device Data (ttaad3100s000) session.

Paper types and associated fonts

With ERP Enterprise ’s device management, you can define the paper types, fonts, and dimensions of
the sheets of paper on which you can print reports. ERP Enterprise can generate various types of output,
each of which must be printed on a specific paper type. The paper that is loaded in the physical printers
must be suitable for the particular output.

A paper type indicates the characteristics of the paper on which the output can be printed. You can
define specific paper types for every type of output. For example, if you want to print paychecks, you
must define the characteristics of the preprinted checks that must be loaded in the printer.

Default report settings

The report defaults define a report’s default paper type and font. These values appear in the device
selection window, which appears when you start the Select Device (ttstpsplopen ) session.

Device queue data

Every print request, except the request of printer type Direct, is added to the device queue. ERP Enterprise
uses the status of the print job in the device queue to do the following:

®  Restart the print job.

B Preserve the print job.

®m  Display the print job.
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The printer queue data tells you who made the print request, the contents of the request, and the time
the request was started up. The data also shows to which the print job is directed and the status of the
print request.

Device management setup procedure

Procedure aim

ERP Enterprise ’s Device Management contains the procedures that you can use to create devices and
specify the paper types and fonts for the printouts.

Additional procedures are included in device management, which you can use to do the following:

®  Create devices

®  Define paper types

m  Define the fonts for the paper types
®  Group devices in a logical printer

Procedure result and prerequisites

Result

This procedure results in a range of devices that you can use to view or print data that ERP Enterprise
processes.

Prerequisites

Ensure that the physical printers are installed on your operating system. If the printers do not exist on
the operating system, refer to the appropriate Installation Manual for you operating system.

A printer in an ERP Enterprise environment must have a printer information file or printer device driver,
which contains the printer commands, for example, ESC and CTRL. The printer information file also
contains the sequences for fonts, reverse video, underlining, and bold.

This section describes only the most important steps in the device management procedures. For detailed
instructions on how to enter data in the sessions mentioned in the procedure steps, refer to the online
session Help.

Procedure summary

Before ERP Enterprise can print the processed data, you must complete the following steps to create
the devices and the associated data:
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The following figure illustrates the main steps in the device management procedure:

Paper Types
(ttaad31 10m000

Fonts by Paper Types
(ttaad3111m000

Device Data
(ttaad3 500m0O00

Logical Printers
(ttaad3101m000

Step 1: Define paper types

Define the characteristics of the paper that can be loaded in a physical printer. You can define specific
paper types for every type of output. For example, if you want to print paychecks, you must define the
characteristics of the preprinted checks that must be loaded in the printer.

Session: Paper Types (ttaad3110m000)

Step 2: Define the fonts for the paper type

Define the fonts to use for each paper type. The fonts define the number of characters that can fit on
one line and the number of lines that can fit on a sheet of paper. You must also define the width and
height of the sheet of paper. ERP Enterprise uses these dimensions to check whether the report fits on
the selected paper type.

Session: Fonts by Paper Type (ttaad3111m000)
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Step 3: Create the devices

You must create the devices to which ERP Enterprise can send processed data. These devices can be
physical devices, such as printers or logical printers, or a file.

Sessions: Device Data (ttaad3500m000) and Device Data (ttaad3100s000)

Step 4: Create the logical printers

You can group printers in close proximity into a logical printer. If a user sends a print request to a logical
printer, the printer daemon checks the paper type of each printer in the logical printer and automatically
directs the output to the first printer in the logical printer that contains the required paper type.

Session: Logical Printers (ttaad3101m000)

Device management maintenance procedure

Procedure aim

After you complete the Device management setup procedure (p. 134) , you can print ERP Enterprise ’s
processed data. ERP Enterprise 's device management also gives you the tools to maintain the device
management data.

You can, for example:
®  Maintain the device queue.
Cancel print requests from users and devices.
Change the device status.
Purge the device queue.
®  Change paper types.

This section describes only the most important steps in the device management procedures. For detailed
instructions on how to enter data in the sessions described in the procedure steps, refer to the online
session Help.

To maintain the device queue

If the status of the print job is Waiting, and the device is physical printer, you can maintain the print job
data. You can, for example, change the date and time of the actual print, the print job’s status, the
number of copies, and so on.

After the print job is complete, the print request status changes to Done. After the delete delay time
expires, the printer daemon automatically removes the temporary file in the ${BSE_TMP} directory.
Although the status of the request changes to Removed, the request is not deleted from the printer
queue table. However, a print request with the status Removed cannot be displayed or reprinted.

If the status of a request is set to Preserved, the output file is not removed if the delete delay time has
passed.
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Session: Device Queue (ttaad3520m000)

To cancel print jobs

You can only cancel a print job if the status of the print job is Waiting, Active, or Being Converted. You
can cancel the print jobs by user or by device.

As a result , the print request receives the Canceled status.

Sessions: Cancel Device Requests by User (ttaad3220m000) and Cancel Device Requests by Device
(ttaad3230m000)

To change the device status

You can change the status of a device. For example, when a printer changes location, you can change
the status of the printer to Down. Even though the printer is down, users can still send print jobs to this
printer. The print jobs are queued and will be printed as soon as the status returns to Up.

Note
You can only change the device status when the Printer Daemon is running.

Session: Change Device Status (ttaad3240m000)

To purge the device queue data

In the previously described sections, you were able to change the status of a print request without having
to remove the request from the printer queue. As a result, the contents of the printer queue table will
increase rather than decrease. As a result, you must purge the printer queue regularly. However, requests
with the Waiting, Active, or Being Converted status cannot be deleted. Instead, the requests must first
be canceled and then removed.

Session: Purge Device Queue (ttaad3221m000)

To change a printer’s paper type

If you change the paper in a printer, check to see if you need to change the printer’s paper type.

Session: Change Paper Type of Printer (ttaad3102m000)

Automatic paper selection for Windows printers

Important!

This section applies only to devices of type "Windows Printer".
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Paper types and paper sizes

Enterprise Server enables you to link multiple paper types to each Windows Printer device. You can
link each paper type to a Windows paper size code. The Windows printing process uses this code to
select the correct setting for the printer.

You can only use paper sizes as defined by Microsoft. For details, refer to: http://msdn2.microsoft.com/
en-us/library/ms776398.aspx .

Automatic paper type selection

When you select a Windows printer device in the Select Device (ttstpsplopen ) session, the session
checks whether the report fits on the default paper type of the selected printer device. If the report does
not fit, the session automatically suggests another paper type that is large enough.

Note

®  This functionality only works if another (large enough) paper type is linked to the selected
Windows printer device.

®  You can overrule the suggested paper type with another paper type defined for the selected
Windows printer device.

Example

The "WINPRINTER" device is linked to the A3 and A4 paper types. The paper types are linked to the
following Windows paper size codes:

Paper Type Windows Paper Size
Code

A3 A3 (297 x 420 mm)

Ad A4 (210 x 297)

If a report does not fit on the A4 paper type, the Select Device (ttstpsplopen ) session automatically
suggests A3.

To set up automatic paper selection

To set up automatic paper selection for a Windows printer, you must:
1. Find out which paper sizes are supported by the Windows printer.
2. Link these paper sizes to paper types.
3. Link these paper types to the Windows printer.
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For details, see the following procedure steps.

Step 1: Find out which paper sizes are supported by the Windows printer.
Paper types are supported either by hardware (different trays) or by software.

You can find the supported paper sizes for a printer in the printer's manual, or via the BWPrint preview
feature.

To find the supported paper types via the BWPrint preview feature:

Start a print session, for example Print Companies (ttaad1400m000).
Enter the selection ranges, and click Print. The Select Device (ttstpsplopen ) session starts.
Select the Windows printer and select Preview. Click Continue.

OO

Right-click in the preview window and on the shortcut menu, click Paper size -> Change
device specific paper size. The Page Setup dialog box appears.

5. You can view the supported paper sizes in the Size list.
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See the following figure for an example:
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Step 2: Link paper sizes to paper types

Link each supported paper size you want to use to a paper type.
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To link a paper size to a paper type:

1.  Start the Paper Types (ttaad3110m000) session.

2. Link the paper size to an existing paper type, or create a new paper type and link the paper
size to it. In the Paper Size field, you can zoom to the Windows Paper Size (ttaad3512m000)

session.
| i Paper Types i |Di_)ﬂ
Ble Edt Yew Group Took Specific Help
FHS DEX® DAt e s [0 @ &G G &2
- Paper Tw;a_ D“Erh.‘.i;]..................___................ Orientation |Paper Size B ;I
a2 A2 Format Portrait a2 »
A3 A3 Format Partrait - A3 »
A3-LS A3 Landscape Landscape  «| A3 Rotated »
a4 [AdFormat Fortrait | 44 »
A4S A4 Landscape Landscape =) A4 Rotated »
FioC Fax Paper Portrait - ]
LETTER |Lefter? Fortrait ~|letter 81/2% 11 »
LLETER Landscape Letters Landscape = »
PRLEGL legal landscape 239 168 140 Landscape - »
< I 2
[ [ [tead311omooo o0

Paper types and paper sizes

Note: the orientation is also important. Many printers have a software option to “Rotate” printing, but
there are also printers that have a separate tray for “rotated paper”.

Step 3: Link paper types to printer
Link the desired paper types to the Windows printer:

1.  Start the Device Data (ttaad3500m000) session and double click the Windows printer. The
Device Data (ttaad3100s000) details session starts.
2.  Enter the printer's default paper type in the Paper Type field.

3. Link the additional paper types to the printer: On the Specific menu, click Papertype by
Device. The Papertype by Device (ttaad3107m000) session starts. Enter the desired paper

types.
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Printer with default paper type and additional paper types

Windows printer devices

In Enterprise Server, you can define the following Windows printer device types:

®  Windows Printer (p. 143)
®  Windows Server Printer (p. 143)

Both device types use the Windows printing services and drivers. This offers various advantages:
®  The Windows printing services have a common set of API's for a very wide range of printer
devices. A Windows printer driver is available for almost every printer type.

®  |nfor does not have to deliver printer specific driver/configuration files with the ERP Enterprise
software.

u Barcode printing from ERP Enterprise is widely supported for Windows printers.

®  You can use Windows printers to print characters from various character sets on the same
report (Unicode printing).

®  The Windows APl is fully BIDI (bi-directional) enabled.
= Any printer supported by Windows can print BIDI reports.
®  Windows takes care of mirroring and conversion from logical to display order.
®  Windows fonts can be used to render Hebrew and Arabic characters.
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Windows Printer

This device type is used for local printing via both, Web Ul and WorkTop. To print to a "Windows Printer"
device, users need the BWPrint software on their client PCs.

Important!

To install BWPrint, the users must install the ERP LN windows interface (BW) on their PCs. BWPrint is
installed automatically during this installation.

To define a Windows printer
To create a "Windows Printer" device:
1.  Start the Device Data (ttaad3500m000) session.

2. Add adevice. In the Device Type field, select "Windows Printer" from the list.

3. Enter the remaining device properties. For details refer to the online help of the Device Data
(ttaad3100s000) session.

Windows Server Printer

The Windows Server Printer provides the possibility to print reports via a Windows driver. This enables
you to reroute printing of reports from Unix based ERP Enterprise environments to a Windows system.
This is particularly of interest for reports related to batch processes. It reduces the need for ERP Enterprise
related Unix device drivers.

This device type requires a separate Windows printer server with the Infor ES Reporting Service installed.

Users do not need the BWPrint software on their client PCs.

To define a Windows Server Printer

Step 1: Configure the printer server

Install the Infor ES Reporting Service on the printer server. During the installation, you must assign a
port number to the Infor ES Reporting Service. For details, refer to the Overall installation Guide for Infor
ERP LN Products - New installation (U9498 US).

Step 2: Define the printer server as a remote system

Take the following steps:

Start the Systems (ttaad0550m000) session.

2. Add arecord that represents the printer server. In the Service Type field, you must select "
Infor ES Reporting Server". For details, refer to the online help of the Systems (ttaad0150s000)
session.

Infor Enterprise Server (LN) | Administrator's Guide | 143



Device Management

Step 3: Define a Windows Server Printer

Take the following steps:

1.  Start the Device Data (ttaad3500m000) session.
2. Add a Windows Server Printer. Points of attention:
= |n the Device Type field, select "Windows Server Printer".

= |n the Argument for Conversion Program field, you must enter the following text:
server=[the name of the printer server, as defined in the Systens
(ttaad0150s000) session] port=[the port nunber that is assigned
to the Infor ES Reporting Service]

For example: ser ver =cnl 10050 port=7688

For details, refer to the online help of the Device Data (ttaad3100s000) session.

Session-based reporting

Most reports in ERP Enterprise are 4GL reports. These reports consist of a layout part and, optionally,
a report script. You can edit these report layouts in the classic report editor. For details, refer to the
Infor10 ERP Enterprise Development Tools (LN) Development Guide (U8883 US).

ERP Enterprise also supports Report Viewer enabled reports. When printed, these reports are displayed
in the ERP Enterprise Report Viewer. Developers can edit these reports in the Reporting Studio Report
Designer. The Report Designer offers various useful features to beautify the reports.

You can convert existing 4GL reports to Report Viewer enabled reports. These converted reports are
called session-based reports. The following sections describe how to set up session-based reporting
and how to print session-based reports.

To set up session-based reporting

To set up session-based reporting, complete the following steps:

Step 1: Convert the reports to XML report designs

To convert the reports to XML report designs, complete the following steps:

1.  Start the Enable Reports for RPT Design (ttadv3241m000) session.
2. Enter the required information and click Convert.
For details, refer to the session help.

Note

®  The generated report designs are stored in the report sources folder and have a ".rptdesign”
filename extension.
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Developers can transfer the report designs to their client PCs and beautify the layout of the
converted reports in the Reporting Studio. For example, developers can add a graph or a
company logo to the report layout. For details, refer to To create session-based reports in
the Infor10 ERP Enterprise Development Tools (LN) Development Guide (U8883 US).

To change the structure of a session-based report, for example to add layouts, input fields,
or labels, developers must use the classic report editor. For details, refer to the Infor10 ERP
Enterprise Development Tools (LN) Development Guide (U8883 US).

Step 2: Create a Report Viewer device

To print session-based reports, you need a device that sends the report output to the ERP Enterprise
Report Viewer.

To create a Report Viewer device, complete the following steps:

1.
2,

Start the Device Data (ttaad3500m000) session.

Add a device with the following properties:
Device: RPT

Description: Report Viewer

Device Type: Rewrite File

Locale: <empty>

Intermediate File in XML Format: Yes
Driver: <empty>

Shell Command: <empty>

4GL Program: <empty>

Argument: XML -RPT

Path: ${HOME}/rpt

To run session-based reports

To print a session-based report to the ERP Enterprise Report Viewer, complete the following steps:

1.
2.
3.

4,

Note

Start Web Ul and log onto your ERP Enterprise server.
Start the print session to which the report is linked.

Enter the required selection ranges and print options, and click Print. The Select Device
(ttstpsplopen ) session starts.

Select a Report Viewer device and click Continue.

All business logic defined in the session and the original 4GL report is executed. Therefore, the report
can be part of the business process. For example, the report can perform transactions in the database
or change the status of a record.

The ERP Enterprise Report Viewer only works with Web Ul. WorkTop users cannot print Report Viewer
enabled reports.

Infor Enterprise Server (LN) | Administrator's Guide | 145



Device Management

From the Report Viewer, you can send a report to, among other things, a printer or a PDF file. For details,
refer to To use the Report Viewer (p. 146) .

To use the Report Viewer

The Report Viewer is used to display session-based and query-based reports.
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In the Report Viewer you can perform the following actions:
®  Navigate through the report data.
= Export report data.
®  Print the report.
For details, refer to the descriptions of the toolbar buttons.
Toolbar buttons
The following toolbar buttons are available.
Button Name Description
= Export data Starts the Export Data dialog,

where you can select report
columns and meta data, such as
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layout names and data types, to
be exported. The data is exported
in csv (Comma Separated Values)
format. You can store the data in
a file or view it directly, for ex-
ample in MS Excel.

Export report

Starts the Export Report dialog,
where you can select the follow-
ing:

u The output format: Excel,
PostScript, PDF, Word, or
PowerPoint.

The pages to export.
The report size.

You can store the data in a file or
view it directly.

ju

Print report

Starts the Print Report dialog,

where you can select the follow-

ing:

®  The output format: HTML or
PDF.

®  The report size (only for
PDF).

B The pages to export.

The output is displayed in a print
preview window. If you selected
HTML, you are automatically
prompted to select a printer. If you
selected PDF, click Print to print
the output.

4

First page

Navigates to the first page.

Previous page

Navigates to the previous page.

Next page

Navigates to the next page.
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Ik Last page Navigates to the last page.

Go to Navigates to the page specified in
the Go to page field.

Microsoft Reporting for ERP Enterprise

You can create a device of type Microsoft Reporting Services. This device prints ERP Enterprise
reports by means of report designs that are stored on a Microsoft Report Server. This Report Server
will render the reports. The destination of the reports depends on the arguments filled in the Argument
field in the Device Data (ttaad3100s000) session. For details on Microsoft Reporting for ERP Enterprise,
see the Microsoft Reporting for ERP Enterprise (LN) - Administration Guide (U9656 US).
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Report Archive

ERP Enterprise Report Archive

Introduction

The ERP Enterprise Report Archive solution enables you to archive reports, so you can reprint them,
even several years after they are initially printed.

Archiving is particularly useful for external documents, which are reports that are sent, for example, to
customers and suppliers, such as invoices and orders.

In some countries, such as in Germany, having this type of reports that can be reprinted for at least 10
years after the reports are initially printed is a legal requirement.

In the ERP Enterprise Report Archive solution, you can do the following:
m  Specify which reports must be archived. When printed, these reports are automatically stored
in an archive folder.
B Reprint the archived reports.

®  Maintain the archived reports, for example, move archived reports to another folder or to a
CD-R(W)/DVD.

Note

Reports that are printed to Business Objects Reports are archived in the same way as other reports.
However, you cannot reprint archived reports on a Business Objects device.

For details on the ERP Enterprise Report Archive, refer to the following sections:

®  Configuration (p. 150)

®  To reprint archived reports (p. 152)
®  Maintenance (p. 153)

®  Technical details (p. 154)
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Configuration

Before you can start to archive and reprint reports, you must configure the ERP Enterprise Report
Archive. For example, you must define the basic parameters for the archive and you must specify which
reports must be archived.

To configure the ERP Enterprise Report Archive, take the following steps:
1. Create tables (p. 150)
2. Define Report Archiving Parameters (p. 150)
3. Define Report Archive Groups (p. 151)
4. Specify the reports to be archived (p. 151)

After you complete the configuration steps, you can check the Report Archiving Rules. In other words,
you can verify, for various run time settings, whether a report will actually be archived. Refer to Check
Report Archiving Rules (p. 151) for details.

Create tables
Use the General Table Maintenance (ttaad4100 ) session to create the following tables:

in company 000 only:

®  Report Archiving Parameters (ttaad340)
®m  Report Archive Groups (ttaad341)
®m  Report Archiving Rules (ttaad342)

in all companies where reports must be archived:

®  Archived Reports (ttaad345) Create this table also for company 000 if you want to archive
Tools reports.

Note

To create tables for a company, you must log on with a user account that belongs to the package
combination to which the company is linked.

For example: company 000 is linked to package combination b61a. To create tables for company 000,
log on with a user account that belongs to this package combination.

To find out to which package combination a user or a company is linked, use the User Data
(ttaad2500m000) and Companies (ttaad1100m000) sessions.

Define Report Archiving Parameters

Use the Report Archiving Parameters (ttaad3140s000) session to define the basic parameters, such as
the directory where the reports must be archived, for the report archive.
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Define Report Archive Groups

Use the Report Archive Groups (ttaad3541m000) session to create one or more Report Archive Groups.
You can use Report Archive Groups to group reports of the same type, for example, Sales Invoices and
Purchase Orders.

In the file system, you can store the archived reports by Report Archive Group: the archive folder specified
in the Report Archiving Parameters (ttaad3140s000) session usually contains one or more subdirectories
for each Report Archive Group.

This enables you to maintain an overview of the archive and improves the file system performance.
Most operating systems begin to respond more slowly if a large number of files are stored in a single
directory.

Specify the reports to be archived

Use the Report Archiving Rules (ttaad3542m000) session to define rules that specify which reports must
be archived.

In a rule you must do the following:

®m  Specify the criteria that determine whether a specific report is archived.
®  Link the report to a Report Archive Group.

®m  Specify how the report must be split when the report is archived.
You can define multiple rules for the same report. For example:

®  The Sales Invoice report must always be archived.

®  The Sales Invoice report must not be archived if the report is printed in company 755 (test
company).

As a result, the Sales Invoice report is always archived, unless the report is printed in company 755.

For details on rules, and the way in which multiple rules for the same report are evaluated, refer to the
online Help of the Report Archiving Rules (ttaad3542m000) session and the Check Report Archiving
Rules (ttaad3442m100) session.

For details on report splitting, refer to: Report splitting (p. 156) and to the online Help of the Report
Archiving Rules (ttaad3542m000) session.

Check Report Archiving Rules

You can use the Check Report Archiving Rules (ttaad3442m100) session to test the effect of the Report
Archiving Rules that were defined. You can, for example, verify for various runtime settings whether a
report will actually be archived.

This session is particularly useful if you defined various rules for the same report code.
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Example

You defined the following rules for the SALES ORDER report:
®  all companies/sessions/VRCs: Archiving on
®  company 100/all sessions/all VRCs: Archiving off
®  all companies/session X/all VRCs: Archiving on

You can use the Check Report Archiving Rules (ttaad3442m100) session to check, for example, whether
the SALES ORDER report will be archived when the report is printed in company 100, using session X.

In this example, the report will indeed be archived because, according to the priority rules, the session
is more important than the company number.

For details about the evaluation of report archiving rules, refer to the online help of the Check Report
Archiving Rules (ttaad3442m100) session.

To reprint archived reports

You can reprint archived reports in the following ways:

= To reprint through the Archived Reports session (p. 152)

= To reprint directly through the Print Archived Reports session (p. 152)
u To reprint via PDF (p. 153)

To reprint through the Archived Reports session

Use this method only if the archived reports are stored in the ERP Enterprise native report format.

To reprint a report:

®m  Start the Archived Reports (ttaad3545m000) session and search the report that must be
reprinted. You can search on properties such as report archive group, keywords, user and
print date/time.

®m  Select the report that must be reprinted and click Print to start the Print Archived Reports
(ttaad3445m000) session.

®  Click Reprint in this session to reprint the report.

To reprint directly through the Print Archived Reports session

Use this method only if the archived reports are stored in the ERP Enterprise native report format, and
if you know the properties of the reports that must be reprinted.

To reprint reports:

m  Start the Print Archived Reports (ttaad3445m000) session and enter the report properties,
such as the Report Archive Group and keywords in the selection range fields.
®  (Click Reprint to reprint the reports.
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You can print only a limited number of reports in one run.

To reprint via PDF

Use this method only if the archived reports are stored in PDF format.

To reprint a report:

®m  Start the Archived Reports (ttaad3545m000) session and search the report that must be
reprinted. You can search on properties such as report archive group, keywords, user and
print date/time.

= Double-click the report to view the details. Among other things, the full path name of the report
file is displayed.

®  Open and print the report file via PDF, for example via Acrobat Reader.

Constraints

®  You cannot reprint archived reports on a Crystal device.

®  You might experience some layout problems if you reprint an archived report on a device other
than the device on which the original report was printed. The problems occur if device
properties, such as locale, paper type, and page length, differ for both devices.

®  Reprinting via PDF may lead to layout differences because PDF is proportional font based
while certain device types are fixed font based.

Maintenance

This section covers the following topics:

Move/delete archived reports (p. 153)
®  Export/Import archive settings (p. 154)

Move/delete archived reports

If the disk on which the report archive is stored is nearly full, you can use the Move/Delete Archived
Reports (ttaad3445m100) session to do the following:
®  Move a range of archived reports to another folder on the ERP Enterprise server.

®  Move a range of archived reports to an offline storage medium, for example, CD_R(W), DVD,
or tape.

®  Remove a range of archived reports.

Refer to the online help of the Move/Delete Archived Reports (ttaad3445m100) session for details.
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Export/Import archive settings

The settings for the report archive, such as parameters and archive groups, can be exported to and
imported from XML files. This is useful, for example, if you want to distribute archive settings to multiple
ERP Enterprise servers, or if you want to load predefined archive settings from an XML file that is
provided by ERP Enterprise.

®  To export archive settings, run the Export Archiving Settings (ttaad3241m000) session.
= To import archive settings, run the Import Archiving Settings (ttaad3242m000) session.

Technical details

This section contains an overview of the components of the ERP Enterprise Report Archive solution,
and describes their function in the report archiving and reprinting processes.

Refer to the following sections for details:

u Tables (p. 154)

Sessions (p. 155)

DLLs (p. 155)

Log file (p. 155)

Data flow during first print (p. 155)

Data flow during reprint (p. 156)

Report splitting (p. 156)

Authorization for archive directories (p. 156)

Tables

The solution contains the following tables:

®  Report Archiving Parameters (ttaad340) This table contains general settings, such as the base
path for the archive, and is maintained through the Report Archiving Parameters
(ttaad3140s000) session. This table must be created in company 000 only.

®  Report Archive Groups (ttaad341) This table contains the settings, such as extension path
and keywords, for the various report groups and is maintained through the Report Archive
Groups (ttaad3541m000) session. This table must be created in company 000 only.

®  Report Archiving Rules (ttaad342) This table contains the rules that determine which reports
must be archived and is maintained through the Report Archiving Rules (ttaad3542m000)
session. This table must be created in company 000 only.

®  Archived Reports (ttaad345) This table contains details, such as the location of the print file
and the report code, on the reports that are already archived. To view these details and reprint
archived reports, use the Archived Reports (ttaad3545m000) and Print Archived Reports
(ttaad3445m000) sessions respectively. You must create this table in all companies where
reports must be archived.
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Sessions

The solution contains the following sessions:
®  Report Archiving Parameters (ttaad3140s000)

Report Archive Groups (ttaad3541m000) overview + editable details session
Print Report Archive Groups (ttaad3441m000)

Report Archiving Rules (ttaad3542m000) overview + editable details session
Check Report Archiving Rules (ttaad3442m100)
Print Report Archiving Rules (ttaad3442m000)

Archived Reports (ttaad3545m000) overview + editable details session
Print Archived Reports (ttaad3445m000)

Move/Delete Archived Reports (ttaad3445m100)

Export Archiving Settings (ttaad3241m000)

Import Archiving Settings (ttaad3242m000)

DLLs

The solution uses the following DLLs:

= ttdlireparch: A new DLL thatis used to check whether a report must be archived and to reprint
archived reports.

m  ttstprepdll: This DLL already existed in Tools and was modified to support report archiving.
This DLL splits a print job, depending on the report archiving rule, into various separate files.

For details on report splitting, refer to: Report splitting (p. 156) and to the online Help of the Report
Archiving Rules (ttaad3542m000) session.

Log file

If errors occur during the archiving of a report, these errors are logged in the ${BSE}/log/log.reprint log
file. Reading the content of this log file is useful if, due to a new report archiving rule, a report is archived
for the first time.

Data flow during first print

When a user issues a print command, the ttdlireparch DLL checks whether the Report Archiving Rules
(ttaad342) table contains a rule that indicates that the report must be archived.

If the report must be split, the ttstprepdll splits the print job, depending on the split expression specified
in the rule.

The split reports are saved as printer-independent files on the location that is specified in the Report
Archiving Parameters (ttaad3140s000) session and the Report Archive Groups (ttaad3541m000) session.
That location is: Base path for Archive/ Extension path for Archive.

The extension path can contain variables and is evaluated at the moment the files are written.
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For details on report splitting, refer to: Report splitting (p. 156) and to the online Help of the Report
Archiving Rules (ttaad3542m000) session.

Data flow during reprint

If a user issues a reprint command through the Print Archived Reports (ttaad3445m000) session, the
user must select a device on which the report will be reprinted.

Subsequently, the ttdlireparch DLL searches in the Archived Reports (ttaad345) table for the location
of the print files. If the file is found, the report is reprinted on the selected device.

Report splitting

When you print an ERP Enterprise report, a temporary print file is always generated. This file contains
the report layout and the data of the records to be printed.

If you print a report that is selected to be archived, the report's temporary print file is usually split into
several smaller print files, which are stored in the report archive folder The splitting is based on the Split
Expression that is defined in the report archiving rule.

Example

The Report Archiving Rules (ttaad342) table contains a rule that indicates that the invoice report must
be archived. In this rule, the invoice number is selected as the Split Expression.

You run the Print Invoices session and print a range of 200 invoices. This results in a single temporary
print file that contains the layout and the data for 200 invoices. The content of this temporary file is
printed.

Because the report must be archived, the temporary file is split into 200 separate files, one for each
invoice, which are stored in the report archive folder.

Later on, for example, after nine years, you can reprint any of these 200 invoices individually.

Authorization for archive directories

Archived reports are stored in several subdirectories under the base path that is specified in the Report
Archiving Parameters (ttaad3140s000) session. Usually each archive group has its own subdirectories.

See also Extension path for Archive and the online Help of the Report Archive Groups (ttaad3541m000)
session.

A user can only archive a report, if the user has write authorization for the directory (base path/extension
path) in which the report will be stored.

To avoid authorization problems, verify that all users have write authorization for all subdirectories under
the base path.

156 | Infor Enterprise Server (LN) | Administrator's Guide



Chapter 12
Text Management

Text management introduction

The information about ERP Enterprise and its functionality is written with the tools supplied by ERP
Enterprise ’s Text Management. This chapter describes the procedures that are required to create and
maintain an environment that you can use to create texts in ERP Enterprise.

This chapter describes the following:

m  Text management overview (p. 157)
®  Text management parameters procedure (p. 158)
®m  Text management maintenance procedure (p. 160)

Text management overview

You can use text in ERP Enterprise ’s Text Management for various purposes. ERP Enterprise ’s text
management provides the tools to write and maintain text in ERP Enterprise. You can use ERP Enterprise
s text editor, for example, to write the online Help and write queries in ERP Enterprise 's SQL Queries
module. You can also provide information about the data stored in the database tables.

You can, for example, do the following:

u Link information to a record that defines the contents of the record.
u Give additional information, for example, about an item or sales order.

You can also use ERP Enterprise ’s text management to create the text-related templates that define
the user’s text authorizations. You can define the text-related authorizations in templates, which you
can link to the users with ERP Enterprise 's User Management module.

Note

The text in ERP Enterprise is typically written in the multiline editor. Although the Infor ERP editor is still
supported, the multiline editor, which is more user-friendly, is preferred.
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Description of text-related templates

A normal user must have some basic text authorizations. You can define the following text authorizations
for the user:

= Use
The user is authorized to read texts and link the text to a record, for example, an order, item,
and so on. The user cannot change the texts.

= Update
The user is authorized to create, change, and read text. The user is also authorized to link
the text to a record.

= Read
The normal user can only read texts for the specified text group. The user has no authorization
to link or update texts.

The necessary data and authorizations are defined in the text parameters. These text parameters are
defined in the following templates:

®  Text group authorization template

®  Default text groups template

m  Default text groups by text field template

For each text group, you must specify the text authorizations, which define the read, use, or update
authorizations in a template. If a text is written in a text field for which no text group is defined, ERP
Enterprise uses the default text group that is defined for the specified text field in the text groups by text
field template. If no default text group is defined for the specified text field, ERP Enterprise uses the
information that is defined in the default text group template.

You can specify text parameters either for a specific company or for all companies. The text parameters
that are defined for a specific company take precedence over the defaults that are defined for all
companies.

Text management parameters procedure

Procedure aim

You must use the text parameters procedure to define the basic parameters that are required to use
text in ERP Enterprise. These parameters provide the users with the basic requirements to write and
edit text.

Procedure result and prerequisites

Result
The users have the authorization and means to create and edit text in ERP Enterprise.
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Prerequisites
No prerequisites are required for the environment.

Procedure summary

To define the text parameters, you must complete the steps shown in the following figure:

Text Windows
{tttxt1520m000)

h

Text Groups
{ttt=t1 110000

¥
Text Group
Autharization Template
{ttams1122m000

3 L
Default Text Groups by Default Text Groups
Text Field Termplate Termplate
{ttams1120m000) {ttams1121m000)

Step 1: Create text windows

You must specify the text window’s properties that define the layout of the text window. For example,
the text window’s frame, color, size and shape.

If you use the multiline editor as the external editor, only the number of columns and number of rows
are relevant. In that case, the frame and color are defined by default. However, you must make a selection
in all fields because you can also use other editors for the text group.

Sessions: Text Windows (tttxt1520m000) and Text Windows (tttxt1120s000)

Step 2: Create text groups

You must define the text group’s properties. For every type of text, you can define text groups with
specific properties. You must assign the text editor best suited to the text window’s function. For example,
you can use a multiline editor to write queries, or use Microsoft Word for texts that contain additional
information, for example, about items and sales orders.

Session: Text Groups (tttxt1110m000)
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Step 3: Create the template for the text group authorizations

In the text group authorizations template, you must specify the user’s authorization to edit the text in
ERP Enterprise. For example, you can grant the users who are linked to the template permission to

read, use, or update text. The text group authorization template is linked to the user in the User Data
(ttams1100s000) session.

Session: Text Group Authorization Template (ttams1122m000)

Step 4: Create the default text groups by text field template

In the default text groups by text field template, you must specify the text group for a specific text field.
If you do not specify a default text group for a text field, ERP Enterprise uses the template that is defined
in the default text group template:

Session: Default Text Groups by Text Field Template (ttams1120m000)

Step 5: Create the template for the default text groups

In the default text groups template, you must specify the text group ERP Enterprise must use if you have
not specified a specific text group for a text field.

Session: Default Text Groups Template (ttams1121m000)

Text management maintenance procedure

Procedure aim

This section describes the following procedures:

®  The procedure to create a range of text numbers
B The procedure to remove unused texts

This section describes only the most important steps in the text management procedures. For detailed
instructions on how to enter data in the sessions described in the procedure steps, refer to the online
session Help.

To create a range of text numbers
You can use the text numbers to exchange text with ERP Enterprise's Exchange module between various

locations or sites. Make sure that, for each site, you define unique ranges for the text groups to avoid
conflicts with identical text numbers on separate sites.

Session: Text Number Range by Text Group (tttxt0130m000)

To remove unused texts

Unused texts are texts that are no longer linked to a record.
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A text becomes unused, for example, if you remove the record, for example, the sales order or the item,
to which the text was linked, or if you unlink the text from a record, using the Disconnect command in
the Text Editor.

Removing the unused texts occasionally is useful to avoid pollution in the database.

Session: Delete or Print Unused Texts (tttxt1210m000)
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Chapter 13
Job Management

Job management introduction

This chapter describes the procedures and sessions of ERP Enterprise 's job management. You can
use ERP Enterprise ’s job management, for example, to schedule jobs at non-peak hours to improve
the overall system performance in a heavily loaded environment. You can schedule jobs to start processes
periodically, at a defined interval, or immediately. Typically, you use ERP Enterprise job management
for print and processing sessions.

This chapter provides the following:

®  Job management overview (p. 163)
®m  Job data procedure (p. 167)
®  Job handling procedure (p. 169)

Job management overview

The advantage of a job is that the sessions in the job start while you are not logged on to ERP Enterprise.
In ERP Enterprise, a job consists of one or more sessions and/or shell commands that run without user
interaction.

You can use a job to run one or more sessions as follows:

® At a predefined time
®  Repeatedly, at specific times
®  Periodically

You can use the job management calendar to define the date and time the job must be started. Using
the job calendar, you can start the job during quiet periods. For example, you can schedule processing
and printing jobs to run during after office hours to improve the system performance during the day.

In ERP Enterprise, you can create the following two job types:

®  Periodical jobs that are carried out multiple times
For a periodical job, you must specify a time interval or a calendar is specified. If desired, you
can restart the job automatically.
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®  Non-periodical jobs that are carried out only once
When the job is carried out, the job data is removed automatically.

Typically, each company stores its own basic job data. As a result, a job runs for a particular company.

However, in a job, you can also run sessions in more than one company. You can only run sessions in
multiple companies if the job data tables of the involved companies are physically mapped on one main
company.

You can use the Logical Tables (ttaad4120m000) session to link the following job tables as logical tables
to one physical table:

= Job Data (ttaad500)
Sessions by Job (ttaad501)
Job Input Variables (ttaad503)
Job Daemon Indicator (ttaad505)
Calendars (ttaad506)
Dates by Calendar (ttaad507)
Job History (ttaad510)
Job Session History (ttaad511)
Job Session History (ttaad512)

Before you add a session to a job, you must check the company number. If a job applies to more than
one company, you must switch to the other companies with the Change Company command in the
WorkTop/ Web Ul to define the job for each company. You can then define the job data for the other
companies.

Job handling

In ERP Enterprise, the job’s status defines how you can start the job. You can start the job if the job’s
status is In Queue or Free.

In Queue

If the job’s status is In Queue, you can use the Job Daemon to start the job. You must start the Job
Daemon before the daemon can activate any job.

The implementation of the Job Daemon depends on the operating system of the ERP Enterprise server:

®  On aUNIX server
The Job Daemon is the shell program rc.startjobdm, which is located in the ${BSE]/etc directory.
To start the Job Daemon, you can include the ${BSE}/etc/rc.startjobdm command in the
${BSE}/etc/rc.start file. As a result, the Job Daemon is activated when you start the ERP
Enterprise environment.

®  On aWindows server
The Job Daemon is a service that you can manage by means of the Application Services
Manager (ASM)

When the Job Daemon runs, you can stop the Virtual Machine (VM) without any problem. The Job
Daemon, and not your VM, carries out the job.
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To run a job for multiple companies, you must start a Job Daemon for each company. For details, refer
to Job handling procedures.

Free

If the job’s status is Free, you can start the job in the following ways:
®  Use the Activate Job (ttaad5203m000) session
®  Use the rc.startjob shell command (UNIX platform)
®m  Use the startjob.bat batch file (Windows platform)

Activate Job (ttaad5203m000)

If you start the job before the time and date of execution, the job’s status changes to Waiting. While the
job is being carried out, the job’s status changes to Running. Because the Virtual Machine (VM) of the
user who starts the job carries out the job, the user cannot quit the VM until the job is finished.

If a job that belongs to more than one company must be started, you must use the Change Company
command on the Menu browser’s Option menu to switch to the required company.

The rc.startjob shell command (UNIX)

You can also start the job with the UNIX ${BSE}/etc/rc.startjob shell script. For this purpose, you must
enter the following syntax at the UNIX prompt: ${BSE}/etc/rc.startjob [job name].

You can include the rc.startjob script in a UNIX user job scheduler (crontab), which can automatically
start jobs. For this purpose, some UNIX variables must be defined in the shell script. For more information,
see the shell script.

To run a job for multiple companies, you must create a unique version of the rc.startjob script for each
company. For details, refer to To run the job with the rc.startjob shell program.

The startjob.bat batch file (Windows)
If ERP Enterprise runs on a Windows server, you can also start the job with the startjob.bat batch file.

To start a job, you must enter the following syntax at the Windows command prompt: startjob.bat [job
name]

Before you can enter this syntax, you must run the fillenv.bat batch file to set the ERP Enterprise
environment variables.

To automate the execution of jobs, you can run startjob.bat with a scheduler.

To run a job for multiple companies, you must create a unique version of startjob.bat for each company.
For details, refer to To run the job with the startjob.bat batch file.

Job status
The following table lists the statuses a job can have during its life span:
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Status Description

Free The job’s basic job data is defined and is ready to
be started.

Running The job is started and is running.

Waiting The job is started and is waiting to be carried out

at the next execution date and time.

The Job Daemon will not start the job.

In queue The job is queued and will be started automatically
when the Job Daemon runs.

Blocked The job is blocked and cannot be started. To start
the job, set the status to Free or In Queue.

Canceled The job has been stopped with the Cancel Jobs
(ttaad5204m000) session. A job is also canceled
when the maximum duration is exceeded.

Runtime error This status signals an error during the execution
of the job.

If required, you can cancel a job that the Job Daemon starts, for example, to change the job’s basic job
data. To cancel the job, use the Job Data (ttaad5500m000) session. On the Specific menu, click Cancel
Job. If you cancel a job, the current session of the running job is carried out, but the following sessions
in the job will not be started. The job’s status changes from In Queue to Canceled. To restart a canceled
job, you must release the job to change the job’s status to In Queue or Free.

To temporarily stop a job, start the Job Data (ttaad5500m000) session. On the Specific menu, click
Block Job.

Job history

When the execution of a job stops, for example because the job is completed successfully, or because
of a runtime error, ERP Enterprise writes information to a history log. The job history contains information
such as the date and time of execution, the reason why the job has ended, and why the session in the
job has ended. Use the Print Job History (ttaad5411m000) session to print this history.

During the execution of a job, messages are suppressed. These suppressed messages are also logged
in a history. You can use the Job History Messages (ttaad5512m000) session to print these messages.
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If you start jobs regularly, you must purge the job history list and the message history list regularly with
the Delete Job History (ttaad5210m000) session.

Job data procedure

Procedure aim

ERP Enterprise 's Job management contains the procedures that you can use to create jobs, and define
the time and date in which the job must be carried out in the job calendar.

Procedure result and prerequisites

Result
A job ready to be started.

Prerequisites
No prerequisites are required for the environment.

Procedure summary

Before you can use periodical jobs in ERP Enterprise, you must complete the following steps to define
a job calendar and the basic job data. In ERP Enterprise, you can start periodical jobs according to a
schedule that is defined in the job calendar or a regular interval. You can define the interval in the basic
job data. After you define the basic job data, you can add sessions and shell commands to the job. The
default settings of the sessions in the job can be maintained, when necessary, with an optional step in
the procedure.
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The following figure illustrates the sessions in the basic job procedure:

i Calendars Only for periodical jobs

{ttaad5106m0a00)

! Dates by Calendar i o
i (ﬁaadGB’;UYmUOU) : Only for periodical jobs

Job Data
{ttaad5500m000)
v L 4
Add Session to Job A snell Lommand
to Job
(ttaad>1025000) {ttaad5205m000)

Sessions by Job :r
{ttaad5501m000) i

Optional

Step 1: Create a job calendar

To start periodical jobs, you can use a job calendar. The job calendar contains the dates and times the
job must be carried out.

Session Calendars (ttaad5106m000).

Step 2: Specify the dates in a job calendar
In the job calendar, you must define the date and time that the job must be started.
Session Dates by Calendar (ttaad5107m000)

Step 3: Define the basic job data

Before you can add sessions to a job with the Add Session to Job (ttaad5102s000) session, you must
first define the basic parameters for the job. To make a periodical job non-interactive, in the sessions
Job Data (ttaad5500m000) and Job Data (ttaad5100s000), you can specify a predefined job calendar
or a regular interval to start the job.
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If you select the Suspend Job until Next Execution check box, the job is suspended until the next
execution date. For jobs started by the Activate Job (ttaad5203m000) session, the UNIX shell program
rc.startjob, or the Windows batch file startjob.bat, the job’s status is set to Waiting. The job is automatically
restarted at every subsequent execution date that is defined in the calendar.

If you clear the Suspend Job Until Next Execution check box, the job is carried out once and then
terminated. For jobs started by the Activate Job (ttaad5203m000) session, the UNIX shell program
rc.startjob, or the Windows batch file startjob.bat, the job’s status is set to Free. To restart the job, you
must manually start the Activate Job (ttaad5203m000) session, the UNIX shell program rc.startjob, or
the Windows batch file startjob.bat.

Step 4: Add sessions to a job

A job must contain one or more sessions, which must be carried out according to the data specified in
the session Job Data (ttaad5100s000) session. Typically, a job starts print or process sessions.

Under Error Handling, you can enter how ERP Enterprise must continue if an error occurs during the
execution of the session. You can, for example, indicate that ERP Enterprise must execute, or skip, a
number of sessions of the job if an error occurs during the execution of the session.

Step 5: Add a shell command to the job

This procedure is optional, and you can use this session to link the job to a shell command to a job to
manipulate the command’s execution. To ensure that the shell command has the right effect on the job,
you must test the script. Typically, to test the job and shell script, you can redirect the output to a file or
printer. You can redirect the output to a file or printer with one of the operating system's output redirection
facilities.

Session Add Shell Command to Job (ttaad5205m000).

Step 6: Change the default settings of the sessions in the job

This procedure is optional, and you can use this procedure to change the settings of the sessions that
are linked to the job. For example, you can change the execution order of the sessions or the device to
which the output of a session is sent.

Session Sessions by Job (ttaad5501m000).

Job handling procedure

Procedure aim

With the job handling procedures, you can start, block, cancel, queue, and release jobs.
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Procedure result and prerequisites

Result

This procedure results in a job that runs according to the job calendar or interval that is defined in the
job’s basic data, without user interaction. This helps you to use ERP Enterprise ’s resources more
efficiently.

Prerequisites
You can only use the job handling procedure when the job data procedure is completed.

Steps in the job management procedures

Depending on the job’s status, the following methods are available to start a job:
If the job status is In Queue, the Job Daemon starts the job.
If the job’s status is Free, you can start the job in the following ways:

®  Run the Activate Job (ttaad5203m000) session

®  Use the rc.startjob shell command (UNIX platform)
®  Use the startjob.bat batch file (Windows platform)

The following figure illustrates the steps in the job handling procedure translated into the session or
action that you must carry out to complete the procedure:

Job status is

Job status is Free
In Quele

Job is executed by
the job daemon

Activate Job
(ttaad5203m0O00Y

Activate job with
UM shell program
re.startjob

Achivate job with
Wiindows batch file
startjob.bat

This figure shows that the Job Daemon can start the job if the job’s status is In Queue. If you use the
Job Daemon, the job starts automatically and a running VM is not necessary. The Job Daemon starts
a VM in the background, which starts the UNIX shell program rc.startjob. The UNIX shell program then
starts the job with the Activate Job Daemon session and the Activate Job (ttaad5203m000) session.

You must start the Job Daemon to make sure that the Job Daemon can start any job. If the Job Daemon
runs, you can exit the VM without any problem because the Job Daemon, and not your VM, carries out
the job.

170 | Infor Enterprise Server (LN) | Administrator's Guide



Job Management

If the job’s status is Free, you can use the Activate Job (ttaad5203m000) session, the UNIX shell program
rc.startjob, or the Windows batch file startjob.bat to start the job manually. In this case, you must have
a running VM.

To enable and start the Job Daemon on a Windows platform

The Application Services Manager (ASM) manages (externally) the Job Daemon service.

Typically, a Job Daemon runs jobs for one company. To run jobs for more companies, you must create
a Job Daemon entry, in ASM, for each company. Per entry, use the BSE_COMPNR and
PACKAGE_COMB variables to specify the company for which a Job Daemon must be started, and the
package combination to which that company is linked.

To start the Job Daemon on a UNIX platform

To start the Job Daemon, you can include the ${BSE}/etc/rc.startiobdm command in the ${BSE}/etc/rc.start
file. As a result, the Job Daemon starts when you start the ERP Enterprise environment.

Typically, a Job Daemon runs jobs for one company. To run jobs for multiple companies, you must
change the rc.start file to start Job Daemons for each company. Per Job Daemon entry, use the
BSE_COMPNR and PACKAGE_COMB variables to specify the company for which a Job Daemon must
be started, and the package combination to which that company is linked.

Stop the Job Daemon

To stop the Job Daemon you can include the ${BSE}/etc/rc.stopjobdm command in the ${BSE}/etc/rc.stop
script. As a result, the Job Daemon stops when you stop the ERP Enterprise environment. To stop jobs
for multiple companies, you must include multiple entries of rc.stopjobdm in the rc.stop file. Use the
BSE_COMPNR and PACKAGE_COMB variables to specify the company for which a Job Daemon must
be stopped, and the package combination to which that company is linked.

To run a job with the Job Daemon

To use the Job Daemon to start a job, you must ensure that the job’s status is In Queue.

Session Job Data (ttaad5500m000)

To run the job with Activate Job (ttaad5203m000)

Because your running Virtual Machine (VM) starts the job, you cannot close the Virtual Machine (VM)
until the job is finished. If the job is started prior to the time and date of execution, the job’s status changes
to Waiting. After the job is carried out, the job’s status changes to Running.

If you must start a job that belongs to more then one company, you must switch to the required company
with the Change Company command, before you start the job.

To run the job with the rc.startjob shell program

You can also start the job with the UNIX shell program ${BSE}/etc/rc.startjob.
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To start the job, at the UNIX prompt you must enter:
${BSE}/etc/rc.startjob [job name]
Scheduling

If the rc.startjob program is included in a UNIX crontab, the program can automatically start jobs. For
this purpose, some UNIX variables must be defined in the shell script. Additional information about how
to define the UNIX variables is included in the shell script of the rc.startjob.

Run jobs for multiple companies

If you must start jobs that pertain to different company numbers, different versions of the rc.startjob
script are created.

To run the job with the startjob.bat batch file

On a Windows platform you can start jobs with the startjob.bat batch file.

To start a job, take the following steps:

m  Start a Command Prompt (cmd) on your ERP Enterprise server

Go to the ${BSE}\bin directory

= Run the fillenv.bat batch file to set the ERP Enterprise environment variables
®  Type startjob.bat [job name] to start the job

Scheduling

To automate the execution of jobs, you can include startjob.bat in an external job scheduler, for example,
the Windows scheduler. For this purpose, you must set the ERP Enterprise environment variables in
the startjob.bat batch file. To achieve this, you can copy the settings in the fillenv.bat batch file to the
startjob.bat file.

Run jobs for multiple companies

If you must start jobs that pertain to different company numbers, different versions of startjob.bat are
created.
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Enterprise Server Service Manager

Introduction

You can manage ERP Enterprise on your Windows server by means of an Infor Enterprise Server
Service Manager (LN) snap-in for the Microsoft Management Console (MMC).

You can use the Infor ES Service Manager snap-in to do the following:
®  View all ERP Enterprise environments.
View the status of the ERP Enterprise-specific services for each ERP Enterprise environment.
Add, change, or remove ERP Enterprise-environment-specific variables.
Install, start, and stop ERP Enterprise-specific services.
Edit the settings of the ERP Enterprise-specific services.

This chapter includes the following:

®  An overview of the ES Service Manager snap-in
®  The ERP Enterprise management procedures

Overview of the Enterprise Server Service Manager snap-in
The Enterprise Server Service Manager snap-in for the Microsoft Management Console (MMC) enables
you to manage ERP Enterprise Software Environments (BSE) on your system.

The ES Service Manager snap-in installs automatically on the ERP Enterprise server during the installation
of ERP Enterprise.

The ES Service Manager lists the ERP Enterprise environments (BSEs) on your system. You can
independently administer the displayed BSEs.

The ES Service Manager does the following:

= Displays the ES Logic Service for every ERP LN installation.
You can use the ES Service Manager to enable or disable the Logic Service for each ERP
Enterprise installation.

Infor Enterprise Server (LN) | Administrator's Guide | 173



Enterprise Server Service Manager

®  Displays the Shared Memory Service for every BSE.
You can use the ES Service Manager to enable or disable the Shared Memory Service for
each BSE.

ES Logic Service

Use the ES Logic Service to configure the ERP Enterprise connection protocols. The ES Logic Service
connects the ERP Enterprise Windows (BW) client to the ERP Enterprise server and checks whether
the user has the authorization to connect to the ERP Enterprise server. With the ES Logic Service, you
can start/stop the ERP Enterprise Virtual machine (VM) and the database driver.

The ES Logic Service offers you the following methods to connect to the ERP Enterprise server:

= Rexec
The standard remote execution protocol. Rexec does not use passwords encryption.
®  BaanlLogin
Encrypts the password of the users.
®  Federation Services
Provides central authentication and authorization for multiple applications. Federation Services
makes single-sign-on (SSO) available for ERP Enterprise
®  Security Support Provider Interface (SSPI)
Only available on Windows and later.

Single-sign-on (SSO) is a mechanism with which a single action of user authentication and authorization
can permit a user access to all computers and systems on which the user has access permission, without
the need to enter multiple passwords.

SSO does not use passwords, but uses the Windows user authentication. With SSO, users are no longer
required to perform multiple logons, nor must users remember multiple passwords to access network
resources. The user logs on once on Windows and no further passwords are required.

All SSO-specific information is stored in a single repository, the Active Directory, which provides a single,
authoritative listing of each user’s rights and privileges. You can change a user’s privileges and the
results will be distributed network wide.

If the SSPI protocol is used for authentication, the Infor ES Logic service must run on a system, which
has sufficient rights to authenticate identities of incoming user requests, using/accessing the Active
Directory Server for the Windows Domain the ERP Enterprise server is member of. If that system cannot
authenticate the user identity, the user logon is denied. Contact your local Windows administrator
regarding trusts and authentication settings of the ERP Enterprise system and the Active Directory
Server/Domain controller(s). Such relationship(s) must exist before (domain) users can be validated.
See the Infor10 ERP Enterprise (LN) Configure Single Sign On Guide (U9559 US).

Shared Memory Service

With the Shared Memory Service, you can configure ERP Enterprise 's shared memory. The shared

memory is a part of the physical memory intended for common use. Programs communicate with each
other with shared memory. The use of shared memory results in faster access to the components loaded
in shared memory. Before you start the application, you must initialize and set up the shared memory.
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The following components can be loaded into shared memory:

B Report objects
®  Program objects
®  Table definitions

ERP Enterprise management procedures

The ES Service Manager provides the tools to manage and administer ERP Enterprise on your system.

With the ES Service Manager, you can:

Start or stop an ERP Enterprise Software Environment (BSE).

Enable, disable, start, or stop the Shared Memory Service of the current BSE environment.
Configure the ES Logic Service.

Enable, disable, start, or stop the ES Logic Service for a system’s ERP Enterprise environments.
Configure the shared memory parameters.

Rename BSE environments.

Edit the BSE variables.

Note

For ERP releases prior to Infor ERP Baan 5.2a, you can also use the Infor ES Service Manager to
enable, disable, start, or stop the following:

®  The Job Daemon service by ERP installation
®  For porting sets prior to 7.1d.12: the ERP Licensing Service by BSE. From porting set 7.1d.12
licensing is managed externally by the Infor Solution License Manager (SLM).
These options are not available for newer releases. For Infor ERP Baan 5.2a and later, the following
applies:
®  The Solution License Manager (SLM) manages licensing externally.

B For porting sets prior to 8.3a the Application Services Manager (ASM) manages the Job
Daemon service externally. From porting set 8.3 a you can choose whether you want to use
ASM or the Job Daemon Service.

Important!

Optionally, you can start, stop and disable services via the Windows Service Manager, or via the -start,
-stop, and -remove command line options. However, to enable a service you must use the ES Service
Manager snap-in. You cannot enable services via the Windows Service Manager or via the -install
command line option.

It is recommended to perform all actions via the ES Service Manager snap-in.

To start an ERP Enterprise software environment (BSE)
The following procedure describes how to start or stop an ERP Enterprise software environment (BSE):

m  Start the ES Service Manager from the Microsoft Windows Start menu.
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®  |nthe Tree pane of the ES Service Manager, expand the ERP Enterprise server node that
contains the software environment.

m  Select the ERP Enterprise software environment (BSE) you want to start and, on the toolbar,
click the Start Service button. The BSE is now running.

To configure the ES Logic Service

To configure the ES Logic Service of an ERP Enterprise Software Environment (BSE), take the following
steps:

Start the ES Service Manager.

Start the ES Logic Service Properties dialog box.

Enter or modify the Service Properties

Save the Service Properties changes

Restart the Logic Service

Restart the Shared Memory Service.

To configure the Shared Memory Service
To configure the Shared Memory Service of an ERP Enterprise Software Environment (BSE), take the
following steps:

Start the ES Service Manager.

Select the ERP Enterprise Software Environment (BSE) for which you want to configure the
shared memory.

m  Start the Shared Memory Properties dialog.
®  Enter or modify the shared memory properties.
®m  Save the changed shared memory properties.
m  Restart the Shared Memory Service.

Note

The Loaded Shared Memory tab shows the loaded shared memory objects. The Shared Memory
Areas tab shows a list of the available shared memory areas and their addresses.

To rename BSE environments

You must make sure that the BSE environments on your system are unique. You can, therefore, rename
environments if required.

To rename a BSE environment, take the following steps:

m  Start the ES Service Manager.
u Rename a selected BSE environment.

To edit the software environment variables

You can use the Enterprise Server Service Manager to edit the software environment variables to change
the behavior of the Enterprise Server.
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To edit the software environment variables, take the following steps:
®m  Start the ES Service Manager.
m  Start BSE Properties dialog
®m  Enter the variable name, for example, BSE_SORT.
|

Enter the value of the variable, for example, for the BSE_SORT variable, enter the path to the
directory where the temporary data must be stored during the sort process.
®  Save the new variable.
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Language support introduction

This section describes the language support capabilities of Infor Enterprise Server (LN) and the
corresponding administrator tasks.

This section includes the following:

®  Character sets (p. 179)
®  Conversions (p. 185)
®m [ anguage Translation Support (LTS) (p. 186)

Character sets

A character set is a set of alphabetic or other characters used to construct the words and other elementary
units of (a) native language(s).

During the installation of the ERP Enterprise application you must choose a character set. So only one
character set applies for the whole ERP Enterprise environment. Therefore only those languages can
be stored which are supported by the character set that was chosen.

You can choose the following character set types:

®  single byte character sets
B multi-byte character sets
®  Unicode character set

Single byte character sets

Single byte character sets only need one byte to store the character information. As a consequence
max 256 characters are available. The ISO 8859 standard defines several characters sets, also called
locales, to cover the characters of mainly the European languages.

Examples of single byte character sets are:

® |SO 8859-1: mainly west European languages like French, German, Italian etc
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®  |SO 8859-5: supporting Cyrillic languages (Russian).

The lower range, character 000 -127, is the same for all ISO 8859 character sets, the upper range
character 128 — 255, is specific per locale.

The alphabet is encoded in the lower range and therefore the English language is supported with each
ISO 8859 locale (English does not need any additional characters).

The sorting is binary based: The sorting is based on the order the characters are defined in the encoding.
All upper case alphabetical characters, for instance, are sorted before the lower case alphabetical
characters. For example, the ‘Z’ is sorted before the ‘a’.

Multi-byte character sets

Multi-byte characters sets are typically required for languages that have more than 256 characters. A
typical example is Chinese. In the context of ERP Enterprise the multi-byte character sets require 4
bytes per character.

Examples of multi-byte character sets are:

®  BIGS5: Chinese
B Wansung: Korean

Sorting is binary based.

Unicode character set

The Unicode character set is a standardized character set supporting all (modern) languages. This takes
away the limitation of supporting a small set of languages within one ERP Enterprise environment. When
you choose Unicode as character set, you can have for example Chinese, English and French in one
ERP Enterprise environment.

Another advantage of the Unicode character set is that it comes with linguistic sorting rules. When the
data must be visualized in a sorted form, the data will be shown based on the sorting rules as defined
by the ICU standard.

Note

The ICU standard also defines ‘tailoring’, that is fine-tuning the sorting rules to a specific language, which
is not supported by the ERP Enterprise tools.

As a consequence the database size of a Unicode based ERP Enterprise environment is bigger, and
the CPU and memory load on the system are higher than for a multi-byte or single byte based character
set. The choice for Unicode is typically made when multiple languages must be supported or when
linguistic sorting is a preference.

High Ascii Tolerance

Important!

The following only applies to ERP Enterprise environments that do not run in Unicode mode.
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You must set the high_ascii_tolerance resource to 0 in the following situations:
m  |f your ERP Enterprise environment is a production environment and you plan to convert the
environment to Unicode.

®m  |f your ERP Enterprise environment is a development environment and you plan to deliver
software components or translations. If high_ascii_tolerance is not set to 0, problems will occur
when the delivered components are imported in Unicode environments.

To set high_ascii_tolerance to 0, add the following line in the $BSE/lib/defaults/all file:

hi gh_ascii _tol erance: 0

The role of the user locale

This section describes the role of the user locale in the following types of installations:
B single-byte
B multi-byte
B unicode

Important!

It is technically possible to define a different locale for each user ( User Data Template (ttams1110m000)
session). However, this can cause problems. Therefore Infor does NOT support the usage of multiple
user locales. Consequently all users in an ERP Enterprise environment must have the same user locale.

The role of the user locale in a single-byte installation

In a single-byte installation the user locale defines the character set that can be used throughout the
application.

Important!

Infor strongly advises the following:
®  Use a user locale that matches the character set used in the database. In this way “3rd party”
database tools can access the data.
®m  Use a locale that defines a binary sorting order (also known as collation).

®  Choose a binary sorting order in the database as well. For example, in West-European countries
you can use the ISO_BIN1 locale. The character set of this locale is the same as the ISO-8859-1
locale, but the sorting order is binary.

®  Ensure all users have the same user locale. Note that this is not enforced by the tools or
porting set.

The user locale has impact on the following:

B The way data is stored in the database. The user locale determines the code points that are
used to store single-byte characters.

®  Some bshell (3GL) functions:
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The role
In a multi-

mb.locale.info(), including the TSS_GET_IFACTOR and TSS_GET_EFACTOR aspects
set.min()

set.max().

set.fmin()

®m  set.fmax()

The non-Unicode version of BWPrint, which must convert to the proper Windows code page.

Note: to convert data from the ISO locales to Windows code pages, BWPrint uses the _WIN32
versions of the user locale.

of the user locale in a multi-byte installation
byte installation the user locale defines the character set that can be used throughout the

application.

Important!

Infor strongly advises the following:

The user |

Use a user locale that matches the character set used in the database. This character set
must use a binary sorting.

Data is stored in the database using the character set of the user locale. Ensure the correct
character set is specified for the database, so the database treats the characters in the correct
way. In this way “3rd party” database tools can access the data. Otherwise the data could
show up garbled.

Ensure all users have the same user locale. Note that this is not enforced by the tools or
porting set. If users have different user locales, conversion errors occur when a user processes
data of another user, who has a different user locale. This mainly impacts processes that write
to and read from the database. Consequently the user locale impacts any integration that
interacts with the database.

ocale has impact on the following:
The conversion of data from “native” format (MBCS) to TSS and vice versa. The user locale
determines the meaning of the term “native”.

The way data is stored in the database. The user locale determines the code points that are

used to store multi-byte characters.

Some bshell (3GL) functions:

= mb.import$(). This function converts data from “native” format to TSS.

B mb.export$(). This function converts data from TSS to “native”.

®  utf8.export$(). The BaanlV porting set uses the “native” format as intermediate format to
convert from TSS to UTF-8. If the user locale does not match with the data, this can result
in conversion errors.

®  mb.width(). This function returns the width of a string, where width is defined in “number
of display positions”. For example, in the ISO8859n character sets, the “LATIN SMALL

LETTER E WITH ACUTE” character takes 1 display position. However, in the GB2312
character set, it takes 2 display positions.
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mb.locale.info(), including the TSS_GET_IFACTOR and TSS_GET_EFACTOR aspects.

set.min()

set.max()

set.fmin()

set.fmax()

®  The appearance of log messages. The text in log messages is converted from the TSS
character set to “native” format.

u The non-Unicode version of BWPrint, which must convert TSS data to “native” format.

The role of the user locale in a Unicode installation

Since the introduction of the Unicode character set, the role of the user locale has become less important.
In a pure Unicode environment all characters are represented by unique code points. All code points
have a unique interpretation. However, there are still some areas where conversions from and to Unicode
occur.

Example

You work in a Unicode environment. However, your personal user locale is ISO8859. You want to
exchange data between the Unicode environment and another environment. When you perform an
export from the Unicode environment, for example through ERP Enterprise Data Director or EDI, the
export files are in ISO8859 format.

The user locale has no impact on the following:

B The way data is stored in the database. All data in multi-byte columns is stored in Unicode.
The data in single-byte columns is stored “as is” in Unicode; effectively it is interpreted in the
ISO-8859-1 locale. For example, the “LATIN LETTER A” is stored as Unicode code point 0x41.
The code point 0x9e is stored as the Unicode code point 0x9e, which represents the “LATIN
SMALL LETTER E WITH ACUTE” character (é).

®  The normal operation of the bshell. This excludes the following functions:
®  Conversion functions, such as mb.export$() and mb.import$().
®  Functions to acquire information about the current user locale, such as mb.locale.info().
Note: The following functions are not impacted by the user locale:
®m  set.min()
® set.max()
® set.fmin()
®m  set.fmax()

®  The appearance of log messages. The text in log messages is converted from UTF-T to UTF-8
format.

®  The Unicode version of BWprint.

The user locale has a small impact on the dump files as created by the bdbpre utility. Data in the
bdbpre-dump files is in the UTF-8 character set. If the database contains “high ascii” characters, these
characters are converted in the context of the current user locale. Note that the high_ascii_tolerance
resource has no effect on this process. For details, refer to the comment on the conversion of “high
ascii” characters below.
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The user locale has impact on the following:
®  The conversion of data from “native” format (MBCS) to Unicode (UTF-T) and vice versa. The
user locale determines the meaning of the term “native”.
®  The conversion of so-called “high ascii” characters. See below.
®  Some bshell (3GL) functions:
®  mb.import$(). This function converts data from “native” format to UTF-T.
®  mb.export$(). This function converts data from UTF-T to “native”.

®  mb.width() This function returns the width of a string, where width is defined in “number
of display positions”. For example, in the ISO8859n character sets, the “LATIN SMALL
LETTER E WITH ACUTE” character takes 1 display position. However, in the GB2312
character set, it takes 2 display positions.

= mb.locale.info(), excluding the TSS_GET_IFACTOR and TSS_GET_EFACTOR aspects.

u The non-Unicode version of BWPrint, which must convert UTF-T data to “native” format. This
can result in conversion errors because the “native” character set supports only a limited
subset of UTF-T. Therefore, Infor strongly advises to use the Unicode version of BWPrint in
a Unicode installation.

Conversion of “high ascii” characters

The occurrence of “high ascii” characters poses a problem, because one code point can have different
meanings in different character sets.

Example

In the ISO-8859-1 locale, the code point 0xe9 (decimal 233) is interpreted as the “LATIN SMALL LETTER
E WITH ACUTE” character (&).

In the ISO-8859-7 locale, this code point is interpreted as the “GREEK SMALL LETTER IOTA” character
(1)-
To determine the meaning of a “high ascii” character, ERP Enterprise uses the current user locale. If

the user locale is an ISO8859n variant, then this character set is used to determine the correct meaning;
otherwise the ISO85591 character set is used.

Example

The user locale is ISO88597. A string, which contains the 0xe9 code point, must be converted to UTF-T.
The code point is interpreted as the “GREEK SMALL LETTER IOTA” character. The resulting UTF-T
code point is 0x9bbc87b9.

The user locale is ISO88591 and the same string must be converted. The code point is interpreted as
the “LATIN SMALL LETTER E WITH ACUTE” character. The resulting UTF-T code pointis 0x9bbc81e9.

Infor advises to keep the installation clean from “high ascii” characters. To achieve this, set the
high_ascii_tolerance resource to 0.
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Conversions

Character sets can have several encodings; a certain character is represented by an integer and that
integer is converted to a certain encoding.

Unicode for example has 3 standard encodings: UTF-8, UTF-16 and UTF-32.

For ERP Enterprise a Unicode encoding is introduced that fits most with the current architecture. This
encoding is called UTF-T and is in line with the TSS concept. TSS is the ERP Enterprise specific encoding
for the other character sets.

UTF-T is only used during runtime, that means that storage of data is always done in a standard encoding.
Ul

WorkTop/BW/BWPrint

These clients perform a conversion from Windows Unicode encoding to UTF-T or another TSS character
set, dependent on the character set of the ERP Enterprise environment. So, communication between
these clients and the back-end is in TSS format.

Web Ul

Web Ul handles all data in Unicode and also passes the data to the back-end in standard UTF8. In the
back-end the transformation to the TSS character set of the back-end (so, in case of Unicode to UTF-T)
takes place.

Reporting

Unix

In Unix the support for printing in various languages is very limited. The printer drivers, in contrast to
Windows, provide very limited conversion support. Therefore the capabilities of the printer determine
which languages can be supported.

Windows

In Windows the ERP Enterprise reports are printed via BWPrint. BWPrint converts to the Windows
Unicode encoding and therefore any language can be printed.

Integration via Adapter for ERP Enterprise

The Adapter for ERP Enterprise communication is based on Unicode.
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Language Translation Support (LTS)

Infor Enterprise Server (LN) offers a development environment where developing software components
is decoupled from the (human) language related components.

For details, refer to:

® [ anguage Translation Support in the Infor Web Help

u To translate software components in the Infor10 ERP Enterprise Development Tools (LN)
Development Guide (U8883 US)
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Multilanguage Application Data

Overview

When your ERP Enterprise system uses the Unicode character set, you can run multiple languages of
the ERP Enterprise software, such as Chinese, English, and French in one ERP Enterprise environment.

Also, you can enable ERP Enterprise to store shared application data in multiple languages. This is
useful if users from all over the globe are using the same environment. Depending on the user’s software
language, the application data can also be displayed in the same language. If a report for a business
partner is printed, the layout and data of the report are in the business partner’s language.

To do this, you must configure Multilanguage Fields Support. For details, refer to the following section.

Note
You can only configure Multilanguage Fields Support for fields of the Multibyte String data type.

To support all languages available for ERP Enterprise in one environment, you must install ERP Enterprise
in Unicode mode. Unicode is the standard for multilanguage support and provides a unique code for
each character regardless of the language.

Language types
The following language types exist:

Software Language The language in which the software components,
such as forms and reports, are displayed. For each
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user, the default software language is defined in
the ERP Enterprise user data.

Data Language The language in which the application data is dis-
played. Data languages are linked to users and
software languages.

Base Language The fallback language used to display application
data.
ERP Enterprise uses the following fallback mechan-
ism:

1. ERP Enterprise displays the application data
in the data language specified in your user
data.

2. If no data language is specified in your user
data, ERP Enterprise displays the application
data in the data language linked to your soft-
ware language.

3. If no data language is linked to your software
language, ERP Enterprise displays the applic-
ation data in the base language.

ISO standards

In Infor Enterprise Server (LN) versions prior to 8.4.1, the coding of data languages is based on the ISO
639-2 standard. However, this standard is not sufficient for coding languages such as Simplified Chinese,
Traditional Chinese and Portuguese, and Brazilian Portuguese.

To support these languages, language coding in Infor Enterprise Server (LN) 8.4.1 and higher is done
according to the ISO standards used for Java programs. A data language code consists of:

®  Alanguage code based on the ISO 639-1 standard.
®  QOptional: a country code based on the ISO 3166-1 standard.

The language code and the country code are separated by an underscore (_).

For example:
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Configuration

Prerequisites

Data Language Description

de German

en_GB English_UNITED KING-
DOM

en_US English_UNITED STATES

he Hebrew

it Italian

ja Japanese

nl Dutch; Flemish

pt BR Portuguese_BRAZIL

pt PT Portuguese_ PORTUGAL

zh_CN Chinese_CHINA (Simpli-
fied)

zh TW Chinese_TAIWAN (Tradi-
tional)

Important!

To use the new Enterprise Server 8.4.1 coding standards, a migration can be required for data languages
created in earlier Enterprise Server versions. For details, refer to the Specific Installation Guide - Updates
(U9497 US), chapter To migrate Data Langauages.

To support multilanguage fields, ERP Enterprise must be installed in Unicode mode. You can choose
the Unicode character set in the ERP Enterprise Installation Wizard.

For more information on the prerequisites for a Unicode installation, refer to the Technical Notes.
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Important!

Before you start the configuration of Multilanguage Fields Support, it is recommended you create a
backup of the application data. For example, you can extract your application data through the Create
Sequential Dump of Table (ttaad4226m000) session, or you can create a backup through the backup
tools in your RDBMS.

To configure Multilanguage Fields Support

Step 1: Enable support for Multilanguage Fields

To enable support for Multilanguage Fields, complete the following steps:

1.
2,

Start the Parameters Multi Language Support (ttadv4106m000) session.

Configure Multibyte and Unicode, and perform the required steps for this configuration. See
the instructions displayed in the session's window.

Select the Multi Language Fields Support check box.
Save the changes and close the session.

Step 2: Define data languages

To define data languages, complete the following steps:

1.
2,

Start the Data Languages (ttaad1111m000) session.

Define the desired data languages. A data language consists of an ISO 639-1 language code
and, optionally, an ISO 3166-1 country code. You can zoom to the ISO 639 Languages
(ttaad1512m000) session and the ISO 3166-1 Countries (ttaad1513m000) session.

Define the base language: Select a data language and, on the Specific menu, click Make
Base Language.

Note: The base language is used as a fall back language. Application data is displayed in the
base language if both of the following scenarios occur:

®  No data language is defined in the user data of an ERP Enterprise user.

®  No data language is linked to the user's software language.

Convert the data languages to the runtime data dictionary. On the Specific menu, click Convert

Data Languages to Runtime. The conversion process generates the $BSE/lib/data_langs
file.

Important:

= Only perform this step if you are sure you no longer want to change the base language.
See the restrictions listed in the online help of the Data Languages (ttaad1111m000)
session.

®  During the conversion to runtime, all users must be logged off.

®  When the conversion to runtime has finished, you must restart the ERP Enterprise
environment.
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5. Close the session.

Data Languages have a status that is used to control their life cycle. For details, refer to "Life cycle of
a data language" in the online help of the Data Languages (ttaad1111m000) session.

Step 3: Link data languages to software languages

You must link data languages to the corresponding software languages.

To link a data language to a software language, complete the following steps:

1. Start the Software Languages (ttaad1510m000) session.

2. To start the Software Languages (ttaad1110s000) session, double-click a software language.
In the Data Language field, enter the desired data language.
Note:

®  You can zoom to the Data Languages (ttaad1111m000) session.
®  You can only select data languages with status "Base Language" and "Available".

= |f you leave the Data Language field blank, ERP Enterprise displays the application data
in the data language defined in the user data of an ERP Enterprise user, or in the base
language.

3. Save the changes and close the sessions.

To ensure that application software and application data are displayed in the same language, link the
data languages to the software languages.

Step 4: Register Multilanguage Tables and Table Fields

Register the tables and table fields that must be multilanguage enabled.

For all package combinations you want to be multilanguage-enabled, complete the following steps:
1. Start the Registered Tables with Multi Language Fields (ttadv4137m000) session.
Select a package combination.
Add the tables you want to be Multilanguage Enabled.
Double-click a table. The Registered Multi Language Fields (ttadv4138m000) session starts.
For each field you want to be multilanguage enabled, select the Enabled check box.
Save the changes and close the sessions.

o g kw0

Step 5: Convert to runtime

To convert the multilanguage settings to the runtime data dictionary, complete the following steps:
1.  Start the Convert to Runtime Data Dictionary (ttadv5215m000) session.
Select the Tables check box and the Reconfigure Tables check box.

2
3. For package combinations, packages, and tables, enter the appropriate selection ranges.
4. Click Convert to Runtime.
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Note

Optionally, start the User Data (ttaad2500m000) session, and define a data language per user. The
data language specified in the user data takes precedence over the data language linked to a software
language. For more information, refer to "Language types" earlier in this section.

Data translation

When a user inserts new records, the multilanguage field descriptions are stored in the user's data
language. ERP Enterprise automatically copies the new field descriptions to the other data languages.
These descriptions must be translated to ensure that all users who are running another data language
code can read the new fields in their own language.

It is recommended to assign dedicated users to perform the data translation; these users must be
authorized to switch between different data languages.

To ensure that a user can switch to another data language, you must select the Switch Data Languages
check box in the user's user data template properties ( User Data Template (ttams1110m000) session).

Web Ul and WorkTop users can switch to another data language:

Web Ul user On the Options menu, click Infor ERP Options.
Subsequently, click Change Data Language.

WorkTop user On the Tools menu, click Change Data Lan-
guage.

Insertion and translation process

The steps that you must take to translate multilanguage field descriptions depend on the data language
the new records are entered in. See the following sample scenarios:

Scenario 1: A user works in the base language and inserts a record

1.  When the user inserts a record, the descriptions of the multilanguage-enabled table fields are
inserted in the base language code, and are automatically copied to all other linked data
languages.

2. For each table involved, you must run the Print Multi Language Application Data
(ttadv4438m000) session. The session prints a report that shows the records that must be
translated to other languages.

3.  Switch to the other data language(s) and translate the descriptions of these records.

Scenario 2: A user works in another language and inserts a record

1. When the user inserts a record, the descriptions of the multilanguage enabled table fields are
inserted in the other language code, and are automatically copied to all other available data
languages and the base language.
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For each table involved, you must run the Print Multi Language Application Data

(ttadv4438m000) session. The session prints a report that shows the records that must be

translated.

Switch to the base language and translate the descriptions of these records to the base

language. The translated descriptions are automatically copied from the base language code

to all other available data language codes.

®  Note: the descriptions in the original language code (the language code the records were
created in) are overwritten.

Run the Print Multi Language Application Data (ttadv4438m000) session again for each table
involved . The session prints a report that shows the records that must be translated from the
base language to other languages.

Switch to the other data language(s) and translate the descriptions of these records.

®  |mportant: You must also translate the descriptions stored in the original language code
(the language code the records were created in).
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Sensitivity Labeling

Sensitivity labeling

This section describes how you can configure sensitivity labeling. Sensitivity labeling enables you to
give information about the sensitivity of provided data.

Concept

Sensitivity labels have an inherent hierarchy, as each label implies a more restrictive sensitivity than
the next. For example, sensitivity labels have different levels of sensitivity, such as “Company Sensitive”
and “Highly Sensitive”, which increase in order of sensitivity.

You must define the sensitivity level at either the table-field level or at the table level. Each field or table
requiring a certain sensitivity level must be assigned the appropriate sensitivity label. When you specify
a table, all fields in the table have the same sensitivity level, except those fields for which you have
defined another sensitivity.

You can assign a sensitivity label to individual sessions and reports. Sometimes the assignment based
on table fields is not applicable. For example, a calculated value on a report may be sensitive because
it is based on a sensitive table field.

Sensitivity labels are shown on forms and reports.

To configure sensitivity labeling

To configure sensitivity labeling, take the following steps:

Step 1: Enable sensitivity labeling

Start the Maintain Parameters (ttaad0100m000) session and select the Sensitivity Labeling check
box.

Step 2: Define sensitivity labels
Start the Sensitivity Labels (ttaad3150m000) session.
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This session allows you to:

®  Define sensitivity labels and their sensitivity level.
®  Assign color schemes (which are only used during form presentation) to sensitivity labels.

Step 3: Assign sensitivity labels to table fields

Start the Sensitivity Level of Table fields (ttaad3151m000) session. This session allows you to assign
sensitivity labels to tables or table fields.

The Print Impacted Components session allows you to print a list of reports which will get a sensitivity
label based on the defined fields.

Step 4: Optionally: Assign sensitivity levels to specific sessions and reports

You can use the Sensitivity Level of Reports and Sessions (ttaad3152m000) session to assign sensitivity
levels to specific sessions and reports.

Step 5: Convert sensitivity labels to runtime

Convert the sensitivity label definitions to the runtime data dictionary. This generates various files, whose
names start with ‘sensitivity’ in the $BSE/lib directory.

At runtime, ERP Enterprise uses these files to identify whether sensitivity labels must be applied.

Note: Reports registered for the Production Reporting Service ( Infor Bl Production Reporting Registered
Reports (ttaad3546m000)) will be recompiled. As a result, a new design document is published on the
blackboard.

Runtime behavior

Sessions

ERP Enterprise determines the sensitivity label on session level. If multiple fields of a session have
sensitivity labels assigned, the most sensitive label is allocated.

The label is displayed in the upper left corner of the data area of the form. The font size is a predefined
size of 1.5 (default size), and the font style is bold.

The color of the label is based on the color scheme assigned during configuration.

Reports

The sensitivity label is repeated and displayed in the upper left corner of each new page.

Output devices with font size capabilities, such as PDF and Windows printing, use the following font
settings:

®  Font size: 1.5 times the default font of the report.
®  Font style: bold.
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Homepages introduction

Introduction

Infor delivers various predefined homepages with ERP Enterprise, such as the following:

Sales Administrator homepage.

®  Accounts Payable Administrator homepage.
®  Accounting Manager homepage.

®m  Service Coordinator homepage.

Homepages are used as a start point for navigation for particular roles, such as Warehouse Manager
or Warehouse Administrator. A homepage automatically preselects all the work a user must do in ERP
Enterprise.

Each homepage contains various dockable panels which can display HTML content. The homepage
functions as an up-to-date dashboard on performance and workload.

Important!

Homepages are only available in Web Ul.
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Homepage structure

A homepage consists of multiple panes such as the following.
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A homepage delivered by Infor usually consists of the following panes, but this is not mandatory:

Alert pane

Displays the alerts (if any).
Examples of alerts are:
Orders that have passed the due date.

®m [ ate receipts.
®  QOrders that are not released yet.
u

A price variance that falls outside the toler-
ance.

Alerts are linked to conditions. An Alert is only dis-
played if the corresponding condition is met.

Workload pane

Displays the workload assigned to a specific record,
for example a specific buyer.
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The Workload pane in the previous figure shows
the tasks that you must perform for a specific buyer:

®  There are purchase orders waiting for approv-

al.

® A number of purchase orders must be con-
firmed.

B There are no requisitions that must be pro-
cessed.

= And so on.

When you double-click a task, the corresponding
(overview) session starts. For example, when you
double-click the Unapproved Orders task, the Pur-
chase Orders (tdpur4100m000) session starts.

Shortcut pane (Quick Links pane)

Displays useful quick links.

A quick link is a shortcut to a details (data entry)
session, or to a batch session, for example a global
update session.

Report pane Contains hyperlinks to frequently used reports. The
hyperlinks can start ERP Enterprise sessions or
Web pages, for example Cognos reports.

Graph pane Displays reports that show major statistics or key

performance indicators. The reports offer many
useful features, such as:

B Many chart types are supported, for example
pie charts, line charts, and bar charts.

® A graph can have a dialog attached, where
you can enter selection criteria.

Resource files

The language-dependent content of an ERP Enterprise homepage, such as the homepage's title and
the titles of the panes used in the homepage, is stored in resource files.

Each resource file contains data for only one language. The homepages and reports developed by Infor
are delivered with English resource files. To run these homepages and reports in other languages, you

must translate the corresponding resource files.

For more information, refer to To translate resource files.
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Personalization by Web Ul end users

To change the look and feel of their homepages, end users can do the following:
®  Move and dock panels in different locations.
B Resize, minimize, and maximize panels.

®  Drag items to another position within the Work Load pane, the Alert pane, and the Shortcut
pane.
Add new shortcuts.
Switch between large and small icons.

®  Personalize the Work Load pane and Alert pane: For example, an end user can define
thresholds. A Web Ul administrator can also specify refresh rates.

For more information, refer to the Web Ul online help.

Homepages delivery

The homepages are stored as additional files on the ERP Enterprise server.

For each homepage, Infor delivers two additional files:
® A homepage archive file, which contains the language independent content of the homepage,
such as the structure of the homepage and its panes.

® A homepage property file, also known as a resource file. This file contains language-dependent
content in the language the homepage was developed in. The homepages that Infor delivers
are developed in English.

The additional files are delivered during the installation of ERP Enterprise. Updates and new homepages
are delivered through PMC solutions.

File names
The names of the homepage archive files and homepage property files have the following structure:

File type File name structure
Homepage archive file [homepage-id (max. 28 characters)].HPA
Homepage property file [homepage-id (max. 28 characters)] _[ISO 639 lan-

guage code]_[ISO 3166 country code].properties

Note: The country code is optional, and is only used
for a few languages.
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Example:
The following files are delivered for the Warehouse Manager homepage:

®  warehousemanagerhomepage.HPA: Homepage archive file
®  warehousemanagerhomepage_en.properties: English Property file

Note

You can translate the contents of the homepage property files to other languages. For details, refer to
the Infor10 ERP Enterprise Development Tools (LN) Development Guide (U8883 US).

Predefined homepages delivered by Infor

Various predefined homepages are available in ERP Enterprise, such as:

®  Accounts Receivable Administrator
Buyer

Planner

Project Manager

Sales Administrator

Service Coordinator
Shipping/Receiving Administrator
Shop Floor Supervisor

Warehouse Administrator
Warehouse Manager

To obtain these homepages, install PMC solutions 221767 and 221768.

To install and configure Homepages

Before Web Ul users can use homepages, you must import the corresponding additional files into their
Web Ul user profiles.

Prerequisites

®  The homepages you want to import must be present as additional files on your ERP Enterprise
server. If an additional file is not present, you must first install the corresponding PMC solution.

®  To view the reports in the homepages delivered with ERP Enterprise, install the ERP Enterprise
Report Viewer on the Web Ul server. For details, refer to the Infor Web Ul - Installation and
Configuration Guide (U8715 US).
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To import homepages
To import homepages, complete the following steps:

Step 1: Start the Web Ul administration console

To start the Web Ul administration console, point your browser to the appropriate URL; this URL has
the following structure: htt p: / /[ host nane] : [ port] /[ webui -root]/servl et/ adm n.

Step 2: Open the Homepage Import page
1. Inthe Infor ERP LN Web Ul Administration pane, click Infor ERP. A list of Web Ul
administration pages is displayed.

2. Openthe Homepage Import page. The Web Ul user profiles are displayed in the page’s right
pane.

Step 3: Import the homepages

In the Homepage Import page, complete the following steps:
1. Connect to the ERP Enterprise server: In the Login group box, select an ERP Enterprise
environment, enter a login code and a password, and click Connect.

2. Inthe Package Combination field, select a package combination. The homepage archives
in the selected package combination are displayed per package/module.

3. Select the homepage archives you want to import.

4. Select the Web Ul user profiles into which you want to import the homepage archives.

5. Click Import.

m  Before Web Ul users can use the new homepages, they must log off and log on using the
updated user profiles.

®  Homepages created in the first release of Web Ul 8.4 are delivered in .zip files. To import
homepages from a .zip file, use the Homepage Import From File page; this page is located
under the Infor ERP LN Web Ul Administration node. For more information, refer to the Infor
Web Ul - Installation and Configuration Guide (U8715 US).
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Shared Memory

The shared memory is a part of physical memory intended for common use. Programs communicate
with each other through shared memory. Shared memory results in faster access to the components
loaded in shared memory. Before starting the application, shared memory must be initialized and setup.
A prerequisite for using shared memory is that it should be supported by the hardware and have sufficient
internal memory at its disposal.

To enhance the performance of your ERP Enterprise system, you can load program objects and report
objects into the shared memory.

To load objects into the shared memory

After the installation of ERP Enterprise, various objects are already loaded in the shared memory.
This section describes the procedure to load additional objects into the shared memory.

ERP Enterprise uses a lot of DLLs; therefore, it is difficult to decide which objects should be loaded into
the shared memory. Before you fill the shared memory, you can use measurement tools to identify which
objects are frequently used and suitable to load into the shared memory.

A shared memory configured based on the measurement information improves the processing speed
of your ERP Enterprise application.

To load objects into the shared memory, complete the following steps:

Step 1: Activate logging
To gather statistics on the usage of objects, start the Logging Parameters (ttaad4153m000) session.
Optionally, click Cleanup to remove the currently stored shared memory measurement data.

Specify the time frame in which shared memory logging must take place. If you do not define a time
frame, no logging will be done.

After you specify the logging parameters, click Convert to Runtime. You can only run the Convert to
Runtime command on a Master Application Server.
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The measurement will start for all bshells started after the conversion is run, taking the defined time
frame into account. The logged information of a bshell is stored when the bshell is closed.

For details, refer to the session help.

Step 2: View object usage statistics

After the period of shared memory measurement has ended, start the Shared Memory Object
Measurement (ttaad4152m000) session.

Use this session to view statistics on the object usage in the bshell. The session displays, among other
things, the number of times an object was loaded during the measurement period. This information helps
identify which objects are frequently used and should be loaded into the shared memory.

Optionally, click Print to print a Shared Memory Object Measurement report.
Optionally, on the Specific menu, click Cleanup to remove the shared memory measurement data.

For details, refer to the session help.

Step 3: Optional: Allocate shared memory for package combinations

Start the Shared Memory Data (ttaad4156m000) session and click Allocate. The Allocated Memory
Shared Memory (ttaad4155m000) session starts. Specify, per package combination, the amount of
memory (in MB) allocated for object usage in shared memory.

For details, refer to the session help.

Note: This step is optional. If you do not allocate memory for a package combination, or if you allocate
0 MB for a package combination, the amount of shared memory for the package combination will be
unlimited.

Step 4: Specify shared memory data

Start the Shared Memory Data (ttaad4156m000) session. In this session, you can specify shared memory
data in the following ways.

Import objects from measurement On the Specific menu, click Import Objects from
(Recommended) Measurement. The Import Objects from Measure-
ment (ttaad4255m000) session starts.

Use this session to do one of the following:

B |mport a range of program objects and/or re-
port objects from the object measurements
into the shared memory data.

Import the most frequently used objects until
the allocated memory, defined in the Allocated
Memory Shared Memory (ttaad4155m000)
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session, is reached. To do this, you must se-
lect the Fill remaining allocated memory
with most counted objects check box. The
current shared memory data is deleted first,
except the objects marked as Fixed.

This option is recommended. A shared
memory filled with the most frequently used
objects improves the processing speed of your
ERP Enterprise application.

Import objects from DD On the Specific menu, click Import Objects from
DD. The Import Objects from DD (ttaad4254m000)
session starts. Use this session to import a range
of program objects and/or report objects from the
Data Dictionary (DD) into the shared memory data.

Manually add objects To manually enter objects in the grid, click New.

Note

®  |fone or more objects are defined for a package combination, the domains and table definitions
of that package combination will also be loaded into the shared memory. You cannot add
individual domains and table definitions.

®  Tools objects (objects of packages tt and tl) do not belong to a package combination, and are
therefore stored in the dummy <empty> package combination. To create a list of Tools objects
to be loaded into shared memory, leave the Package Combination field empty.

®  You can mark objects as Fixed. Fixed objects will not be removed from the shared memory
data when you run the Import Objects from Measurement (ttaad4255m000) session with the
Fill remaining allocated memory with most counted objects check box selected.

For details, refer to the session help.

Step 5: Convert the shared memory data to Runtime

On the Specific menu in the Shared Memory Data (ttaad4156m000) session, click Convert to Runtime.
You can only run this command on a host defined as Master Application Server (MAS).

When the conversion is complete, click OK and close the session.
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Step 6: Restart the shared memory

The procedure to restart the shared memory depends on the operating system of the ERP Enterprise
server.

Operating System Procedure

To restart the shared memory, complete the follow-
ing steps:

Windows

1.  Start the Enterprise Server Service Manager.

2. Right-click the Shared Memory Service, and
on the shortcut menu, click Stop.

3. Right-click the Shared Memory Service again,
and on the shortcut menu, click Start.

UNIX To restart the shared memory, complete the follow-
ing steps:

1. Log off from ERP Enterprise.

2. Log onto the ERP Enterprise server as user
root.

3. Enterthe following commands:
# cd $BSE/ bin
# ./srdd_init6.2 -i

Note

For more information on shared memory, refer to Infor Enterprise Server (LN) Technical Manual (U8172
us).
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Customer Defined Fields

The Customer Defined Fields (CDF) sessions in the ERP Enterprise software make it possible to store
additional information in tables without creating so-called customization. You can find these sessions
in the Tools menu under Application Configuration.

Customer Defined Field Sessions

The Customer Defined Field software consist of the following sessions:

®  Parameters Customer Defined Field (ttadv4590m000).
Customer Defined Fields (ttadv4191m000 and ttadv4591m000).
Export Customer Defined Fields (ttadv4291m000).

Import Customer Defined Fields (ttadv4292m000).

Print Customer Defined Fields (ttadv4491m000).

Online help is available per session.

Note

The CDF menu will only be added for sessions run in the Web UI.

Configuration

To be able to enter the CDF menu structure, the user must be authorized to define Customer Defined
Fields. Authorization is based on two conditions:

®  CDF must be enabled for this environment by setting the Parameters Customer Defined Field
(ttadv4590m000) session.

®  The Authorization Management System (AMS) setting must permit this user to run the session
Customer Defined Fields (ttadv4591m000). This zoom session is only reachable through the
menu session ttadv4191mO000.
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When the user selects the Customer Defined Fields menu, the session ttadv4591m000
will be started for the current main table. The user can add CDFs for the table corresponding
to the current session.

Maximum number of Customer Defined Fields

The number of Customer Defined Fields per table can not exceed 20. When a user tries to add the 21st
Customer Defined Field to a table, an error message will occur.

Restrictions

The following

restrictions have been defined:

®  Tools tables (package tt and tl) can not contain CDFs.

EDI

Web Ul conditional formatting is not supported for CDFs.
Easy SQL is not supported for CDFs.

is not supported for CDFs.

Except for reporting through the Reporting Studio and Reporting Viewer, reporting is not

supported for CDFs.

®  External integrations (for example, Infor Integration, EDI, Exchange, Office integration,
SOA-based integration) do not support CDFs.
®  CDFs are not supported in program scripts.

®  CDFs are not supported in headers of multi-main table (MMT) sessions.
u Table authorizations, such as only Read access, do not work for CDFs.
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Scrollbars

ERP Enterprise sessions support these types of scrollbars:

Old scrollbar This scrollbar is inaccurate. The scrollbar slider has
a fixed size. It does not reflect the number of re-
cords in the session. The slider is at the top, in the
middle, or at the bottom of the scrollbar. It does not
indicate the relative position in the dataset.

This scrollbar is only supported in WorkTop. In Web
Ul, navigation buttons are displayed instead of this
scrollbar.

New scrollbar This scrollbar is more advanced. The size of the
scrollbar slider is inversely proportional to the
number of records in the session. The position of
the slider indicates the relative position in the data-
set.

This scrollbar is supported in WorkTop and Web
UL

The new scrollbar requires calculation at session startup. Therefore it can affect the performance of a
session. The impact on the performance is proportional to the number of records in a session.

To avoid a performance decrease, you can:

®  Disable the new scrollbar for sessions that contain many records.
For details, refer to To disable the scrollbar for sessions with many records (p. 210) .

®  Disable the new scrollbar for any session, irrespective of the number of records. This is useful
for sessions with not so many records, which start slowly.
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For details, refer to To disable the scrollbar for any session (p. 210) .

If you start a session with a disabled scrollbar in WorkTop, the old scrollbar is displayed.

If you start the session in Web Ul, no scrollbar is displayed. Instead, navigation buttons are displayed.

To disable the scrollbar for sessions with many records
To disable the scrollbar for sessions with many records:

Start the Maintain Parameters (ttaad0100m000) session.
2. Inthe Count field, enter a value.

The scrollbar is automatically disabled for sessions that contain more records than the specified
value.

3. Save the changes and close the Maintain Parameters (ttaad0100m000) session.

To disable the scrollbar for any session

To disable the scrollbar for a session:

Start the Maintain Parameters (ttaad0100m000) session.

2. Click Sessions with a Disabled Scrollbar. The Sessions with a Disabled Scrollbar
(ttaad4180m000) session starts.

3. Add the session, for which you want to disable the new scrollbar, to the list.
For details, refer to the session help.

4. Save the changes and close the sessions.
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Introduction

In some ERP Enterprise sessions, Web Ul users can drag an image from a Web browser or Windows
explorer window, and drop it on the session's form. The dropped image is stored in an image repository
on the server.

Each image in the image repository belongs to an image set. Each image set is linked to an ERP
Enterprise table in a particular company number.

The image repository consists of these components:

®  |mages (ttaad710) table
This table should not be shared between companies.

= Animage folder

By default, this folder is located in ${BSE}/images. You can change the location of the image
folder. For more information, refer to To change the location of the image folder (p. 211) .

The location of the image folder is stored in the Image parameters (ttaad700) table.

To view images in sessions and to drop images on forms, users need authorizations. For more information,
refer to Authorizations (p. 212) .

Note

Drag and drop of images is only supported in sessions where the image is linked to the current main
table or secondary table.

To change the location of the image folder

To change the location of the image folder:

1. Ensure all users have signed out of ERP Enterprise.
2. Start the Image parameters (ttaad7100m000) session.
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3. Inthe Target Directory field, enter the new directory.
4. Click Move Directory.
5. Sign out of ERP Enterprise and sign on again.
6. If necessary, modify the user authorizations. For more information, refer to Authorizations
(p- 212) .
Note

To view the contents of the image folder, in the Image parameters (ttaad7100m000) session, click
Images.

Authorizations

To view images in sessions, users need these authorizations:

®  Read authorization, on operating system level, on the image folder and its contents.
B Read authorization on the Images (ttaad710) table. For more information, refer to Table
authorizations (p. 96) .
To drop images on forms, users need these authorizations:

u Read and Write authorization, on operating system level, on the image folder and its contents.
®  Read and Write authorization on the Images (ttaad710) table.
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HTTPS

HTTPS support with SOAP

HTTPS, (Hypertext Transfer Protocol Secure), is not a separate protocol. It refers to the combination of
a normal HTTP interaction over an encrypted Secure Sockets Layer (SSL) or Transport Layer Security
(TLS) connection. HTTPS connections are often used for payment transactions on the World Wide Web
and other sensitive transactions. SOAP, (originally defined as Simple Object Access Protocol), is a
standard protocol used to communicate with Web Services.

In order to use HTTPS with SOAP, some prerequisites must be met. The correct versions of the porting
set, 4GL Engine and Application Studio must be installed. Also, the mandatory certificates that enable
HTTPS must be installed and accessible by the porting set.

Prerequisites

In order to use HTTPS with SOAP meet these prerequisites:

®  Porting set 8.7a.02

®  Porting set 8.7a.02 is the first porting set to contain proper support for HTTPS and SSL.
The porting set uses the cURL and OpenSSL libraries, and offers 3GL functions to enable
HTTPS.

®  4GL Engine build 3971, solution 1009866

®  The SOAP DLL in this build of the 4GL Engine contains functions such as
SoapService.SetClientCertFile() and SoapService.SetCertAuthorityDir() which are required
for HTTPS.

®  Application Studio build 8.7.0.0229

B The WSDL2Baan tool in this build of the Application Studio supports HTTPS and generates
wrapper functions for using client and server certificates.

B OpenSSL tool version 1.0 (recommended)

®  The OpenSSL command line tool is required for converting certificates from DER and
PKCS12 format to PEM format. It may also be used to generate the hashed file names of
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server certificates (see "To generate the hashed file name of a certificate"). Furthermore,
it can be used to diagnose problems connecting to web sites. If the proper certificates are
already available in PEM format, and no hashed file names are needed, the OpenSSL
tool is not required.

= Perl (optional)
®  Perl (Practical Extraction and Reporting Language) is a scripting language. It is needed

for the ¢_rehash utility script, which may be used to create hashed file names of server
certificates. Note that this utility is not shipped with every distribution of OpenSSL.

Certificates to enable HTTPS

It is recommended that certificates are stored in the $BSE/ securi t y/ cert s folder, under the client
and server sub-folders.

Frbdars *x Hame Sze  Type Date Modified
ToT™ ~ [T2ebsbc24.0 | KB OFie 222011 3:27 M
3 bin = 41566001.0 1KE 0 Fie 2/15/2011 10:54 AM
Db = InforRoatCA.pem 2KE PEMFie 2f2f2011 3:27PM
5 £ seaurity = vsign3.pem IKE PEMFle  2/15/2011 10:54 AM
= I certs
) chent
) server w
< »

The administrator must install the appropriate certificates in the correct location. See “Dealing with
certificates” for some guidance on how to obtain the certificates.

Client certificates

Client certificates authenticate the client side of a connection to the server side (website or web service).
Client certificates can be used to authenticate a user, an organizational unit, or a server. The client
certificate is presented to the server during the SSL negotiation. If the server cannot verify the client
certificate, the connection is refused.

For security reasons the client certificate must be password protected. The password must be kept
secret. Anyone having access to both the certificate and the password can assume the identity of the
legitimate owner of the certificate.

Preferably, client certificates must be stored in PEM format in the $BSE/ security/ certs/client
folder.

The client certificate is specified with the SoapSer vi ce. Set i ent Cert Fi | e() SOAP function. Its
accompanying password is set with the SoapSer vi ce. Set Pri vat eKeyPasswd() SOAP function.

Server certificates

So-called server certificates authenticate a server. They can be self-signed (less secure) or signed by
a recognized certificate authority (CA) such as VeriSign. The server certificate is presented to the client
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during the SSL negotiation. The client trusts the server if it has access to the root certificate of the server
certificate. If the server certificate cannot be verified, the connection is refused.

Preferably, server certificates must be stored in PEM format in the $BSE/ security/ cert s/ server
folder. The administrator can decide to store the certificates in another location.

Furthermore, if the SoapSer vi ce. Set Cer t Aut hori t yDi r () SOAP function is used, the hashed file
names must exist in that directory, and link to or have the contents of the appropriate certificate. An
example of a hashed file name is 415660c¢1.0, which is a hashed file name of the vsign3.pem certificate.

It is also possible to use a so-called CA-bundle, which is a file that contains multiple (root) certificates.
In that case the SoapSer vi ce. Set Cert Aut horityFi | e() SOAP function must point OpenSSL to
the file name of the CA-bundle.

How to... (dealing with certificates)

Certificates must be in PEM format and may need hashing in order for OpenSSL to find the correct
certificate.

This section describes:

®  How to convert a number of formats to PEM format.
®  How to generate hashed file names of certificates.
®  Other commands that may prove handy at some point.

To find out which server certificate is required

To find out which server root certificate is required by a secured website or web service, use the OpenSSL
command openssl s_client —showcerts —connect host:port. For example::

openssl s_client -showcerts -connect ccapi.client.qgval ent.com 443

In the output of the command you will find the certificate chain that is used by the secured connection.
Look for the words “Certificate chain”. Under these words you will find text that resembles the following:

0 s:/C=AU ST=NSW L=Wal | send/ O=QVALENT Pty Ltd/ QU=Terns of use at www. veri sign.
comrpa (c)00/CN=ccapi.client.qgvalent.comi:/O=Veri Sign Trust Network/
OU=Veri Sign, Inc./QU=Veri Sign International Server CA - C ass 3/ OU=vww.
verisign.com CPS Incorp. by Ref. LIABILITY LTD. (c)97 Veri Sign

----- END CERTI FI CATE- - - - -

1 s:/O=Veri Sign Trust Network/OU=Veri Sign, |Inc./OJ=Veri Sign International
Server CA - O ass 3/ OU=www. veri sign.com CPS Incorp.by Ref. LIABILITY LTD.
(c)97 VeriSign i:/C=US/ O=Veri Sign, Inc./OQU=C ass 3 Public Primary
Certification Authority
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----- END CERTI FI CATE----- ---

You may have noticed that the issuer of a certificate (preceded with “i:” in the output) is the subject of

PNl

the certificate (preceded with “s:” in the output) that is next in the chain.

The required root certificate is the one whose subject equals the issuer of the last certificate in the chain.

How to convert a number of formats to PEM format

The OpenSSL command can be used to convert certificates of another format to PEM format.

Converting a certificate in DER encoding to PEM format

A certificate in DER encoding has the extension .crt. To convert for example a vsign3 certificate to PEM
format use this OpenSSL command:

®  openssl x509 -informder -in vsign3.crt -out vsign3.pem

Converting a client certificate in PKCS12 format to PEM format

A client certificate from PKCS12 format has the extension .pfx. To convert for example a ccapi client
certificate to PEM, take these steps:

1. Type the OpenSSL command:
openssl pkcsl2 -in ccapi.pfx -out ccapi.pem

2. Ifthe pkcs12 file is password protected, OpenSSL will prompt for the password. Specify the
Import Password.

3.  When the password is accepted OpenSSL displays the message: "MAC verified OK"

4. OpenSSL will then prompt you for a new password (or pass phrase). Specify the new pass
phrase.

5. Re-enter the same pass phrase, to verify the pass phrase when OpenSSL prompts you with
the message: "Verifying - Enter PEM pass phrase:"

6. When re-entering the password was successful, OpenSSL will exit.
7. On failure OpenSSL will report Verify failure.

Viewing the contents of a PEM certificate

You can view the contents of a certificate in PEM format. To view for example the vsign3 certificate, use
this OpenSSL command: openssl x509 -text -noout -in vsign3.pem
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How to generate hashed file names of certificates

OpenSSL needs hashed file names of server certificates. The hashed file name consists of a hash
obtained from OpenSSL, with a numerical extension starting at 0.

During SSL negotiation OpenSSL receives a server certificate. It calculates the hash of the certificate
and uses the hash to find the appropriate certificate. For example, the hash of the vsign3 certificate can
be 415660c1. OpenSSL attempts to open the file named 415660c¢1.0. When successful OpenSSL
compares the contents with the received server certificate. If they match OpenSSL continues. Otherwise,
OpenSSL attempts to open the file named 415660c1.1, and follows the same procedure etc. If in the
end no matching certificate is found, the connection is refused. The hash of a certificate, in this case
the vsign3 certificate, can be obtained with this command:

openssl x509 -hash -noout -in vsign3.pem

Note

Use version 1.0 or later of OpenSSL. The hashes of earlier versions of OpenSSL are incompatible with
the version of the OpenSSL library linked to the bshell.

The first part 415660c1 of the hashed file name is the hash returned by the openssl command. The
extension .0 of the hashed file name is there to support multiple certificates that have the same hash;
one of them gets extension .0, the other gets extension .1.

The OpenSSL distribution can contain the c¢_rehash script. This convenient Perl script can be used to
create hashed file names of all certificates in a certain folder. For example, to create hash file names
of all certificates in the $BSE/ security/ cert s/ server folder use this command:

c_rehash $BSE/ security/certs/server

Ensure that the c_rehash script uses OpenSSL version 1.0 or later, otherwise unusable hash names
are created. Set the environment variable OPENSSL to use a specific installation of OpenSSL.
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Single Sign On (CAS)

SSO Service based on Central Authentication Service

Infor implemented an SSO Service based on Central Authentication Service (CAS). CAS is an
authentication system originally created by Yale University to provide a trusted way for an application
to authenticate a user. This Service is adopted by ERP Enterprise.

SSO Service

SSO servers, also known as CAS servers, use HTTPS for secure communication. HTTPS only works
when an SSL certificate has been installed in the web server where SSO runs. To let the communication
process between HTTPS and SSO work fluently certificates are being used. Certificates are like a
passport to identify the identity of an SSO server. In this way it is possible to check if the server is a
valid and secure server to communicate with and to check if the correct server is behind the requested
URL. Certificates are stored on the web server where SSO runs and transferred to the client when it
connects.

®  Acquiring a certificate
The server requires a certificate which has been generated by a trusted authority. ERP
Enterprise only accepts certificates which have been generated by this trusted authority or by
the system administrator.

®  Using a certificate
Certificates are generated for a particular system and contain a hostname. Connecting to that
system using a different hostname will result in a certificate which will be marked as un-trusted.
Keep this also in mind when renaming a host. A new certificate has to be generated. Each
server which requires a certificate needs its own certificate.

®m  Verification of certificate
If an end user logs in using the Web Ul, this user will be redirected to the CAS server. First
response of CAS is to send the certificate to the client. This certificate needs to be verified by
the client to make sure that the server is a valid server. For this purpose the client has a list
of all valid certificates. The so-called root certificates. This list is updated automatically. The
client logs in and receives a ticket.

®  Nextstepis to send the ticket to the ERP Enterprise server to actually login. The ERP Enterprise
server verifies the ticket with the CAS server to approve the login and receives the user identity
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(name). The ERP Enterprise server also needs to verify the certificate and needs an up to
date list of the root certificates

To install and setup the SSO Service you need to refer to the Infor PM Dashboards Administration Guide.
In case of questions or problems you can contact the Online Support Web site at www.infor365.com .

Password aging

On a UNIX or Linux system, accounts with password aging that are trying to log in to ERP LN through
SSO will not be blocked in case these accounts are about to expire, have expired, or are disabled.
However, Windows systems will block these accounts.

Ticket granting cookie

The logon window of the SSO service is used to enter username and password, from then only tickets
are passed between applications, that need to be validated with the SSO service. Refer to the Single
Sign On Login Process (p. 220) for more information.

SSO for ERP LN

The SSO credentials will not be used to further logon into for example the RDBMS or another Application
Server. For now the impact will be limited to the authentication service: BaanLogin. This is a rexec like
service that currently accepts usernames and passwords as credentials to authenticate users. If a user
is authenticated, BaanLogin will start the Enterprise Server virtual machine (bshell).

The BaanLogin protocol had two options:
® | OGIN_USER (for username / password validation and subsequent startup of a process)
®  VALIDATE_ONLY (for username / password validation only).

Next to these two options a new option is created:

m SSO_LOGIN_USER for the correct BSE environment information to start the bshell.

Performance

The logon process will take multiple validation steps. As the SSO service will be on a central server,
several of these steps will include network round-trips. This new approach will therefore slightly increase
CPU consumption on the Web Ul server and also slightly increase the network load. The central Infor
SSO server must be powerful enough to handle multiple parallel authentication requests. From a user
perspective however, an extra logon step is removed. The end-to-end process for the end user therefore
will be faster.

Single Sign On Login Process

In case of Single Sign On ( SSO) the user will no longer directly logon to the back-end. First the user
must connect to the Infor SSO with a username and password. Therefore they only need to log on once
without being prompted for their username and password every time they want to start an Infor application.
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Logon Window

For example: an end user wants to logon using the Web Ul. This user will be redirected to the CAS
server to logon to SSO. The logon window of the SSO service is displayed. This window is used to enter
username and password to check if the user is authenticated.

Tickets

After a valid authentication, a ticket granting cookie will be generated and stored in the Browser. The
login screen will not reappear anymore. Subsequently, only tickets are passed between applications,
which must be validated with the SSO service. Note that if Web Ul is started from a homepage the user
has already logged on and a ticket is already available in the Browser. No login screen will appear.
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Glossary

Base VRC

A means in PMC to identify products in a unique way. Updates at the distributor side are provided with
the base VRC identifier. A base VRC can contain the code of the physical VRC in which the related
master product is installed, for example, B61_a, but can also be a code not related to a physical VRC,
for example, 7.6_a_tt. At the recipient side, every update VRC is linked to a base VRC identifier. The
installation process checks if the base VRC identifier of the update matches with the base VRC identifier
of the update VRC. If not, you cannot install the update in that update VRC.

BOL
See: Business Object Layer (p. 223)

Business Object Layer

A set of standard DLLs from ERP Enterprise 6.0 onwards. The Business Object Layer invokes ERP
Enterprise business logic methods that handle the persistency of a Business Object

Acronym: BOL

BW
See: ERP Enterprise windows interface (p. 225)

Collection

In PMC, a collection is a group of individual solutions. At the PMC distributor side, you can perform
grouping in various ways, for example, manual grouping based on a functional topic or grouping based
on solutions created in a particular period etc. You cannot define dependencies between collections. At
the recipient side, the entity collection is not available. When a collection is scanned, the individual
solutions are added to the PMC registry and can be processed individually.
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Co-requisite

In general, co-requisites are defined between solutions of a standard product and derived products.
Co-requisites guarantee that related products are updated simultaneously under the condition that the
update VRCs of the related products are linked to the same VRC combination. The order of installation
is not relevant. The solutions can have the same base VRC, or different base VRCs.

Customization

A derived product, meant to fulfill the requirements of a specific customer or group of customers.

Database group

A group of database users with the same authorizations and rights. When you add a database user to
a database group, the user automatically receives the group's authorizations and rights.

Database user

An ERP Enterprise user that is also authorized to access the database. The configuration information
for the database user contains all the necessary settings to log on to a database. When the user logs
on, these settings are automatically loaded. Every database user must belong to a database group.

Data Language

The language in which the application data is displayed. Data languages can be linked to users and to
software languages.

A data language consists of an ISO 639-1 language code and, optionally, an ISO 3166-1 country code.

For more information, refer to Multilanguage Application Data (p. 187) .

Dependency

In PMC, the relation between solutions. Dependencies are defined at the PMC distributor side and are
part of the meta data of a PMC solution and guarantee that PMC solutions are installed in the correct
configuration and sequence at the PMC recipient side.

The following values indicate the dependency type between solutions.

Three dependency types are available:

L] Pre-requisites
u Co-requisites
u Post-requisites

You can only install solutions that are dependent on other solutions if the other solutions are already
present, or are also installed.

The same dependency types exist between Patches. However, to keep the descriptions readable, only
solutions are mentioned, but patches are meant as well. One exception applies: the post-requisite type
is not applicable to patches.
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ERP Enterprise user

A person who uses the ERP Enterprise application.

ERP Enterprise windows interface

A windows-based interface program between the user and the ERP Enterprise servers. The ERP
Enterprise windows interface runs on the user workstation and communicates with the Bshell.

Acronym: BW

Feature Pack

See Service Pack.

Installation run

In PMC, a group of solutions that were installed together. This can be a range of solutions, a solution
with pre-requisites, or a combination of both.

Obsolete solution

Obsolete solutions are an administrative aid to manage the synchronization of updates at the PMC
recipient side when you install a Service Pack. An obsolete solution does not contain software
components.

Package combination

A combination of several different packages with specific VRCs. A package combination represents a
complete usable version of ERP Enterprise.

In the User Data (ttaad2500m000) session, each user is linked to a package combination, that determines
which version of the software the user can use. In the Companies (ttaad1100m000) session, each
company is linked to a package combination, to indicate which version of ERP Enterprise is appropriate
to handle the data in that company.

package VRC

See: Version - Release - Customer (p. 231)
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Package VRC

A version of a package, for example, tc B610 a cus1. In general, one version of a software component,
such as a session, a table, or a form, is stored in one particular package VRC.

A developer can usually modify software components only in a particular package VRC.

The code of a package VRC consists of:
u Package code, for example, 'tc'

m  Aversion (VRC) code, for example 'B610 a cus1’, built up of:
= \ersion
B  Release
®  Customer

PAM
See: Pluggable Authentication Modules (p. 227)

Password aging

Password aging is a technique used by system administrators to defend against bad passwords within
an organization. Password aging means that after a set amount of time, usually 90 days, the user will
be prompted to come up with a new password. The theory behind this is that if a user is forced to change
his password periodically, a cracked password is only useful to an intruder for a limited amount of time.
The downside to password aging, however, is that users are more likely to write their passwords down.
With password aging the system administrator can set minimum and maximum lengths of time for which
the password is valid. Maximum time lengths force users to change passwords regularly. Minimum
lengths prevent users from quickly changing the passwords back.

Patch

In PMC, a patch is a collection of Solutions. In general a patch contains solutions created in a larger
time period. The patch entity is both known at the PMC distributor and PMC recipient side. Patches are
an indivisible set of solutions. You cannot install or uninstall individual solutions that belong to a patch
at the PMC recipient. You can only install or uninstall patches as a whole. Yo can define dependencies
between patches. Patches leave the Base VRC that is linked to the update VRC at the PMC recipient
unchanged. The existing PMC registry will remain and will be extended with data of the newly installed
patch. Patches only permit the most recent version of software components to be maintained. Patches
in general mainly contain corrective solutions.

Note
In PMC versions earlier than ERP Enterprise 6.1, the synonym Service Packs was often used for patches.
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Pluggable Authentication Modules

Pluggable authentication modules or PAM are a mechanism to integrate multiple low-level authentication
schemes into a high-level API, which allows for programs that rely on authentication to be written
independently of the underlying authentication scheme. PAM were first developed by Sun Microsystems,
and are currently supported in AIX, HP-UX, Solaris, Linux, FreeBSD and NetBSD.

Acronym: PAM

PMC
See: Product Maintenance and Control (p. 228)

PMC distributor

The functional part of PMC that manages the creation of Updates. PMC Distributor is especially used
by software vendors who create updates.

PMC recipient

The functional part of PMC that manages the installation of Updates. Customers, who install updates
in particular use PMC recipient.

Post-requisite

Post-requisites are mainly meant to prevent the installation of bad solutions. In general, a post-requisite
is a link from an earlier, bad solution to a more recent, correct solution.

Pre-requisite

Pre-requisites mainly steer the sequence in which solutions are installed. In general a pre-requisite is
the link from a more recent solution to a predecessing solution. Pre-requisites are the most common
type of dependencies. A pre-requisite dependency exists between two solutions if one solution must
have been installed before the other solution is installed. In that case, the first solution is a pre-requisite
for the other solution. Typically, pre-requisite dependencies exist between a solution and a previous
solution, if these solutions have one or more components in common. Pre-requisite dependencies can
only be created to solutions in the same Base VRC.
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Product Maintenance and Control

Product Maintenance and Control (PMC) is a tool that helps a customer manage the updates of the
ERP Enterprise system.

With the PMC tool, you can check all patches against the customer's ERP Enterprise system to verify
their completeness, check any potential interference with the customization, and detect dependencies.

These capabilities ensure the complete and accurate installation of each software patch and Service
Pack. In addition, using the PMC tool enhances the quality of the support being available to customers.

PMC consists of a PMC distributor part and a PMC recipient part.
Acronym: PMC

PVRC

See: Version - Release - Customer (p. 231)

RDBMS
See: Relational Database Management System (p. 228)

Relational Database Management System

A relational database or database management system that consists of tables made up of rows and
columns. In a relational database, the rows of a table represent records and the columns represent fields
with the particular attributes of a record. The records are collections of information about separate items.
The attributes of the records are represented in the columns. The relational database management
system uses data in a specified column of one table to find additional data in another table.

Acronym: RDBMS

Role

From a user point of view, a function, or part of a function in an organization. For example, manager,
secretary, and so on. From an authorization point of view, an identifying name for a group of users. A
role can contain several sub roles.

SCM

See: Software Configuration Management (p. 229)
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Single sign-on

Single sign-on (SSO) is a specialized form of software authentication that enables a user to authenticate
once and gain access to the resources of multiple software systems.

There are at least five major types of SSO or reduced signon systems in common use at the time of this
writing (2005):

Enterprise single sign-on

(E-SSO), also called legacy single sign-on, after primary user authentication, intercepts login
prompts presented by secondary applications, and automatically fills in fields such as a login
ID or password. E-SSO systems allow for interoperability with applications that are unable to
externalize user authentication, essentially through "screen scraping."

Web single sign-on

(Web-SSOQ), also called Web access management (Web-AM) works strictly with applications
and resources accessed with a web browser. Access to web resources is intercepted, either
using a web proxy server or by installing a component on each targeted web server.
Unauthenticated users who attempt to access a resource are diverted to an authentication
service, and returned only after a successful sign-on. Cookies are most often used to track
user authentication state, and the Web-SSO infrastructure extracts user identification information
from these cookies, passing it into each web resource.

Kerberos

is a popular mechanism for applications to externalize authentication entirely. Users sign into
the Kerberos server, and are issued a ticket, which their client software presents to servers
that they attempt to access. Kerberos is available on UNIX, Windows and mainframe platforms,
but requires extensive modification of client/server application code, and is consequently not
used by many legacy applications.

Federation

is a new approach, also for web applications, which uses standards-based protocols to enable
one application to assert the identity of a user to another, thereby avoiding the need for
redundant authentication. Standards to support federation include SAML and WS-Security.

OpeniD
is a distributed and decentralized SSO process, where identity is tied to an easily-processed
URL which can be verified by any server using the protocol.

Acronym: SSO

Software Configuration Management

With software configuration management, a developer can modify and test an own revision of a software
component. Using a check-out and check-in functionality, a software component is locked for others
developers. This method guarantees that no more than one developer can modify the same software
component at the same time.

Acronym: SCM
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Solution

In PMC, the smallest, indivisible type of update. A solution is identified both at the distributor and recipient
side by a unique solution code. The term individual solution is also frequently used and has the same
meaning.

Note

In the PMC software the term solution is often used as an alternative for the term update. A solution can
then be an individual solution, which is the smallest, indivisible type of an update, or a patch.

SSO
See: Single sign-on (p. 229)

Update

In PMC, an update is a set of changed software components, including PMC metadata, which is required
to install the update in a safe and correct way. An update can contain corrective changes or functional
enhancements.

Updates can be delivered in four different configurations:

®  Solutions

®  Collections

u Patches

®  Service Packs

Update VRC

A physical VRC at the PMC recipient side in which updates are installed. Every update VRC has a
base VRC linked.
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Version - Release - Customer

The version - release - customer (VRC) code is an identification of a stage in the development of the
ERP Enterprise software. An example of a VRC is B671_a_ams.

A VRC code consists of:

B Version
A stage in the development in which a major part of the software is modified.

B Release
A stage in the development in which a minor part of the software is modified.

®  Customer
An Extension, Localization, or Customization of the software for a single customer or a small
group of customers.

A VRC can be derived from a preceding VRC. Every software component that is contained in the
preceding VRC and not explicitly modified or set to expired in the current VRC will also be available in
the current VRC.

Synonym: package VRC
Acronym: VRC, PVRC

VRC

See: Version - Release - Customer (p. 231)

VRC combination

A VRC Combination is defined at the PMC recipient side and consists of a set of related Update VRCs.
The VRC Combination will guarantee that, if required, the related update VRCs are updated
simultaneously at the PMC recipient side. In this way, you can avoid compatibility problems between
related update VRCs. For example, if you use the standard application and you also have an extension
installed, you will have two update VRCs defined. If a co-requisite dependency is defined between a
standard solution and a solution for the extension, PMC installs both solutions in one run if you linked
the update VRCs for both standard and extension in one VRC combination.
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