INnfor LN User Guide for GDPR
@ Anonymization



Copyright © 2022 Infor

Important Notices

The material contained in this publication (including any supplementary information) constitutes and contains
confidential and proprietary information of Infor.

By gaining access to the attached, you acknowledge and agree that the material (including any modification,
translation or adaptation of the material) and all copyright, trade secrets and all other right, title and interest
therein, are the sole property of Infor and that you shall not gain right, title or interest in the material (including
any modification, translation or adaptation of the material) by virtue of your review thereof other than the

non-exclusive right to use the material solely in connection with and the furtherance of your license and use
of software made available to your company from Infor pursuant to a separate agreement, the terms of which
separate agreement shall govern your use of this material and all supplemental related materials ("Purpose").

In addition, by accessing the enclosed material, you acknowledge and agree that you are required to maintain
such materialin strict confidence and that your use of such materialis limited to the Purpose described above.
Although Infor has taken due care to ensure that the material included in this publication is accurate and
complete, Infor cannot warrant that the information contained in this publication is complete, does not
contain typographical or other errors, or will meet your specific requirements. As such, Infor does not assume
and hereby disclaims all liability, consequential or otherwise, for any loss or damage to any person or entity
which is caused by or relates to errors or omissions in this publication (including any supplementary
information), whether such errors or omissions result from negligence, accident or any other cause.

Without limitation, U.S. export control laws and other applicable export and import laws govern your use of
this material and you will neither export or re-export, directly or indirectly, this material nor any related
materials or supplemental information in violation of such laws, or use such materials for any purpose
prohibited by such laws.

Trademark Acknowledgements

The word and design marks set forth herein are trademarks and/or registered trademarks of Infor and/or
related affiliates and subsidiaries. All rights reserved. All other company, product, trade or service names
referenced may be registered trademarks or trademarks of their respective owners.

Publication Information

Release: Infor LN 2022.x
Publication Date: December 5, 2022
Document code: In_2022.x_comgdprug__en-us



Contents

Contents

AbOUL this GUIAE.....cuiiiuiiruiiianiiruisiirecieniiraesiesesranssrsestssssrasssrssssssssssssssasssssesssssssasssssesssssssassssassssnass 4
CONTACTING INFOTuiitiiiieiierietrerteert ettt et e e et e e s b e st e ese s esesbeseesessesassasessessesessesessansesersessssensesesessesenseses 4

Chapter 1: GDPR..cciicitettececectececssracessssscsssscsssssscsssssscsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 5
GDPR @NONYMIZAION.c.tiitiiteeciieiecteeiest et et et et e st e stestesteebe et esse e sesssesse s st e seessasssessesssasssessesssansesssesssensesssensen 5
GDPR anonymization - FeSTIICHIONS. ...ccuiiiiiieieieetcrteiest ettt ettt e e te e s e ste et e s e e seebesseessesssansesssanaean 6
GDPR anonymization - deleting related data.......ccceceveeiererienieneieieee ettt se et e e e 7

I @ Xt taeirecinenrocisesraccsestsessesessssescsssrscssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 9

Infor LN User Guide for GDPR Anonymization | 3



About this Guide

About this Guide

This document describes the process to anonymize or delete personal data.

Assumed knowledge

Although you need no detailed knowledge of the LN software to read this guide, general knowledge of the
LN functionality will help you understand this guide.

References

Use this guide as the primary reference for compliance with the GDPR right to erasure.

How to read this document
This document is assembled from online Help topics.
Text in italics followed by a page number represents a hyperlink to another section in this document.

Underlined terms indicate a link to a glossary definition. If you view this document online, clicking the
underlined term takes you to the glossary definition at the end of this document.

Contacting Infor

If you have questions about Infor products, go to Infor Concierge at https://concierge.infor.com/ and create
a supportincident.

The latest documentation is available from docs.infor.com or from the Infor Support Portal. To access
documentation on the Infor Support Portal, select Search > Browse Documentation. We recommend that
you check this portal periodically for updated documentation.

If you have comments about Infor documentation, contact documentation@infor.com.
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GDPR

Chapter 1: GDPR

GDPR anonymization

To comply with the GDPR right to erasure, you can anonymize personal data.

Anonymize means that names, addresses, and so on are made unrecognizable by replacing letters with
asterisks or other symbols that the user can select.

Also, if you anonymize a record, data without referential constraints that is related to the record is deleted.
Forexample, if you anonymize a business partner record, related data such as Notes and Activities is deleted.
See GDPR anonymization - deleting related data.

Referential constraints are constraints because of links to other data. Deleting data with referential constraints
would make the linked data inaccessible and corrupt the database.

Setup

To use the anonymization functionality, in the COM Parameters (tccom0000s000) session, select the
Anonymization check box and select an anonymization character in the Anonymization Character field.
Consequently, the Anonymize command is available in the sessions listed below.

To use this functionality, users require full authorization.

Sessions
You can anonymize personal data in these sessions:

«  Business Partner (tccom4100s000)

+ Business Partners (tccom4500m000)
+ Addresses (tccom4130s000)

+ Addresses (tccom4530m000)

« Contacts (tccom4540m000)

+  Contact (tccom1640m000)

+ Employee 360 (ppmdm0101m100)

+ Employees (bpmdm0601m000)

Anonymizing personal data
To anonymize data:

1 Select a contact, business partner, address, or employee.
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GDPR

2

3

On the appropriate menu:
«  select Anonymize to anonymize personal data Infor ERP LN, or
+  select Anonymize and Report to generate a report, a certificate and anonymize personal data.

Click Yes in the dialog prompting you to confirm or cancel the anonymization.

Consequently, LN does the following:

1 Replaces letters with anonymization character in fields such as name and address fields. The
anonymization character is specified in the Anonymization Character field of the COM Parameters
(tccom0000s000) session.

2 Clearsthevaluesin the fields, such as calendar codes, zip codes, or dates of birth. .

3 Removes pictures.

4  Sets the life cycle statuses to Inactive.

5 Deletes the data without referential constraints that is related to the personal record. For example, if
you anonymize a business partner record, related data such as Notes and Activities is deleted. See GDPR
anonymization - deleting related data.

Note:

You cannot undo the anonymization and the deletion of the related data of an individual's personal data. To
restore anonymized data, you must specify new information in the anonymized fields and re-create the related
data that was deleted.

The Anonymize command is unavailable if a restriction is applicable for an employee record. If a restriction
is applicable for a buy-from or a sold-to business partner, a message is displayed and the anonymization
process is cancelled.

GDPR anonymization - restrictions

You cannot anonymize an employee, business partner, or address, if:

Employee

The last employment date is not specified or is later than the current date.
The employee has unprocessed time or expense sheets.

Customer (sold-to business partner)

The customer has unpaid invoices.

The customer has open:

« Sales quotations, sales orders, sales schedules, or sales contracts
«  Service orders, calls, quotes, or claims

«  Projects or project deliverables

+  Letters of credit

«  Manual freight orders

The customer is not an internal BP or affiliated company.

Supplier (buy-from business partner)

The buy-from business partner has unpaid invoices.
The supplier has open:
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GDPR

« Requisitions, requests for quotations, purchase orders, schedules, contracts, or landed cost lines

« Claims
Address
No restrictions

GDPR anonymization - deleting related data

If you anonymize a contact, employee, business partner, or address, this related data is deleted:

Contact

Activities (tccom6100m000)

Attendee (tccom6105m000)

Attachments (tccom6110m000)

Notes (tcstl1550m000)

Notes History (tcstl1555m000)

Categories by Contact (tccom4141m000)

Contacts by Business Partner Role (tccom4545m000)
Attributes by Contact (tdsmi1123m000)

Employee

Activities (tccom6100m000)

Attendee (tccom6105m000)

Attachments (tccom6110m000)

Notes (tcstl1550m000)

Notes History (tcstl1555m000)

Employee GPS Data (tccom0105m000)
Employee Education (bopmdm0160m000)
Employee Training (bpmdm0170m000)
Employee Exams (bpmdm0180m000)
Employee Certificates (bpmdm0190m000)
Received Personnel Data (tcbod2110m000)
Roles by Employee (tcppl0170m000)

Skills by Employee (tcppl0120m000)
Employees by Team (tcppl0150m000)
Service Employee - Skills (tsmdm1135m000)

Business partner (sold-to and buy-from business partner)

Activities (tccom6100m000)
Attendee (tccom6105m000)
Attachments (tccom6110m000)
Notes (tcstl1550m000)

Notes History (tcstl1555m000)
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GDPR

«  Contact (tccom1640m000)
Contacts are deleted after clicking Yes in the dialog prompting you to confirm or cancel the anonymization.
+  Contacts by Business Partner Role (tccom4545m000)
+  Addresses (tccom4130s000)
Addresses are deleted after clicking Yes in the dialog prompting you to confirm or cancel the
anonymization.

«  Attributes by Business Partner (tdsmi1101m000)

«  Opportunities (tdsmil110m000)

«  Contacts by Opportunity (tdsmi1122m000)

+ Global Addition of Activities (tdsmi2210m100)

«  Attributes by Opportunity (tdsmi1111m000)

«  Document Output Management Rules (tccom6170m000)

Address
«  Delivery Points (tccom4134m000)
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