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About this guide

About this guide

This guide describes how to configure and manage ION Connect, Event Management, Workflow, Data
Catalog and Data Lake using ION Desk.

Intended Audience
The document is intended for this audience:

e System Administrators

» Business Process Administrators
e Database Administrators

« Application Administrators

Related documents:

You can find the documents in the product documentation section of the Infor Support portal, as
described in "Contacting Infor".

* Infor ION Development Guide

e The "Infor Ming.le administration" section in the Infor Ming.le Cloud Edition Online Help
» Infor ION Technology Connectors Administration Guide

* Infor Inbox User Guide

Contacting Infor

If you have gquestions about Infor products, go to Infor Concierge at https://concierge.infor.com/ and
create a support incident.

The latest documentation is available from docs.infor.com or from the Infor Support Portal. To access
documentation on the Infor Support Portal, select Search > Browse Documentation. We recommend
that you check this portal periodically for updated documentation.

If you have comments about Infor documentation, contact documentation@infor.com.
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Infor ION introduction

Chapter 1: Infor ION introduction

Infor ION is an interoperability and business process management platform designed to integrate
applications, people, processes and data to run your business.

Infor ION enables Infor and customer activities to configure a routed infrastructure, setup workflows,
design and activate business event monitors and manage the tasks and alerts through Infor Ming.le TM.

This diagram shows the Infor ION components:

Infor ION

Event Management
Workflow
ION Connect Data Lake
Business task monitoring
Capturing data across the Automates task routing and
Communication and enterprise approvals through workflows and proactive alerting of
secure sharing of data exceptions
cross multiple
platforms
Connecting Infor and
non-Infor applications
in the cloud and on Data Catalog Activities
premises.

Central metadata

management Handle tasks, alerts and notifications

The Infor ION suite is a set of services built by Infor that simplifies connectivity and data sharing across
all applications.

This diagram shows the Infor ION suite:
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ION Desk ION Inbox

Browser-based end-user
interface to view and manage
work and business information

Browser-based interface for easily
modeling and managing ION

Modeling using Mgnaggment Hangle al.?rts,.tasks

graphical modelers conflguratlc_)n and and notifications
securtiy
ION Service Data Lake & Catalog
Robust, scalable and platform-independent Large scale storage of
engines for all ION Services heterogeneous data
Secure and fast data Event management
: 0 Store data and
processing and workflow and activities

metadata

document delivery engines

ION Connect

With ION Connect you can establish connections either between applications, which can be Infor
applications or third party applications, or between two tenants.

You can configure ION Connect through the ION Desk. The ION Desk is an intuitive, browser-based
interface that is used to configure and monitor the ION Service.

In ION Desk, you can model document flows between applications. Such flows can represent a business
process. More technical flows can also be defined. For example, mapping data from a third party
application to a standard business object document as used by an Infor application. You can also use
filtering or content-based routing.

From ION Desk you can deploy your models to ION Service by activating them. ION Service then
processes your documents according to your activated models. ION Desk provides management
screens to monitor the behavior of ION Service and helps in troubleshooting when required.

Event Management

In Event Management you can monitor business events and create alerts when exceptions occur.
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The start point of monitoring are the messages that are published by applications when business events
occur. Monitors are processes that run in the Event Management engine and evaluate these documents
by applying pre-defined business conditions.

There is a predefined set of business conditions that the monitoring engine can apply: comparison
conditions, value change conditions, and document overdue timer based rules. When exceptions are
detected, these are reported as alerts to the business users. The distribution list of alerts is part of the
monitor definition.

Alarms

From ION version 12.0.6 you can model monitoring templates, called “alarm templates”, on the server
side. You can use these templates in the Alarms mobile application or Alarms homepage widget to
define user-defined monitors, called “alarms”.

The templates contain this configuration information:

 The documents to be monitored
e The attributes from these documents that should be evaluated

The definition of the business conditions is delegated to the end user. The result of alarms which
evaluate documents are also alerts, similar to the alerts generated by the monitors from the Event
Management module.

Alarms are configured by business users who must monitor a specific event that must occur in a short
period of time. To monitor a recurring or generic event, you must create a standard Event Management
monitor, that remains active for an indefinite period of time.

Workflow

Workflow in ION is used to model and run business processes such as authorizations, work distribution,
or task-driven workflows across several components.

For authorizations, you can use an approval workflow to approve a purchase order or to sign off a new
item. Such workflows are triggered by the creation of a new item or the submission of a new order.

In the area of work distribution, the workflow ensures that all tasks for a certain event are being distributed
and executed by different users. The advantage of using the Workflow is that you can model how these
tasks are performed, for example sequential or in parallel.
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Activities
Activities is a generic name for Alerts, Tasks and Notifications.

The Pulse engine is the ION component that ensures the communication to the end user. Pulse manages
the Alerts, Tasks and Notifications and distributes them to the users. When users take actions on Infor
Ming.le activities, Pulse records these actions and returns the reply to the engine that generated the
user activity. Pulse is also the component that sends email notifications for Alerts, Tasks and
Notifications.

ION homepages widgets

Using the Homepages application that runs in Infor Ming.le, you can create and configure ION statistics
widgets to monitor ION and its services such as Connect or Pulse.

You can use the business process widgets to manage alerts, tasks and notifications and to view the
workflow status diagram. You can use the Alarms widget to create user-defined monitors that generate
an alert when the business condition is met.

This table shows the ION homepages widgets:

Name Description

Messages and Events Real-time counters of all inbound and outbound messages sent
to and from ION, and the number of open workflows, tasks, and
alerts. This widget replaces the ION Insight widget.

Messages Insight Hybrid Real-time counters of all inbound and outbound messages sent
to and from ION through the Enterprise Connector. This widget
replaces the ION Insight Hybrid widget.

Messages by document Overview of all inbound and outbound messages for a specific
document type. This widget replaces the ION by document widget.

Messages by connection Overview of all inbound and outbound messages for a specific
connection point, including statistics on errors and queue size.
This widget replaces the ION by connection widget.

Workflow Status Overview of started, now open, stopped, and completed workflows
since the time specified, including statistics on completion lead
time. This widget replaces the ION Workflows widget.

Task Status Overview of these tasks:
» Tasks that are now open, including new, unassigned, and
assigned tasks
* Generated tasks
* Canceled tasks
» Tasks that were completed since the time specified

This widget replaces the ION Tasks widget.
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Name

Alert Status

Alert List

Task List

Notification List

Description

Overview of these alerts:

Alerts that are now open, including new, unassigned, and
assigned alerts

Generated alerts

Canceled alerts

Alerts that were completed since the time specified

This widget replaces the ION Alerts widget.

Shows a list of all open alerts sent to the current user.
These features are added to the Alert List widget:

Alerts can have a due date.

Alerts that are escalated related to a due date have the esca-
lated label.

The alert list is updated automatically based on notification
events sent from the server; a maximum of 200 alerts can
be displayed.

Shows a list of all open tasks sent to the current user.
These features are added to the Task List widget:

Tasks can have a due date.

Tasks that are escalated related to a due date have the es-
calated label.

Tasks details can be viewed in a custom form if this was
configured in the workflow model.

Users can choose to enable or disable viewing the workflow
progress in the task details screen.

The task list is updated automatically based on notification
events sent from the server; a maximum of 200 tasks can be
displayed.

Shows a list of all open notifications sent to the current user.

These features are added to the Notification List widget:

This is a new widget that shows only notifications.
Workflow attachments are displayed in notifications.

The notification list is updated automatically based on notifi-
cation events sent from the server; a maximum of 200 notifi-
cations can be displayed.
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Name Description

Workflow Viewer This widget shows the workflow status diagram for a task from
the Task List widget or for a naotification from the Notification List
widget. These features are added in the Workflow Viewer:

* The sub-process elements from the workflow diagram are
displayed and these can be expanded or collapsed.

» Arefresh button is available to refresh the status of the run-
ning workflow from the Workflow Viewer widget.

» The workflow activity for the selected task or natification is
highlighted in the diagram.

» The user can enable the feature to highlight the path taken
from the beginning of the workflow to the current task or no-
tification.

Start Workflows With this widget authorized users can view and manage workflows
that are configured in ION Desk. You can start new workflows
and follow their status and you can cancel workflows that you
have started.

Task Manager With this widget authorized users can view and manage tasks
from workflows configured in ION Desk. You can view the tasks
with any status. For tasks that are open, you can add more users
to the distribution list and you can re-assign a task.

Alarms With the Alarms widget users can create monitors based on the
alarm templates defined in ION Desk. The functionality is similar
to the Alarms mobile application. Users can define their own
alarm conditions and a distribution list for the alert that is created
when the condition is met.

Consumption by connection Counts the messages that are successfully delivered to destina-
points tion connection points, excluding ION API, from the beginning of
the specified time.

See the Infor Ming.le User Guide.
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Chapter 2: ION Desk overview

ION Desk is a browser-based interface that you use to configure and monitor all Infor ION services.
ION Desk consists of a web page that can show multiple application pages.
You can switch the desk to your language by changing these settings:

* The language and locale of Infor OS to your language in the user settings.
* The language settings of the browser to your language.

The ION Desk runs in Infor Ming.le. The user's Common Name and the current tenant name are
displayed in the upper right corner of Infor Ming.le.

For ION Desk, all resolutions of 1280x1024 and higher are supported. Collapsing the menu and the
left-hand-side header panel provides an optimal user experience.

Note: Excessive zooming, more than 100%, is not supported.
In the upper part of the ION Desk, this hamburger icon is displayed:
Click this icon to open the ION Desk menu, which contains entries to the application pages.

This table shows the main areas of the menu:

Level 1 Description

Home Status overview page. Shows the important counters for the active objects
in ION.

Reports Show reports. This menu entry is only available when reports are generated.

Connect Area to model connection points, data flows, and so on. View statistics and

historic data.

Monitors & Workflows  Area to model workflow definitions, event monitors, alarm templates, and
so on. View statistics and historic data, such as monitors and workflows
that are archived.

OneView Troubleshooting tool to trace the data throughput in ION.
Data Catalog Area to manage object schemas and other metadata.
Data Lake This area provides management tools for Infor Data Lake, such as storage

policies, restore, and statistics.

Configuration Configuration area for miscellaneous configurations and downloads.
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Level 1 Description
Authorizations Configuration area for authorizations and page access.
About ION Shows the dialog box with the version information.

Menu hierarchy

This table shows the menu hierarchy:

Level 1 categories Level 2 pages or categories Level 3 pages
Home

Reports

Connect Data Flows

Connection Points

Mappings

File Templates

Enterprise Locations (CE-only)

Active Data Flows

Active Connection Points

Active Routings

Error BODs

Monitors & Workflows

Monitors

Alarm Templates

Workflows

Activation Policies

Workflow Schedules

Business Rules

Active Monitors

Active Alarm Templates

Active Workflows

Active Activation Policies

Active Workflow Schedules

Activities

Alarms

Archive Archived Monitors

Archived Alarm Templates
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Level 1 categories Level 2 pages or categories Level 3 pages
Archived Workflows
Archived Activation Policies
Archived Activities
OneView
Data Catalog Schema Extensions
Object Schemas
Data Lake (CE only) Data Lake Overview
Storage Policies
Restore
Configuration Codes
Error Reporting
ION Service
Downloads (CE-only)
Authorizations Desk Profiles
Desk Permissions
My Permissions
Workflow Authorizations
About ION
Most pages are on level two in the hierarchy. For example, to open the File Templates page, select
Connect > File Templates.

Some pages are on level three in the hierarchy. For example, to open the Archived Monitors page,
select Monitors & Workflows > Archive > Archived Monitors.

Accessing the Reports page

If you have generated one or more reports from ION Desk, the hamburger icon gets a blue icon on top
(“new” indicator). If you open the menu, a new entry, Reports, is displayed in the top of the menu. A
counter next to Reports shows how many reports are generated. Select Reports to navigate to the
Reports Overview page.

Types of pages

There are two types of overview pages in the ION Desk: Tiles and Grids. The tiles are used for modeling
objects. The grids are used for the status overview pages. The home page is also tiles-based. The
tiles on the home page represent entries to other manage pages.
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Home page

Tiles are used for the overview of the active objects and errors currently registered in ION. Each tile
shows the important status counters for each object. The counters are linked to the manage pages of
the objects. You can receive the latest counters by moving the pointer over each tile and click Refresh.

This table describes each tile with its counters for each type of objects:

Name Counter Type Description

Data Flows active Opens a list of active data flows.

Connection Points active, paused, in error Opens a list of active connection points
that is filtered by the counter type.

Error BODs unhandled errors Opens a list of error messages that is fil-
tered by the counter type "Unhandled".

Event Monitors active, paused Opens a list of active monitors that is fil-
tered by the counter type.

Alarm Templates active, paused Opens a list of alarm templates that is
filtered by the counter type.

Workflows active, running Opens a list of active workflows.

Workflow Schedules running, paused, completed | Opens a list of active workflow schedules.

Activation Policies active, paused Opens a list of activation policies that is
filtered by the counter type.

Activities open alerts, open tasks Opens a list of activities that is filtered by
the type.

Model overview

Tiles are used for the modeling objects overview. Each tile shows the most important information about
the object, such as status, name, description, version, history timestamp, warnings, and errors.

You can delete, duplicate, export, activate, and deactivate objects from their tiles without opening the
modeler.

Note: When you duplicate an object, sensitive data such as password information is not duplicated.

On the tiles page, objects are sorted from the most recently created or updated. The first position is
reserved for the Add tile, which is the only tile not representing an object but an action.

To start creating a new object definition, click the Add tile. To edit an existing object definition, click
the tile representing it.

The number of available object definitions are shown on the button bar.

Note: The system can only retrieve to 10,000 items at a time. Use filtering to limit the results.
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Tile toolbar

Use the tile toolbar for object-specific actions such as delete, duplicate, and activate.

This table shows the actions that are available from each tile:

Name Type Description

Delete 1] Delete the item. The action is not applicable for the active
(running) item.

Duplicate D Open a copy of the item in the modeler.

Export a9 Export the item to a file.

Activate (0] Activate the item, so it is used in the ION Service.

Deactivate ® Deactivate the item, so it is no longer used in the ION Ser-
vice. The action is not applicable for already inactive items.

Protect on Export g Marks the item to be protected on export.

Do not protecton A Marks the item to not protect on export.

Export

Usage Text button Show the list of configurations that use the item.

Single-select mode

You can only work with one object definition at a time by default. To select multiple objects, click Select
in the top button bar.

This table describes the button bar in single-select mode:

Name Type Description

Tiles view HH Show definitions as tiles.

Grid view = Show definitions as a grid.

Refresh ] Refresh the data on the page.

Import 9 Import item(s) from a file.

Select =® A switch button is used to enable multi-select mode for bulk
actions, such as exporting several definitions. When clicked,
the button bar is updated to show the actions applicable to
the selected item(s).

Filter By Keyword Text field Filter the view to show only those items where name, de-

scription, or author (if applicable) contain the text typed into
the field. The icon turns blue when the view is filtered.
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Name Type Description

Filter By Type = Filter the view to show only those items, which type
matches the selection. On click, a list of available types is
shown. You can select multiple items and the view is auto-
matically updated to match your selection. The icon turns
blue when the view is filtered. To close the context menu,
click the filter icon again or click elsewhere.

Filter By Active & All active items are displayed when green. On click, active
items are removed from the view. The icon becomes grey.

Filter By Inactive All inactive items are displayed when red. On click, inactive
items are removed from the view. The icon becomes grey.

Multi-select mode

To work with multiple object definitions, click Select in the button bar.

This table describes the Button bar in multi-select mode:

Name Type Description

Tiles view HH Show definitions as tiles.

Grid view = Show definitions as a grid.

Delete 1] Delete the selected item(s). Not applicable for the active
(running) items.

Export 9 Export the selected item(s) to a file.

Activate (O] Activate the selected item(s), so it is used in the ION Ser-
vice.

Deactivate ® Deactivate the selected item(s), it is no longer used in the
ION Service. Not applicable for already inactive items.

Cancel Select @ A switch button is used to exit multi-select mode. When
clicked, the button bar changes according to the table
above.

Select All = Select all items in the tile view that match the used filters.

Protect on Export g Mark the item to be protected on export.

Do not protecton 4 Marks the item to not protect on export.

export

Infor ION Desk User Guide—Cloud Edition | 28



ION Desk overview

Name Type Description

Filter By Keyword Text field Filter the view to show only those items where name, de-
scription, or author (if applicable) contain the text typed into
the field. The icon turns blue when the view is filtered.

Filter By Type Filter the view to show only those items, which type
matches the selection. On click, a list of available types is
shown. You can select multiple items and the view is auto-
matically updated to match your selection. The icon turns
blue when the view is filtered. To close the context menu,

click the filter icon again or click elsewhere.

Filter By Active & All active items are displayed when green. On click, active
items are removed from the view. The icon becomes grey.

Filter By Inactive () All inactive items are displayed when red. On click, inactive
items are removed from the view. The icon becomes grey.

Alternatively, you can perform actions per object from the tile toolbar. The tile toolbar is displayed when
the user moves the pointer over the tile on the overview page.

Grids overview

This table shows the basic buttons on the grid-based overview pages:

Name Type Description
Back &« Navigate back.
Refresh C Refresh the data on the page.

Text buttons are available depending on the context, for example: Resume, Pause, Alerts, Triggers,
Model. For more details, see the correct sections of this user guide.

Actions applicable to the selected items in a grid are shown on the action panel sliding out on top of
the grid. This panel is hidden until selection is done. Some actions are applicable to one item only. For
example, the text buttons "details" or "model" are disabled when multiple items are selected.

Details page

This table shows the button bar of the details pages:
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Name Type Description

Back &« Navigate back.

Save = Save the item. Save is applicable for model pages only.

Refresh C Refresh the data from the runtime. Refresh is applicable
for manage pages only.

Duplicate D Open a copy of each selected item in the modeler.

Export 9 Export the item to a file.

Activate O] Activate the item, so it is used in the ION Service.

Deactivate ® Deactivate the item, so it is no longer used in the ION Ser-
vice. The button is not applicable for already inactive items.

Protect on Export g Marks the item to be protected on export.

Do not protecton 4 Marks the item to not protect on export.

export

Usage Text button Show the list of configurations that use the selected item.

Text buttons are available depending on the context, for example: Resume, Pause, Alerts, Triggers,
Model. For more details, see the proper sections of this user guide.

Indicators

The places where you can find additional information about the object definitions are:

* Next to the status badge on the object tiles.
* Inthe overview grids in a separate column.

The provided information can contain a change, an error indicator or an approval status applicable to
that object.

This table shows the indicators:

Name Type Description

Change indicator 0 Indicates the object definition is changed since
the last activation.

Error indicator [ 1] Indicates the inactive object definition contains
errors

Protected on Export G Indicates the object that can be protected on
export.
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Name Type Description

Protected 0 Indicates the object is protected.

Bookmarking pages

You can bookmark main pages and details pages in ION Desk. To bookmark a page, click the
Bookmarks icon in the Infor Ming.le top navigation panel. For details on how to use bookmarks, see
the Infor Ming.le User Guide.

For bookmarking your search in OneView, see Search documents in ION OneView on page 362.

Starting ION Desk

To start ION Desk:

1 Navigate to Infor Ming.le.
2 Click the Application Switcher icon to open the Application Switcher panel.
3 Click the ION Desk icon:

ION Desk starts inside the Infor Ming.le window, using the same log in credentials as you used in
Infor Ming.le. A loading progress status bar is displayed in the upper-right corner.

In ION Desk, you can see only models that belong to the current tenant. You can see models
created by all users from the same tenant.

Note:

* |ION Desk can be used simultaneously by multiple users, as long as they do not update the same
data simultaneously.
If users change different objects, such as different connection points or different workflow definitions,
these changes are saved independently.

If several users simultaneously change the same model, only the changes of the second user who
saves are successful; the changes of the other user are discarded without an error message.

» For an optimal view of the ION Desk, we recommend that you use a resolution of at least 1280 x
1024 pixels. For lower resolutions, you can use the scrollbars or close some panels.
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Viewing ION Desk version details

To view ION Desk version details:

1 Open the menu by clicking the hamburger icon.
2 Select About ION.
3 The ION Desk About dialog box is opened. This information is displayed:

The Infor ION Cloud Edition version
The ION CE version, including the patch number.

Copyright notice
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Chapter 3: ION Connect concepts

The main purpose of ION Connect is to deliver business documents from one place to another.

ION uses these items:

Documents.
Connection points that can send or retrieve documents.
Document flows that can be modeled to deliver the documents per your specific business processes.

Data Lake Flows, special type of data flows, that can be modeled to ingest the documents to Infor
Data Lake or retrieve documents from Infor Data Lake.

Note: Avoid using messages that are larger than 5 MB. ION can handle larger files but that depends
on the available system resources for ION. In that case, a correct operation of all ION functionality
cannot be guaranteed in all circumstances.

Documents

In ION Connect these types of documents exist:

Business Object Documents (BODSs)
BOD is a standard format defined by Open Application Group (www.oagi.org).

Standard Infor BODs are available out of the box in the registry that is delivered with ION. You can
define your own BODs in the registry as well.

For a basic description about the BOD structure see "Business Object Document (BOD)" later in
this topic.

For more specific information, see the Infor ION Development Guide

JSON documents

JSON (JavaScript Object Notation) is an open-standard lightweight data-interchange file format.

No standard JSON documents are delivered with ION. You can import a custom JSON document
schema to the registry. You can automatically generate a JSON document schema and add it to
the registry in some connection points.

DSV documents

DSV (delimiter-separated values) documents store tabular data in plain text. Each row in a delimited
file contains one data record. Each record contains one or more fields, that are separated by a
delimiter. The delimiter can be any character, but most commonly used are comma or tab.
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No standard DSV documents are delivered with ION. You can import a custom DSV document
schema to the registry.

« ANY documents.

ANY document is defined just by its name. Content structure is not defined or unknown. Some
examples for usage of ANY documents are: CSV files, unstructured text, x1s, pdf, jpeg, etc.

Business Object Document (BOD)

A BOD (business object document) is a message that is sent from an application to one or more other
applications. This type of message informs an application of a change to a business object that took
place in another application, or requests an application to update a business object.

A BOD contains two parts: a noun and a verb.

Nouns

A noun is a set of business data contained in a BOD. The noun represents the properties of one
business object. Examples of nouns are SalesOrder, Item, and BusinessPartner. In ION Desk, a noun
is called an application document.

A BOD definition contains one noun definition. A message can contain multiple instances of the same
noun definition. For example, a BOD can contain multiple SalesOrders, but it cannot contain SalesOrders
and PurchaseOrders at the same time. However, usually a BOD will only contain one noun instance.

Verbs

The verb describes the action that is requested for the noun. This table shows the request verbs
supported by Infor:

Request verb Description

Sync A synchronization message containing changes that took place to a business
object. A Sync message is sent by the owner of the data and can be delivered to
any other application for which this information is relevant.

Process A request to create a business object or to apply changes to an existing business
object. A Process message is sent from any application to the application that
owns the data. The owner will send an Acknowledge message in response to the
Process request. The loaded document can be refused.

Get A request to get the details for a business object. A Get message is sent to the
owner of the data. The owner will send a Show message in response to the Get
request.

Load The Load verb is used when a document is created by an application that will not

be the owner. A Load message is sent to the owner of the data. The loaded doc-
ument cannot be refused.
Post Note: This verb is deprecated but still supported for compatibility.

The Post verb is similar to the Process verb, but it does not trigger the creation
of an Acknowledge message.
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Request verb Description

Update The Update verb is used when data is changed by an application that does not
own the data. The Update verb is similar to the Load verb, in the sense that it
must be accepted by the owner. Namely, the Update message informs the owner
of the data that an event took place and what data was changed by the event.

Verbs are also used for response messages. The response verbs supported by Infor are shown in this
table:

Responseverb Description

Acknowledge An Acknowledge response is sent in reply to a Process request. An Acknowledge
response indicates whether the object to be processed was accepted, modified,
or rejected.

Show A Show response is sent in reply to a Get request.

A Show message can also be sent without a preceding Get request. For example,
an application can send Show messages to load new applications with initial data

Confirm A Confirm verb is used when a failure occurs. A Confirm verb is processed within
ION and is not routed to any other application. The Confirm verb is used only for
the BOD noun. The ConfirmBOD contains a copy of the original message, to enable
an ION administrator to resubmit the same message after fixing the cause of the

problem.

Messages

In addition to the actual document content, the messages handled by ION contain additional technical
details, such as the address of the sender. Where required, additional details are provided later in this

guide.

Connection points

ION connects to a connection point, to retrieve or send documents, for example other Infor Applications
or database files through Enterprise Connector.

Data flows

The most important items in ION Connect are the data flows.

A data flow is a sequence of activities that send or receive documents. Data flows are event-driven.
When a document is published by an application, the next step in the flow is triggered. Each flow starts
and ends with one or more connection points. Connection points can be reused in multiple data flows,
and the same connection point can be used multiple times in a data flow.
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Document flows

Usually, a document flow represents a business process.
For example:

* Aninvoicing process where an invoice is created for a delivery that was shipped.
* A maintenance process where a service order is planned based on a customer repair request.

In a "simple" document flow, two connection points are involved. One connection point sends a specific
type of documents, and the other connection point receives those documents. Document flows can be
more complex.

In addition to connection points, document flows can contain other items:

* Mappings are used to translate a document to another format. For example, if you retrieve custom
sales order documents from your database, you must translate them to standard Infor BODs to
load them into an Infor application.

e Scripts are used for executing custom Python code on incoming documents. For example, scripts
can be used to facilitate and solve common use cases such as data object format conversion, data
mapping, complex calculations and transformations.

» Parallel flows are used if a document must be sent to multiple connection points. Or if documents
from multiple connection points must be sent to a single connection point.

» Filters are used to limit the number of messages that are delivered to a connection point. For
example, if only documents having a specific status are relevant for an application, you can filter
out the documents having another status.

» Content-based routings are used to send a document to a subset of available destinations based
on the document contents. For example, if three warehouses exist, each having their own warehouse
management system, a SalesOrder message can be routed to one of these warehouses. The
warehouse code that is specified in the SalesOrder message is used. The execution of document
flows is fully automatic. After a flow is defined and activated, the relevant documents are routed
accordingly.

Data Lake flows

A Data Lake flow is a sequence of activities that results in sending data into Data Lake or sequence
of activities starting with retrieval of data from Data Lake.

In a "simple" Data Lake flow, two connection points are involved. One Data Lake connection point
sends a specific type of documents, and the other connection point receives those documents. Or a
connection point sends a specific type of documents, and the Data Lake connection point receives
those documents. Data Lake flows can be more complex.

Some activities are not allowed to be modeled in Data Lake Flow.

See Creating and using data flows on page 43.

Asynchronous activities are not allowed to be modeled in the middle of a Data Lake flow. Specifically
these connection points:

* Application (IMS)
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* Application (in-box/outbox)

e LN
« CRM Business Extension
« File

* |ION API (Send, Read)
« Database (Read, Send, Request/Reply)
* Message Queue (JMS)

Documents that are modeled in Data Lake flows are subject to storage policies.

See Storage policies on page 483.
In addition to connection points, Data Lake flow can contain other items such as:

* Mappings that are used to translate a document to another format.
e Scripts that are used for executing custom Python code with a document input.
» Parallel flows that are used when sending documents from multiple connection points to Data Lake.

Compare data flows and workflows

In ION, workflows can be defined and executed. Data flows and workflows use a comparable
diagramming technique. Some significant differences exist between them. The main differences are
listed in this table.

Workflows

Focus is on user tasks. Tasks are distributed to
users through Infor Ming.le.

The process is managed by ION. The workflow
controls which tasks are created and monitors
the task status.

The amount of data that is handled in the work-
flow is limited to the workflow parameters and
structures.

Applications can trigger a workflow by sending a
Process. Workflow BOD can receive an Acknowl-
edge Workflow BOD.

Data flows

Focus is on routing of documents. Applications
are integrated automatically without user interven-
tion

ION only delivers the documents. The data flow
is event-driven; ION is passive, waiting for the
next event to be published by an application. The
ION data flow does not trigger events or actions
in applications.

The documents to be delivered can be complex.

Applications communicate with data flow using
documents.

For more information about modeling workflows that involve user tasks, see Workflow on page 246.

1. Business flow to handle requisitions

This diagram shows a flow to handle requisitions. A request for some goods is translated to a purchase
order that is handled by a materials management application.
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Handle
Request Goods Creata
——  (Requisition | ——————»| Purchase Order | — P"”m:‘?nﬁgd&r
J\ppllcatlurl} ! (ERP) I
I [ Management)
\ | End

SyncPurchaseOrder

When the requisition application publishes a ProcessRequisition, ION delivers it to the ERP application.
Because ION Connect is event-driven, it does not force the ERP system to create a purchase order.
It delivers the request for a new requisition and then waits for the next event to happen. When the ERP
system publishes a SyncPurchaseOrder, that document is delivered to the MaterialsManagement
application.

ION automatically handles reply BODs. In this case, when the ERP system sends out an Acknowl
edgeRequisitioninreplytothe ProcessRequisition,thatdocumentis delivered to the Requisition
application.

2. Business flow to load orders

The diagram shows a flow to retrieve new or changed sales orders from a database and send them to
an Infor ERP application. If the structure of the sales orders in the database differs from the standard
SalesOrder BOD, a mapping activity is added to translate the custom sales order data into a standard
SalesOrder BOD.

Retrieve Sales Map to Handle Sales
— Orders —— | Standard Sales | —— = Order
(MyDatabase) : Order : {ERP)
Start \ | End

SyncMySalesOrder SyncSalesOrder

ION is event-driven and a database connection point is passive. Therefore, a schedule is used in ION
to regularly read the data from the database.

3. Data Lake Flow to load historical Sales Orders

The diagram shows a flow to ingest the historical Sales Order into Data Lake.
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Retrieve Sales

——————> Orders from Data | > Data Lake —_—
Base :
Start End
MySalesOrdersDocu
ment

After the message is delivered to ION, the message is sent into Data Lake.

Message Routing

Documents can be routed in data flows either implicitly and explicitly.

With implicit routing, or routing by to logical ID, a to logical ID header is used to find an appropriate
endpoint. The header is sent together with the message. The implicit routing is mainly used together
with Request-Reply BOD messaging pattern.

The implicit data flow:

1 You model a data flow from Application A to Application B.

2 Application A sends a request message, Process 0Or Get, to application B.

3 Application B generates a reply document, Acknowledge or Show. The logical ID from the From
Logical IDrequest message is addedtothe to logical ID inthe reply message.

4 The reply message is received by ION. The “to logical IDisread andthe message is routed
directly to the Application A.

Explicit routing, or routing by data flow, uses the data flow model to find the endpoint. Explicit routing
of reply messages means that you can control the flow of reply messages in the same way as for
request messages.

The explicit data flow:

1 You model a data flow from application A to application B.

2 You model a data flow from application B to application A.

3 Application A sends a request message, Process 0Or Get, to application B.

4  Application B generates a reply document, Acknowledge or Show. The logical ID from to logical

ID request message is added to the to logical ID inthe reply message.

The reply message is received by ION and the relevant data flow is found.

6 The message is routed to application A according to data flow for reply message, to logical
IDis ignored.

(&)
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Explicit routing of reply messages can be used to control reply messages. In situations where the to
logical ID cannot be used to route the message to the correct target. Explicit routing has priority
over implicit routing. If a message with to logical ID s received and Data Flow is found, the Data
Flow route is used instead of to logical ID.

Note: When a data flow is used to route reply messages, that is also containing valid to logical
1D, there are two ways to route. When data flow is active, to logical IDisignored and routing is
done according to data flow. When data flow gets deactivated, routing according to data flow is not
possible. The message is delivered with implicit routing according to to logical ID possibly to
different connection points.

Examples for using explicit routing on reply messages

This section describes examples for these use cases:

* Inverse Mapping

» Filter-out reply

» Different endpoint for reply
* Generate reply

Inverse Mapping

Consider this data flow for request document:
A --> Process.ItemMaster --> Mapper --> Process.Myltem --> B

Application Asends a Process.ItemMaster. The mapper changesthe nountoa Process.MyItem
and delivers it to application B.
* Implicit routing
Application B sends an Acknowledge.MyItem to application A. Application A is expecting Ac
knowledge.ItemMaster instead of Acknowledge.MyItem.

»  Explicit routing
Additional data flow for reply can be modeled:
B --> Acknowledge.MylItem --> Mapper --> Acknowledge.ItemMaster --> A

Application B sends an Acknowledge .MyItem to Mapper. It is converted to the Acknowl
edge.ItemMaster and sent to application A.

Filter-out reply

Consider this data flow for a request document:

A --> Sync.SalesOrder --> Mapper —--> Process.SalesOrder --> B

Infor ION Desk User Guide—Cloud Edition | 40



ION Connect concepts

Application Asends a Sync. SalesOrder. The mapper changes the verbto a Process.SalesOrder
and delivers the verb to application B.

* Implicit routing
Application B sends an Acknowledge.SalesOrder to application A. Application A is not
expectingAcknowledge.SalesOrder since it sent a Sync verb and generates a Confirm.BOD.
»  Explicit routing
You can model an additional data flow for reply:
B --> Acknowledge.SalesOrder --> Filter

Application B sends an Acknowledge . SalesOrder to the Filter component. All reply documents
are filtered out and no Confirm.BOD is generated.

Different endpoint for reply

Consider this data flow for request document:

A --> Process.SalesOrder --> B

Application A sends a Process.SalesOrder to application B:

* Implicit routing
Application B sends an Acknowledge. SalesOrder to application A. Application A can or cannot
handle the response.
»  Explicit routing
You can model an additional data flow for reply:
B --> Acknowledge.SalesOrder --> C

Application B sends Acknowledge.SalesOrder to Application C. Application C accepts the
acknowledge.

XML document from external source

When integrating with third party applications, ION converts the data from the external source to a
custom document. However when the external application provides XML data as input to ION it must
be in a valid XML format. Characters in the XML content such as &, >, <, single quote and double quote
must be formatted using appropriate standard XML escape characters.
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Chapter 4: ION Connect Modeling

When modeling in ION Connect you can use two approaches.
For example:

» Create a data flow and define the details for the required connection points on the fly.
« Create the connection points and subsequently create a data flow using these connection points.

Connection points can be used in multiple data flows. Changing the properties of a connection point
impacts all data flows that use that connection point.

For Infor applications, default connection point definitions can be available. Additionally, if you use
multiple Infor applications, standard document flows can be available.

For more details on how to deploy connection points or document flows, see ION Connect import and
export on page 191.

Prerequisites

Before creating data flows, the metadata for documents to be used must be available in the ION
Registry. Standard Infor documents are available by default. For custom documents, the definitions
must be added. You can upload custom document definitions in ION Desk. Select Data Catalog >
Object Schemas.

To create custom document definitions, see the Infor ION Development Guide.

In the rest of the document, ION Registry is referred to as "the Registry".

Using the modeler

This table shows the areas in the modeler:

Area Description

Summary pane Contains the summary of the document flow including the notification
panel for errors and warnings. The panel is on the left from the modeling
canvas. This panel can be collapsed.
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Area Description

Toolbox Contains the items that are used to create a model by dragging and drop-

ping them onto the modeling canvas. The panel is above the modeling
canvas. This panel can be collapsed.

Modeling canvas Contains a graphical representation of the data flow. The representation

of the flow on the modeling canvas is based on BPMN 2.0.

Properties pane Contains the properties of the item that is currently selected in the modeling

canvas. The panel is under the modeling canvas. This panel can be col-
lapsed.

Creating and using data flows

10

Open the menu by clicking the hamburger icon.

Select Connect > Data Flows. An overview of existing data flows is displayed.
Click +Add to open the modeler.

A list of data flow types is displayed:

e Document flow

« Data Lake flow

Select one data flow type.

The modeler page is displayed.

Specify a name for the data flow.

Model the flow by dragging items from the toolbox to the model line between the Start and the End
points.

Specify the properties for each item in the model. Click the item to view or change the properties.
Right-click the item to delete, copy, or cut it.
Save the model.

Activate the model and navigate back to the overview page. Alternatively, you can activate the
model later from its tile using the tile toolbar.

Click Remove connection points to clear the connection points settings from the model. This is
helpful when you must distribute template data flows although the connection points to be used
are not known upfront.

Modeler toolbox

The modeler toolbox contains these categories of items:

Core activities - to send, receive documents.
Data Lake activities - to ingest documents to or retrieve documents from Data Lake.
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Supporting activities - to set parameters.
Flows - to route or filter documents.

Note: Only the subset of activities and flows are used in the Data Lake flow modeler toolbox.

Overview

For consistency and to distinguish connection point activities from other activities in ION, the activities
colors in the toolbox were updated. The colors relate to the activity type in the desk data flow and
workflow modelers.

This list shows the colors that are used for which activities:

ORANGE for core activities in:

Data flows: Connections, for example, connection points.
Workflows: User interaction, for example, task, notification etc.
RED for Data Lake activities in:

Data Lake flows: Ingest, Retrieve

GREEN for supporting activities in:

Document flow: Mapping, splitting, workflow.

Document flow: Mapping, scripting, splitting, workflow.
Data Lake flows: Mapping

Data Lake flows: Mapping, scripting

Workflow: System activities such as set parameter.
BLUE for flow activities in:

Document flow: Filter, parallel, routing.

Data Lake flows: Parallel

Workflow: Filter, parallel, loop back, sub-process.

ION API activity is green in the workflow modeler, similar to set parameter, exit point etc. In the
workflow modeler, the core activities are user interactions such as tasks and notifications.

ION API activity is orange in the data flow modeler, similar to other connection points. In the data
flow modeler, the core activities are application interactions such as connection points.

Data Flow Modeler - Activities

This table shows the toolbox icons for the Activities category:

Name Widget Description

Application Activity from an application, which sends or receives messages.

For this activity, you must create a hew application connection
point or select an existing application connection point.

In case of multiple application instances that have the same role
in the business process, you can select multiple application con-
nection points. For example, when you have multiple instances of
a warehouse management system, one per warehouse, that must
receive the same master data documents.
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Name Widget

Business

Network

Database

File

ION API

Message

Queue

Web Service

Mapping

Description

Activity to a business application that sends or receives application-
specific data and transforms it to BOD. For Example, a Business
Activity of type SAP is used to communicate with SAP and trans-
form SAP IDOC to and from BOD.

For this activity, you must create a new Business connection point
or select an existing Business connection point.

Activity to send messages to or receive messages from the differ-
ent tenant.

To use this activity, you must be provisioned with a ‘Network’
connection point.

Note: Not available in the Data Lake flows and when no Network
connection point is provisioned.
Activity to read or write a database.

For this activity, you must create a new database connection point
or select an existing database connection point.

See Infor ION Technology Connectors Administration Guide

Activity to read or write text files.

For this activity, you must create a new File connection point or
select an existing File connection point.

See Infor ION Technology Connectors Administration Guide.

Activity to Send to API, Get from API or Trigger API call.

For this activity, you must create a new ION API connection point
or select an existing ION API connection point.

See Infor ION Technology Connectors Administration Guide.

Activity to read or write a message queue.

For this activity, you must create a new message queue connection
point or select an existing message queue connection point.

See Infor ION Technology Connectors Administration Guide.
Activity to use documents from a web service or send documents
to a web service.

For this activity, you must create a new web service connection
point or select an existing web service connection point.

Note: Not available in the Data Lake flows

See Infor ION Technology Connectors Administration Guide.
Activity to map a document to another type of document, or to
change the data in the document.

For this activity, you must create a new mapping or select an ex-
isting mapping. See Document mappings on page 92.
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Name Widget
Scripting

Workflow

Splitter

Data Flow Modeler - Flows

Description
Activity to run scripts with custom Python code on incoming docu-
ments.

For this activity, you must create a new script or select an existing
script.

See "ION Scripting".
Activity to start a workflow. In this activity you select a workflow

and link the input and output parameters of that workflow to at-
tributes of the incoming document.

When a document arrives at this activity, a workflow is started.
When the workflow is completed, the output of the workflow is
added to the document and the document flow continues.

Note: Not available in the Data Lake flows
Activity to split one document containing multiple instances of the

same object into separate documents. Each document contains
one object together with a header and footer

Note: Not available in the Data Lake flows

This table shows the toolbox icons for the Flows category:

Name Widget

Parallel E

Filter

Description

Flow to use multiple activities in parallel. Use a parallel flow in
these situations:

« Adocument is sent to multiple connection points.

« Documents are sent from multiple connection points to a single
connection point.

Do not define properties for a parallel flow. You can add or remove

branches by right-clicking the diamond shape.

Flow to limit the number of messages that are delivered to a con-
nection point.

To define a filter, select one or more properties from the involved
document and build a condition using these properties.

See Filtering and content-based routing on page 101.

A filter can also be used if the previous activity provides multiple
document types. In that case a filter is defined per document type.
Not all document types require filtering.

Note: Not available in the Data Lake flows
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Name Widget Description

Routing . Flow to send a document to a subset of available destinations
< based on the document contents. To define the routing, select one
or more properties from the involved document and build conditions
using these properties.

For each branch a condition must be defined.
See Filtering and content-based routing on page 101.

You can add or remove branches by right-clicking the diamond
shape. A routing flow can be used if the previous activity only
provides a single document type.

Note: Not available in the Data Lake flows

Using the notifications pane

The notifications pane contains errors or warnings for the current document flow and the used mappings,
connection points, etc.
For example, an error is reported if a document is selected that cannot be received by the next activity.

Errors must be solved before activating the flow. For warnings you can choose whether they must be
solved.

To navigate to the involved item in the modeling canvas, click the message line.

Activating and deactivating data flows

A new or changed data flow is used in the ION Service after it is activated. You can save data flows
or connection points without impacting the current ION Service behavior.

Activating and deactivating is done on the Data Flows page.

Activating a data flow

1 Select Connect > Data flows.
A list of existing data flows is displayed.

2 Activate one data flow from the tile toolbar or enable the multi-select mode and select several data
flows.

3 Click Activate.

Alternatively, click the data flow tile to open the modeler. Activate the model by clicking Activate
in the modeler button bar.

Inactive flows can be activated, but also active flows can be reactivated.
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If a connection point is used in multiple data flows, you can select them together and activate them
all at once. If a data flow uses a new application or message queue connection point, ION starts
reading messages from the Outbox or IMS message queue from the moment a data flow is
activated. If you first activate one data flow and later another data flow, ION can already have
processed documents from the outbox or message queue that were relevant for the second data
flow, before that second data flow was activated.

Selecting a large number of data flows and activating them all at once, can cause a time-out error.
In this case, reduce the selected data flows and try again. Group all data flows of a modified
connection point together for the reasons explained earlier.

During activating, errors or warnings can be reported. Normally, an activation error is reported if
one or more errors exist in the messages pane of the data flow modeler.

Deactivating a data flow

1 Select Connect > Data Flows.
Existing data flows are displayed as tiles.

2 Deactivate an active data flow from the tile toolbar or enable the multi-select mode and select
several data flows.

3 Click Deactivate.

Alternatively, click the data flow tile. The modeler is opened. Deactivate the model by clicking
Deactivate in the modeler button bar.

Changing data flows

1 Select Connect > Data Flows.
Existing data flows are displayed as tiles.

2 Click the data flow tile. The modeler is opened.
3 Change the model.
For details, see Using the modeler on page 42.

4  Save the model by clicking the Save icon.
5 Activate the model by clicking the Activate icon.
6 Return to the overview page.

You can also activate the flow from its tile toolbar.

If the data flow was already active, it is marked as 'changed since last activation'. ION Service is
not changed until activating the changed data flow. When reactivating a data flow, the used
connection points and mappings are also activated. If the connection points are used in another
active data flow, the changes are also deployed in that data flow. For mappings the changes are
applied to the data flow that is reactivated.
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Using multiple data flows

When using multiple data flows, the delivery of messages is optimized to some extent.

For example; two data flows are activated specifying that SyncSalesOrder must be sent from A to
B. Then the SyncSalesOrder messages from A are delivered to B only once.

When in one of the data flows intermediate steps are defined such as mapping, filter or routing, then
the same document can be delivered twice.

For example; the first data flow can have a filter between A and B. Only sales orders with status is
Open are sent. The second data flow has a filter and only sales orders for accounting entity A are sent.
In that case, if a SalesOrder document from A satisfies both filters, it is delivered twice to B.

How this is handled depends on the connection point. Infor Application connection points can avoid
storing duplicate messages in the in-box. Even if a database, message queue, web service or file
connection point has no state and the message is delivered twice.

The same document and sender application can be reused in both document flow and Data Lake flow.
In this scenario, a document is sent to the subscriber that is specified in document flow and to the Data
Lake.

For example; a document flow and Data Lake flow are activated specifying that SyncSalesOrder
must be sent from A to B in document flow and from A to Data Lake in Data Lake flow. Then the
SyncSalesOrder messages from A are delivered to B and to Data Lake.

Creating and using API flows

The API Flows are used for ION API Orchestration. You can define synchronous business flows in
which you can chain more APIs, execute conditional logic and expose the whole flow as a new API.

For example, you can model an Inventory check flow or a Price check flow. You can evaluate conditions
in the request and invoke different ION APIs to get the data. You can enrich the response by adding
more data from additional ION APIs. The final response can be presented back in the client preferred
format. Only JSON request body and JSON response are supported by ION API Flows.

Prerequisites

To create API Flows, you must have modeling authorization in the ION Desk. You must have the
security role settings TONDeskAdmin and MingleIONenabled.

Using the API Flow modeler

The API Flows modeler is comparable to other ION modelers, such as data flow and workflow.

1 Open the menu by clicking the hamburger icon.
2 Select Connect > API Flows. An overview of existing API flows is displayed.
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3 Click +Add to open the modeler.
4  Specify a name for the API flow.
5 Specify the API Flow properties.
See API Flow Properties on page 52.

6 Model the API calls by dragging items from the toolbox to the model line between the Start and
the Endpoints.

See API Flow elements on page 51.

API Flow parameters

API flow parameters are used to move information in the API Flows.

All API Flow request parameters, ION API step output parameters and Decision output parameters
are available in APl Flow as API Flow parameters.

The flow parameters can be data types such as string or integer, and JSON obiject.

The API flow parameters can be referenced in input fields as $ {<activityName>.<parameter
Name>}, for example ${getInventory.list}. APl Flow parameters coming directly from API Flow
request are referenced using "input” instead of activity name, for example as ${input.store}.

You can also use the help function to select an APl Flow parameter. On the selected input field, press
CTRL+SPACE. A list of available API Flow parameters is displayed. Select an API Flow parameter to
add to the input field.

In case an API Flow parameter is a JSON object. You can specify elements from the parameters with
JSON Path expressions. For example, if an API Flow parameter contains a JSON Obiject:

"store": {
"book": [
{
"category": "reference",
"author": "Nigel Rees",
"title": "Sayings of the Century",

"price": 8.95

"category": "fiction",
"author": "Evelyn Waugh",
"title": "Sword of Honour",

"price"™: 12.99
}
1,
"bicycle": {
"color": "red",
"price": 19.95

by
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"expensive": 10
}
The category value from the second book is required. You can use this JSON Path:
S{getInventory.list}.store.book[1l].category
The result is "fiction".

For more information about the JSON path syntax, see https://github.com/json-path/JsonPath

Publishing

You can activate a flow directly from the modeler.

1 Save the flow.
2 Click Activate.
After saving and activating:
e The API documentation as per OPEN API 2 specification is generated.

¢ The API flow is published to the default suite on the ION API gateway.

The default properties are:

e Suite Name: Infor API flows
« Endpoint: The URL that consists of the API flow suite base URL and the endpoint and resource
path of the API flow.

If the API flow must be accessed through a different suite, you can define a new proxy end point
in that specific suite. The target must point to your API flow backend URL.

The special suite for API Flows in the ION API gateway is displayed after the activation of the first
API flow. When you deactivate the last flow, the “Infor API Flows” suite disappears.

API Flow elements

This table shows the API Flow definition and its predefined types of steps:

Step Description

ION API A step to perform a call to an ION API operation. In this step, you can define an
API request and output parameters.

See |ION API step on page 54.
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Step Description
Parallel An unconditional execution of two or more execution branches in parallel. In this
step, you can define parallel calls to multiple APls. The API flow waits until all
{ the API calls in each of the branches are completed.
See Parallel AP flows on page 56.
Decision An evaluation of an expression that has several possible follow-up branches.
The default branch is executed when values in the other branches do not match
{g the expression result. In this step, you can define conditional flows based on
L API response code, response message etc. The decision step is exclusive. Only

one branch is executed to avoid conflicts and merging of the results.
See Decision API flows on page 56.

API Flow Properties

To get to the API Flow properties, click either the start or end events, or click the Show API Flow
properties link on the left hand side panel.

Request tab

Use the Request tab to specify the API operation, Method and URL, and Request parameters.

This table shows the properties of the API operation:

Name Description

Method Select an operation: GET, POST, PUT or DELETE.

Endpoint Name Specify the APl endpoint name, group of APIs in one API suite.
In the first release this must be unique.

Endpoint Path Specify part of URL path identifying the API endpoint. In the
first release this must be unique.

Resource Name Specify the APl name.

Resource Path You must specify the end of an URL path identifying the re-

source with the definition of all path parameters. Path parame-
ters must be defined in curly brackets {}, for example: /resou
rcepath/{PathParameterName}/

Click + to add a new request parameter.

This table shows properties of request parameters:

Infor ION Desk User Guide—Cloud Edition | 52



ION Connect Modeling

Name

Name

Description

Parameter Type

Data type

Required

Request Body tab

Description

Specify the request parameter name. The names must be
unigue.

Optionally, specify the request parameter description.

Select the request parameter type: query, path or header.

Path parameters are used to construct the URL path and
cannot be blank.

Select the request parameter data type: string, number, integer,
or boolean.

Select, if the request parameter is required.

This tab contains the properties of the request body parameter.

This table shows the properties of the Request Body tab:

Name

Presence

Content Type

Name
Description

Schema

Example

Response tab

Description

Select the presence of the request body: Required, Optional
or None.

The request content type is automatically defined as Applica-
tion/JSON.

Specify the request body parameter name.
Optionally, specify the body parameter description.

Specify the request body schema, it must be valid a JSON
object.

Optionally, specify an example of a request body, it must be
valid JSON.

This table shows the properties of the Response tab:

Name

Content Type

Description

Response content type is automatically defined as Applica-
tion/JSON.
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Name Description

Body Specify response body, it must be valid JSON. You can use
API Flow parameters with JSON Path expressions. See AP|
Flow parameters on page 50.
Because the response must be valid JSON object, you cannot
define the API Flow parameter alone, for example: ${getIn
ventory.list}.
If that is required, leave the response body field empty. The
API Flow response defaults to the response of the previous
ION API step.
You cannot leave the response body field empty in case the
last step is parallel branch.

Test tab

Use the Test tab to specify the request parameters and request body. Click Test to test the complete
API Flow. The final APl Flow response is displayed in the Response area.

Note: For testing the API flow is temporary published. The test request is using real API call, data can
be changed by this action.

ION API step

1 Specify a ION API step name in the Name field.
2 Specify a ION API step description in the Description field.
3 Click SELECT.
A dialog box is displayed to search for APl operations which are available in ION API gateway.

a

D QO O T

Select a product from the drop-down list.

Specify a search string and click the Search icon.

Click Show More, if the operation you are searching for is not in the list.
Select an operation.

Click OK.

The product and operation description are displayed.

Request parameters tab

This tab is contains the list of request parameters that are required to make the API call. This table
shows the columns and description of the parameters:
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Column Description

Name The request parameter name as defined in the
API metadata. An asterisk indicates whether it is
required to pass a value for this parameter.

Description The request parameter description as defined in
the APl metadata.

Data Type The request parameter data type as defined in
API| metadata.

Value Specify request parameter value. It can be a
constant value or you can use API Flow parame-
ters. When API Flow parameter is a JSON Object,
JSON Path expression can be used.

See API| Flow parameters on page 50.

Request Body tab

This tab contains the properties of the request body parameter. If the selected operation does not have
a request body parameter, the controls on this tab are disabled.

This table shows properties of Request Body tab:

Column Description

Content Type If the request content type defined in API metada-
ta is Application/JSON, it is automatically defined
as Application/JSON.

Name The name of the parameter of type body that was
defined in the APl metadata.

Description The description of the parameter of type body
that was defined in the APl metadata.

Body Specify request body, it must be valid JSON. You
can use API Flow parameters. When API Flow
parameter is a JSON Object, JSON Path expres-
sion can be used.

See API Flow parameters on page 50.

If the request body is required for this operation,
you cannot leave this text box blank.

If the model schema is described in the API
metadata, you can generate an example body.
To specify the request body with a sample, click
EXAMPLE.

Do not send request body If the request body is optional, you can select this
check box. A request is sent with a blank body.
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Output Parameters tab

On this tab you can define how API response is mapped to API Flow parameters. If the response
content type defined in APl metadata is Application/JSON, it is automatically defined as
Application/JSON.

1 Click + to add new API Flow parameter.

2 Specify API Flow parameter name.

3 Select one of these Response Types:

BODY
API Response Body. Can be selected only once.

CODE
HTTP Response status code. Can be selected only once.

HEADER
Response header name. The API Flow parameter name must match with the response header
name.

Test tab

On the Test tab you can specify APl Flow Parameters that are used in request tabs as Input parameters
of this ION API step.

Click Test to test the API step. The resulting API Flow parameters are displayed in the output parameters
section.

Note: The test request is using real API call, data can be changed by this action.

Parallel API flows

With the parallel flow, the modeler can execute multiple steps in parallel.

Each step can use the ION API Flow parameters from the previous steps as input. The parallel flow is
expected to be executed faster than a sequential flow. The flow continues to the next steps only when
all the branches of a parallel flow are completed.

The parallel block does not have properties. You can add or remove branches by right-clicking the
diamond shape

Decision API flows

With the decision steps, the modeler can decide which branch (steps) must be taken depending on
values of input API Flow parameters.
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You can add or remove branches by right-clicking the diamond shape. There is always one default
branch. It is the one at the bottom and marked in the model with the small line across the input line.
Default branch cannot be removed.

The flow only executes the first, from top, matching branch to avoid conflicts and results being merged.

API Flow parameters that are created in the steps inside a decision flow cannot be referenced directly.
You must use a decision step hame as an identifier instead of an individual step hame.

Properties tab

Specify a decision step name in the Name field.

Specify a decision step description in the Description field.

Decision Parameters tab

1 Click + to add new decision parameter.
2 Specify a decision parameter name. The names must be unique.
3 Specify a decision parameter value.

It can be a constant value or you can use API Flow parameters. When API Flow parameter is a
JSON Object, JISON Path expression can be used.

See API| Flow parameters on page 50.

Conditions tab

On the Conditions tab, you must specify two parts of the definition:

1 Expression

Specify the expression that is used to decide which branch must be executed. Define the expression
with Javascript (nashorn).

Decision parameters are referenced as, $.<decisionParameterName> for example $.book.

In case the Decision parameter is a JSON object. You can specify elements from a parameter with
JSON Path expressions. For example if the Decision parameter contains JSON Object:

{
"store": {
"book": [
{

"category":"reference",
"author":"Nigel Rees",
"title":"Sayings of the Century",
"price":8.95
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"category":"fiction",
"author":"Evelyn Waugh",
"title":"Sword of Honour",
"price":12.99
}
]

14
"bicycle":{
"color":"red",
"price™:19.95
}
bo

"expensive":10

List of all books is required. You can define parameter 'books' with the value ${in
put.List}.store.book.

This is an example expression to find if a parameter contains any expensive books:

for (var i=0; i<S$.books.length; i++) {

if ($.books[i].price>9) {
'Expensive’;

break;

}

else {
'Cheap';

}

Branches
For each branch specify the expression value.

Default branch with undefined value is always available. It is used in case the expression results
in not matching any other value defined on other branches.

Output parameters tab

ION API Flow parameters created in the steps inside the decision flow cannot be referenced directly.

The Output parameters tab shows all API Flow parameters that are created in the steps inside the
decision flow. It can be used as reference when specifying API Flow parameters as an input for the
next steps. When two API Flow parameters with the same name are specified inside the decision flow.
Both are displayed in the value column.

Monitoring

Use ION AP| Gateway monitoring screens to track the runtime calls to an API flow. Each flow is
registered as an API call, and a timeline indicates the individual APIs that were used.
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Note: You must have the TONAPI-Tracing role to view the monitoring screen.
To monitor API flows:

1 Click the ION APl icon in the Application Switcher panel.
2 Click the Monitoring tab on the left side.

3 You can filter events by API call specifications, including time and date. For more information, see
the Infor ION API Administration Guide.

Each line item includes a drill-down link to view the flow of information that corresponds to the API
flow.

Each API that is displayed in the flow also contains a drill-down for more details on the API call.

Error handling

API flows are synchronous end to end. Therefore, the duration of the flow must be less than the global
gateway time-out, which is five minutes.

The duration of each individual task must be less than one minute. If a step results in a failure, the API
flow is stopped and an error message is displayed.

Creating and using connection points

Connections points for integration with cloud applications are created by the system administrator
depending on your entitlement.

You can use these connection points in data flows and you can edit their document configuration.

For the on-premises applications that require an integration through ION CE, you must create the
connection points yourself. The on-premises applications communicate with ION CE through the
Enterprise Connector.

Note: Connection points are not activated separately. A connection point is activated automatically
when a data flow, that uses that connection point, is activated.

Creating connection points from the data flow modeler

Select Connect > Data Flows.

Open a data flow or create a new one.

Add a connection point activity, such as File, to the flow.

In the properties pane, click New.

Select the type of connection point to be created. The Connection Point Details page is opened.
Specify the properties for the new connection point.

o 01k~ WDN P
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7
8

Click Test to test the configuration.
Save the connection point and click Back to return to the data flow details.

Creating connection points from the connection points list

You can only create a connection point for on-premises applications if you have created a location first.

See Creating a location on page 65.

1
2

Select Connect > Connection Points. Existing connection points are displayed as tiles.

Click on the Add tile.

A list of Infor connection points and Technology connection points is displayed. The connection
point types created through the Enterprise connector:

e Infor Application

¢ Infor ERP LN/Baan

¢ File

In addition to this, you have the File (SFTP From Cloud) type. This connection point is not

created through the Enterprise connector but created as a cloud connection point which connects
to your SFTP server.

Select the type of connection point to be created. The corresponding connection point details page
is displayed.

Set the properties for the new connection point.

Each connection point must have a name. The name identifies the connection point. The connection
point name can contain these characters:

e Characters ranging from a-z or A-Z

¢ Characters ranging from 0-9

¢ Underscore ()

e Dash (-)

Each connection point has a logical ID. Logical IDs are automatically generated based on the

connection point type and name except for Cloud 2.0 connection points. For the Cloud 2.0
connections points the logical ID is retrieved from the Infor Cloud.

The Logical ID formatis: 1id://infor.type.convertedName
In the logical ID, the characters from the name are converted to lower case.
Points of attention:

¢ AlLocation field is displayed for connection points defined through an Enterprise connector.
Specify the location where the application is deployed.

« Specify the connection parameters and click Test to verify connectivity. Using the Test button
is only useful if the related Enterprise Connector is running.

« Onthe Documents tab, select the documents, their verbs, and where they are sent from and
received in.

For the settings details of the Infor Application connection point type, see Application

connection points on page 84.
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For the settings details of the File connection point type, see the Infor ION Technology Connectors
Administration Guide.

5 Save the connection point definition.
6 Navigate back to the overview page.

Changing a connection point

You can reuse connection points in multiple data flows. Changing the properties of a connection point
impacts all active data flows that use that connection point.

You can change the documents configuration of a connection point by adding or removing documents
or verbs.

You cannot delete connection points or remove documents that are used in an active data flow.
To change a connection point:

1 Select Connect > Connection Points.
Existing connection points are displayed as tiles.

2 Click the connection point tile. The details page opens.
For connection points of cloud applications, you can only edit their document configuration.

3 Change the properties as required.
4  Save the connection point.
5 Navigate back to the overview page.

For the settings details of the Infor Application connection pointtype, see Application connection
points on page 84.

For the settings details of the File connection point type, see the Infor ION Technology Connectors
Administration Guide.

Checking usage of connection points

1 Select Connect > Connection Points.
Existing connection points are displayed as tiles.

2 Move the pointer over the connection point that you are interested in.
3 Click the Usage link in the bottom right corner of the tile.

A list of data flows using the selected connection point is displayed. To open the details page of
the selected object, double-click the row or select the row and click the details icon on the blue
panel.

Alternatively, open the connection point you require and click USAGE in the button bar on the
details page.

This table shows the type icons:
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Type Name Description Status

~ Data Lake Flow Name | Data Lake Flow De- Data Lake Flow Sta-
scription tus

B Document Flow Name | Document Flow De- Document Flow Sta-
scription tus

Workflow Name Workflow Description | Workflow Status

Deleting a connection point

When a connection point representing a Cloud application is disabled by the system administrator, it

has a Pending Delete status. It means that you can delete it from ION Desk. Enterprise Connector
connection points and the File (SFTP from Cloud) connection point type can only be deleted if
they are not used in a data flow.

To delete a connection point:

1 Select Connect > Connection Points.
Existing connection points are displayed as tiles.

2 Click Select to start the multi-select mode. Select the tiles of the connection points to delete.

3 Click Delete to delete the selected connection points. Click Cancel Select to exit the multi-select
mode.

To delete only one connection point, hover over its tile and click Delete.

Note: You cannot delete a connection point that is used in a document flow. Check the connection
point usage and ensure that it is removed from all activities of document flows.

File (SFTP from Cloud) connection point

The File (SFTP from Cloud) connection point defines a connection from ION CE to an external
SFTP server.

The communication is direct and does not involve an Enterprise connector. You can create this
connection point by providing the URL and credentials of the external SFTP file directory. Configurations
in this connection point to send and receive documents are the same as the File connection point. For
details about configuring a File connection point or a File (SFTP from Cloud) connection point,
see the Infor ION Technology Connectors Administration Guide.

SFTP is a secure file transfer protocol of FTP over SSH. If you have an SFTP share open to the cloud,
then ION CE acts as the SFTP client and can transport the files. Standard port 22 is used in this
communication.

Infor ION Desk User Guide—Cloud Edition | 62



ION Connect Modeling

Enterprise Connector

You can use the Enterprise Connector to integrate your local deployed applications with ION.
The Enterprise Connector is a local agent that is typically to be installed in your network.

Enterprise Connector provides an out-of-the-box connectivity with Infor Cloud through AWS SQS and
S3 web services. It can transport files between ION in the multitenant Cloud, also known as ION CE,
and your local applications.

Note: Enterprise Connector is not available in GovCloud because it is not certified for FedRAMP.

The Enterprise Connector service is deployed in your on-premises infrastructure and is responsible

for the communication with the ION CE environment. The Enterprise Connector exchanges messages
between ION CE and the on-premises applications that have a connection point defined related to this
Enterprise Connector. Communication between the Enterprise Connector and ION CE is asynchronous.

The Enterprise Connector uses outbound connections to Amazon services that are exposed through
https and port 443. Only an outbound connection is required. The Infor ION installation in the Infor
cloud does not require any inbound connection to the Enterprise Connector.

Amazon SQS, S3 is used for intermediate storage.

A single Enterprise Connector can serve multiple on-premises applications. For performance reasons
the Enterprise Connector service must be installed close to the applications for which it has a connection
point running. We recommend that the Enterprise Connector service is installed in the same network
segment (low latency).

You may have your applications that are distributed over multiple physical locations. Therefore, it is
supported to have multiple Enterprise Connector services for the same ION CE tenant.

In ION CE an Enterprise Connector is related to a Location. To create connection points, that are
related to on-premises applications, in ION CE, create a location first and install the related Enterprise
Connector. Then create connection points that are related to that location.

Integration with your local applications

You can use the Enterprise Connector to integrate your local deployed applications with ION. The
Enterprise Connector currently supports these types:
» Infor Application connection point

Defines a connection from ION to a local application that can send and receive messages. The
messages are sent using Outbox tables and received using Inbox tables. ION connects to the
Inbox and Outbox through JDBC.

For configuration details, see Application connection points on page 84.

* IMS connection point

Defines an ION Messaging Service based connection point that can send and receive messages.
The communication is https and REST based.

For configuration details, see Application connection points on page 84.

* Infor LN/Baan connection point
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A special type of application connection point that connects to a local LN/Baan system. The
connection is made from the Infor LN/Baan connection point created through the Enterprise
Connector to the LN application. The typical connection information of Infor LN, such as the
hostname, BSE environment, username, password, and Bshell, is used.

The Maximum processing time per message property in the Infor LN/Baan connection point
defines the timeout for the processing of a single message. If there is no response from Infor
LN/Baan after this time, processing of this message is stopped and a Confirm BOD is generated.
ION continues with the processing of the next message. A timeout can happen if the message
processing in LN is taking more time than the defined limit, or if the bshell does not respond
anymore.

When using the channels to enable parallel processing, the maximum number of bshells allowed
per channel is limited to 10.

For details about configuring an Infor LN/Baan connection point, see the Infor LN Configuration
Guide for Infor ION in InforXtreme Knowledge Base Article 22945150.
File connection point

Defines a connection from ION to a local application that cannot send or receive messages, but
can create/process files. The connection is made from the File connection point through the
Enterprise Connector to the local File application. It supports connecting to a local file server using
FTP or SFTP and to a local Windows shared folder. For details about configuring a File connection
point, see the Infor ION Technology Connectors Administration Guide.

Database connection point

With the Database Connector you can connect applications that cannot send or receive documents,
but have a database available.

In this way, you can retrieve data from a database and send it to one or more Infor applications.
Or you can use data from Infor BODs to update your database.

There are two types of database connection point:

* Stored Procedure
 AnySQL Modeler

With the Stored Procedure type you can call stored procedures that are defined in your database,
pass inputs, and receive output in the form of Infor BODs.

With the AnySQL Modeler you can create SQL select statements to read data from a database in
visual modeler with minimum knowledge of SQL language. Learning specifics of each database
protocol is not required. The same modeling experience is used for each of the supported database
server types. Output is provided in the form of JSON documents.

Message Queue Connection Point
You can use connectivity through message queues.

You can create a connection point to read or write a message queue. The Message Queue
Connector of ION Enterprise Connector acts as a JMS client.

A connection point that is configured as a JMS Client, enables ION to directly connect to external
JMS queues that are provided by other vendors. Messages are transported back and forth.

The use of this connection type requires a JMS BundleWrapper. For details, see the Infor ION
Technology Connectors Administration Guide.
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Configuring an integration with a local application

Create a Location.

Download and install the Enterprise Connector service.

Configure and start the Infor ION Enterprise Connector service.

Create an Enterprise Connector connection point.

Test the connectivity of the connection point with the local ITnOutbox database.

A W DN PR

5 Incorporate the connection point in a data flow and activate the data flow.

Creating a location

To create a location:

1 Select Connect > Enterprise Locations.
A list of existing locations is displayed.

2 Click Add.
The Location details window is displayed.

3 Specify Name and Description for the new Location and click OK. The Enterprise Connector
Location - Credentials dialog box is displayed.

4 Click show credentials. Then, right-click and copy and paste the Location ID and Location Secret
Key.
Alternatively, click download credentials to store the credentials in a csv-formatted file.
You will use these credentials later in the on-premises-deployed Enterprise Connector service to
start communication with ION CE.

5 Click Close to return to the list. The location is now created. The Connection Status, Version,
and Host fields are still blank.

Downloading and installing the Enterprise Connector

The Enterprise Connector arranges the connectivity between ION in the cloud and your local application.
The Enterprise Connector is running as a Grid service. Install it on a local Windows server, as close
as possible to your application integration point. The exchange of messages is asynchronous through
Amazon SQS and S3, ensure the Enterprise Connector service can access the Amazon services.

Enterprise Connector prerequisites

System requirements for an Enterprise Connector server:

*  Windows 2016, Windows 2019, or Linux Redhat Enterprise Server 7 and 8.
Enterprise Connector is not supported on a Windows Domain Controller.
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* Amazon Corretto JDK 8 (64 bits) update 212 or later installed. JDK 11 is not supported.

It is, for example, known that the Bouncy Castle extension does not work well with Enterprise
Connector. Therefore, you must use a default JDK installation without extensions.

Requirements for the database:

e SQL Server 2016
e SQL Server 2017
» PostGres Plus Advanced Server DB (PPAS), 64 bit version. Version 9.4, 9.5, 9.6, 10.6, 10, 11

Hardware specifications:

* 4 GB RAM, 2 Cores for low volume tests
« 8 GB RAM, 4 Cores for higher volume tests

» Enterprise Connector does not require much disk space because it does not store business data
in its database. 10 GB of free space is sufficient.

ION CE Enterprise Connector 12 runs on the ION Grid. The ION Grid facilitates high availability for the
Enterprise Connector and requires a database. During the installation you can either have the installer
create the database or use a pre-created database. If the installer must create the database, a database
user with database administrative authorizations is required. For SQL Server typically ‘sa’.

During the installation of the Enterprise Connector, you must specify three ports. We recommend that
you use 28089, 28090, and 28091. Ensure these ports are accessible for the host where the Enterprise
Connector is installed. If you plan to scale-out the Enterprise Connector, ensure the ports are also
accessible for the other hosts.

Ensure the Enterprise Connector can access these Amazon web services:

* |AM: endpoint hitps://iam.amazonaws.com

* SQS: the SQS endpoints for your region. For reference, see http://docs.aws.amazon.com/genera
I/latest/gr/rande.html#sqgs_region

» S3:the S3 endpoints for all regions. For reference, see http://docs.aws.amazon.com/general/late
st/gr/rande.html#s3_region

Ensure subdomains to these S3 endpoints are allowed; so, for us-east-1 allow *.s3.amazon
aws.com.

If you configure the Enterprise Connector with the AWS (Amazon) region it must access, you only must
configure access to that region.

See Limiting Enterprise Connector to the ION CE Amazon region on page 75.

Installing Enterprise Connector

For installations on Linux, see Installing Enterprise Connector using a script on page 68.

Note: You can install multiple Enterprise Connectors at the same host. To separate these installations,
each installation requires its own database, its own port numbers, and a unique name for the installation
folder. Ensure the server is sized to support the load of additional Enterprise Connectors.

1 Select Connect > Enterprise Locations.
A list of existing locations is displayed.
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For the locations that have an Enterprise Connector service and the status is OK, the Version shows
the version of the currently installed Enterprise Connector. If an update for that version is available,
the version is colored red.

Click the Download Enterprise Connector icon.

Save the file: com.infor.ion.cloud.enterprise.connector.installer-<version>.
jar

Copy the jar file to the Windows system where the Enterprise Connector must be installed.
Start the installation by double clicking the jar file.

Or run this command ‘as Administrator’:

Java -jar com.infor.ion.cloud.enterprise.connector.installer-<version>.jar

During the installation you must specify this information:
e The Grid installation directory. This is defaulted to c: \Program Files\Infor\IONEnter
priseConnector
¢ Several TCP/IP ports for:
e Bootstrap Service. We recommend 28089.
* Host Router (https). We recommend 28090.
* Host Router (proxy). We recommend 28091.
e The JDK path: Defaulted with the highest java version installed.
¢ The Database type: SQL Server or PostGres Enterprise DB.
¢ Grid Database Name: The default name is InforIONECGrid
- Database Scenario: Select one of these scenarios:
» Installer creates database.
The installer creates the Grid database. The ION Runtime Database User must exist. The
installer gives this user full access to the Grid database.
e Install in pre-created empty database.

The empty Grid Database must exist. The ION Runtime Database User must exist and
have full authorization on the Grid Database.

*« The Connection Parameters to the database instance:
« Database Server
« Database Port or Database Instance

+ |ON Runtime Database User and Password.
* Database Administrator User and Password.

Only required if you selected Installer creates database.

¢ Location Credentials and Tenant Mapping.
Optionally, you can apply these properties after the installation:
* Access Key ID
*  Secret Access Key
» Tenant Mapping

*  Proxy Service
Optionally, you can apply these properties after the installation:
e Configure the use of a proxy service
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Select this check box if the Enterprise Connector must use a proxy service to access the
Infor Cloud

e Proxy Host (https)
Specify the host address for your proxy service.
*  Proxy Port (https)
Specify the port for your proxy service.
e Authentication
Leave blank to use anonymous authentication.
Select basic to use basic authentication.
» If basic authentication is selected, configure these properties:
e Userid
Specify the proxy userid.
e Password
Specify the proxy password and repeat it to verify the entry.

Click Next to start the installation.

The installation process shows the status of the ION Enterprise Connector. The expected end
status is OK.

Note: If you did not provide the Location credentials during the installation, the end status is
NOT_OK.

The log files for the Enterprise Connector are stored in C: \ProgramData\Infor\ION Enter
prise Connectorinstalllinstalllog.

The Windows Services now include the Infor ION Grid-<Installation folder name> service.

Installing Enterprise Connector using a script

For Linux: You must create a Linux user and group and link the user to the group. This user is used
by Enterprise Connector to run the ION Grid bootstrap daemon. Example:

groupadd ionec
adduser ionec -g ionec

1 \Verify if the required system prerequisites are met.
2 We recommend that you install in /opt. Prepare an installer.properties file with these

parameters:

# Infor ION Scriptable Install Input template.

# Grid Installation Configuration
grid.installation.dir=/opt/infor/IONEC

# Only for Linux
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grid.service.username=ionec
grid.service.group=ionec

# Grid Connection Configuration
bootstrap.service.port=28089
host.router.https.port=28090
host.router.port=28091

# JRE Path (JDK is required)
jrePath=/usr/java/jdkl.8.0 65

# Database Selection

# ommmmmmmmm e e ===
# database.type = 'sglserver' or 'postgres ppas'
# database.scenario = 'nodb' or 'precreateddb'

# nodb means the installed will create the database # requires
database.admin.username and database.admin.password to be set #
precreateddb means the database (grid.database.name) already exists,
as an empty database. database.type=sqglserver grid.database.name=InforlI
ONECGrid database.scenario=precreateddb

# SQL Server database properties
database.server= MySQLSERVERDATABASE
database.instance=

database.port=1433
#database.admin.username=sa
#database.admin.password=****
ionruntime.database.username=ecruntime
ionruntime.database.password=ecruntimepwd

# Location Credentials and Tenant Mapping - Optional

# — [ —— S —— S—
iam.access.key.id= AKIBJP3YJYRMFA3AOHXA

iam.secret.access.key= WsfDtVAxXxnGX2vd2+svE9qC8oItALLD2tvD2e50tA
tenant.mapping=INFOR

3 Runthe installer using the just created installer.properties file as input.

java —Jjar com.infor.ion.cloud.enterprise.connector.installer-version.jar
installer.properties

Downloading the latest Enterprise Connector version
programmatically

To download the latest version of the Enterprise Connector, you can use rest services that are exposed
by the current Enterprise Connector, version 12.0.42 or later. For this download a configured Enterprise
Connector is required. The download uses the location credentials to pick up the latest version from
the Infor cloud environment. To call these methods, a grid-authenticated identity with the grid pro
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visioner security role is required. This can for example be a client certificate or an OAuth 10.a
key-pair.

GET https://<echost:port>/api/provision/vl//enterpriseconnector/version

This method provides the installedvVersion and CloudVersion. You can compare them to
see whether a later version is available.

GET https://<echost:port>/api/provision/vl/enterpriseconnector/download
Use this method to start the download of the cloud version.

GET https://<echost:port>/api/provision/vl/enterpriseconnector/down
load/status

Use this method to get the status of the download and the location of the downloaded installer.

Example script to create an identity

PKCS12 client certificate with grid provisioner role, password ecpassword, valid for 90
days:

java —-jar <ECInstallFolder>\tools\grid-cli.jar cert createClient -Clien
tKsDir=c:\temp -ClientName=ecdownload -ClientPassword=ecpassword -key
storeType=PKCS12 -roles=grid-provisioner

Oauth 10.a key-pair:

java —-Jjar <ECInstallFolder>\tools\grid-cli.jar ocauthl0 create -descrip
tion="downloadEC" -roles=grid-provisioner -name=ECdownload

For more information on creating a client certificate or Oauth key-pair, see the Infor ION Grid Security
Administration Guide.

Configuring Enterprise Connector

To configure the Enterprise Connector service:

1
2

Go to the Windows system where the Enterprise Connector service is installed.

Open the Grid Management UI.

a Runthefile <Installation folder>\bin\AdminUI.cmd

b  Accept the certificate warning.

¢ You canrun AdminUTI . cmd with another Windows user than the one used to install ION

Enterprise Connector. In that case you must add your user to the local Windows Group IONEn
terpriseConnector full or<installfolder> full

To add the user on Windows, start lusrmgr .msc

In the Grid Management, click Applications > IONEnterpriseConnector > Management Pages.

Specify the location credentials you retrieved from the ION CE Location screen by either importing
the credentials csv file or pasting the ID and Security Key; click Load.

The location information for this location is retrieved from ION CE and displayed.
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5

If your on-premises applications exchange messages using another tenant than the ION CE tenant,
define the on-premises tenant in the Tenant Mapping field. The Enterprise Connector converts
the tenant of the messages from cloud to on-premises tenant and vice versa.

Note: You can only change the tenant mappings if there are no active connection points. To change
the mapping when there are active connection points, you must deactivate the related document
flows to deactivate these connection points. Then, change the tenant mapping and activate the
document flows again.

Click Save.
The Enterprise Connector service is updated to use the configuration.

HTTP security settings

Open the Grid Management UI.

Select Security > Security. The Security page contains an HTTP Security Setting section. With
ION Enterprise Connector 12.0.40 and later, all these settings are enabled by default.

Pay specific attention to this setting:

Host Header Validation

You can use a load balancer or other indirections in front of the Enterprise Connector. To do so,
you must add the host address (FQDN) that is used at the client side to the white list for this setting.
Otherwise requests that are posted by the client are rejected.

For more information, see the online help of this security page.

Granting other users access to the Enterprise Connector
configuration

If Enterprise Connector is installed on a Windows platform, then by default only the user that installed
Enterprise Connector has access to the installation folder.

To grant access to other users:

1
2
3

4

Run lusrmgr.msc.
Select Local Users and Groups > Groups.

Look for the group name of the installation folder of Enterprise Connector. The default name is
IONEnterpriseConnector full.

Open the group and add the users as members.

Accessing the Enterprise Connector Grid Management Ul remotely

When you deploy the Enterprise Connector on a Linux host, this step is required. For a Windows host
deployment, this step is optional because you can also open the Grid Management Ul locally.
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To access the Grid Management Ul from a remote browser:

1 Create a client certificate for authentication:

a

b

C

For Windows, create a copy of this sample script:

rem Create Grid client certificate for provisioning

set INSTALLDIR=C:\Program Files\Infor\ ION Enterprise Connector

set CLI=%INSTALLDIR%\tools\grid-cli.jar

set CLIENTDIR=C:\Temp

java —-jar "S$CLI%" -dir "S$INSTALLDIRS" cert createClient -clientname
"Grid Management UI access" -keystoreType "PKCS12" -roles "grid-

admin" -clientKsDir "$CLIENTDIRS" -clientPassword ChangeMe

For Linux, create a copy of this sample script:

#create Grid client certificate for provisioning

INSTALLDIR=/var/infor/IONEnterpriseConnector

CLI=${INSTALLDIR}/tools/grid-cli.jar

CLIENTDIR=/tmp

java -jar ${CLI} -dir S${INSTALLDIR} cert createClient -clientname
"Grid Management UI access" -keystoreType "PKCS12" -roles "grid-

admin" -clientKsDir ${CLIENTDIR} -clientPassword ChangeMe

Make these changes to the script:

e Set INSTALLDIR to the installation folder of Enterprise Connector.
* Set CLIENTDIR to the folder where you want to create the keystore.
* Change the client password, ChangeMe, to your preference.

Run the script.

2 Prepare your browser.

a

b

Import the client certificate keystore, generated in the previous step, in your browser keystore.
The procedure to do this depends on the browser.
In your browser, open this URL:

https://<hostname>:<host router https port>/grid/ui/soho
A warning, that the SSL certificate of the Grid is not trusted, is displayed. Accept the exception.

Trusting the Enterprise Connector SSL certificate

The Enterprise Connector Grid exposes a self-signed certificate. If you must connect remotely through
HTTPS to the Enterprise Connector, this certificate must be trusted by the clients. This applies , for
example, in these situations:

* You want to access the Enterprise Connector management remotely.
* You have an application that integrates through ION Messaging Service (IMS).

You can export the public key and have that key trusted at the client. Alternatively, you can use a
certificate that is signed by a trusted certificate authority (CA).
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To export the public key of the self-signed certificate, open the Enterprise Connector Management Ul.
Then export the public key of the certificate through your browser.

To configure a trusted CA certificate in the Enterprise Connector:

1 Go to the Windows system where the Enterprise Connector service is installed.
2 Open the Grid Management Ul.
a Runthe <Installation folder>\bin\AdminUI.cmnd file.
b  Accept the certificate warning.
¢ You can run AdminUI . cmd with another Windows user than the one used to install ION
Enterprise Connector.
To do so, you must add your user to one of these local Windows groups:
. IONEnterpriseConnector full
* <installfolder> full

To add the user on Windows, start lusrmgr .msc.

3 Inthe Grid Management Pages, select Security > Identities and select the Show Default Identities
check box.

For details on this procedure, see "Managing HTTPS identities in the Grid Management Pages" in the
Infor ION Grid Security Administration Guide.

Enterprise Connector Configuration Screen

Import Location Credentials button
Imports the location credential . csv file, downloaded from the ION Desk Location credentials dialog
box.

Take Location button

This button is only available if the credentials of the location are already taken by another Enterprise
Connector installation. Use this button to transfer the ownership of a location from one Enterprise
Connector Service to another. You typically use this in recovery scenarios.

Ensure that the Enterprise Connector you take the credentials from is stopped.

Load button

Contacts ION CE, based on the specified Location credentials, to retrieve location information for this
Enterprise Connector. Used when the initial credentials are provided. And used to update the
configuration information if the location description in ION CE is changed.

Location Access Key ID and Security Key field
Alternative for the import to specify the Location ID and Security key.

Tenant Mapping

If your on-premises applications exchange messages using another tenant than the ION CE tenant,
define the on premises tenant. In that situation, the Enterprise Connector converts the tenant of the
messages from cloud to on-premises tenant and vice versa. If the field is empty, which is the default,
the Cloud tenant is set and expected in the message headers by the Enterprise Connector.
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Location information

Name
Location Name as configured in ION Desk Location screen.

Description
Location description as configured in ION Desk Location screen.

Status:
*  OK: Connectivity with ION CE is OK
 ERROR: Connectivity with ION CE fails. A reason for failure is displayed. Possible reasons for
failure:
¢ Not able to connect to Amazon. Verify whether your server has access to the Internet,
specifically if it can access Amazon services.
* Incorrect credentials: The Location credentials are invalid. Apply correct credentials and, if
required, recreate the credentials through the ION Desk location dialog box.
« Location locked by <hostname>: The Location credentials are already used by another
Enterprise Connector. To overrule this, you can use the Take Location option, but be careful
because that takes away the ownership from the other Enterprise Connector.

Connection Points
The number of connection points that are configured for this Enterprise Connector.

Tenant
The ION CE tenant id. This tenant identifier must be used by the on-premises applications when they
exchange messages through the Enterprise Connector. Unless an ‘on-premises tenant’ is defined.

JMS Client Drivers button
Opens the JMS Client Drivers screen.

Custom Database Drivers button
Opens the Custom Database Drivers screen

JMS Client Drivers Screen

On this screen the JMS drivers are managed that are used by this enterprise connector. Open the
screen through the main screen of Enterprise Connector Management.

Custom JMS Client libraries

You can use the Message queue connection point as a client to connect to a JMS vendor. In that case
you must upload the related JMS client library. Click Download JMS Driver Wrapper to download
the bundle wrapper. This bundle wrapper program generates the deployment bundle of your dynamic
JDBC driver/ IMSclient library. After a bundle is generated click Import JMS Client Driver to upload
it to ION Service. You can also remove an existing bundle when it is not used by any connection point.
Note that when you remove an existing bundle, the Enterprise Connector Service is restarted. This
results in a temporary outage of the Enterprise Connector until the service is started again.

Instructions on using the JMS driver wrapper, see Infor ION Technology Connectors Administration
Guide
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Custom Database Drivers Screen

On this screen the Database drivers are managed that are used by this enterprise connector. Open
the screen through the main screen of Enterprise Connector Management.

Custom Database Drivers

If you are using the Infor application connection point with a database vendor that is not supported.
You can upload the JDBC driver of your vendor into ION. Use the bundle wrapper program. You can
retrieve the program by clicking Download Custom Database Driver Wrapper. This bundle wrapper
program generates the deployment bundle of your dynamic JDBC driver. After you have created the
bundle wrapper, you can upload it. Click Import Custom Database Driver.

Note: When you add or remove a bundle, the Enterprise Connector Service is restarted. This results
in a temporary outage of the Enterprise Connector until the service is started again.

See Infor ION Technology Connectors Administration Guide

Limiting Enterprise Connector to the ION CE Amazon region

When the Enterprise Connector starts to connect to Amazon, it first must find out the region it must
access. Therefore, the Enterprise Connector requires access to all Amazon regions. To limit the access
to only the Amazon region that is used by the Enterprise Connector, you can configure the aws.region

property.
1 Open the Enterprise Connector Grid Management Ul.
2 Select Applications.

3 Inthe IONEnterpriseConnector tile, open the menu by clicking the hamburger icon. Then select
properties.

4 In the search box, specify aws . region and click Search.

Click the <undefined> value and specify as value the Amazon region of the ION CE you use.
Possible values:

e us-east-1
* eu-central-1
e eu-west-1
5 Restart the Enterprise Connector application.
a Open Applications.
b Atthe EnterpriseConnector node, click Stop.
The node restarts automatically.

6 If it was configured already with location credentials, verify connectivity is still working.

Managing the Grid by REST services

Various REST services are available to monitor the Enterprise Connector status and Grid status.
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See https:// <enterpriseconnectorhost>:<host.router.https.port>/grid/rest/
api-docs/ui/index.html

An example of a useful method:

GET https:// <enterpriseconnectorhost>:<host.router.https.port>/grid/rest/ap
plications

In the result for the ION Enterprise Connector, to see if the application state is fine, verify if the value
for the globalState:state = OK.

Uploading a JMS driver

You can upload a JMS driver through a REST based webservice. The wadl for this service is available
at:

https://<enterpriseconnectorhost>:<host.router.https.port>/api/provision/
application.wadl

Updating the JDK version

Complete one of these steps:

» The procedure to switch can happen as part of the upgrade to the latest Enterprise Connector
version:

a Download and install the Amazon Corretto JDK 8 update 212 or later on the ION Enterprise
Connector host.
b Download the latest ION Enterprise Connector installer and run the installer.

¢ Inthe installation dialog boxes, at the point where you must select the JDK, specify the location
of the Corretto JDK.

d Continue the installation.

« Alternatively, to update the JDK version of an ION Enterprise Connector host, see "Changing the
JDK for a grid host" in the Infor ION Grid Administration Guide .

If you have deployed ION Enterprise Connector over multiple hosts, complete this procedure for
each host.

Updating location credentials

You can create new location credentials and apply these in the Enterprise Connector.

1 Select Connect > Enterprise Locations.

2 Select the Location for which new credentials are required and click Recreate Credentials. The
Enterprise Connector Location - Credentials dialog box opens.
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In this dialog box, either click show credentials and copy and paste the Location ID and Location
Secret Key or download credentials in a csv formatted file.

Click Close to return to the list. The status of the Location is ERROR because the current Enterprise
Connector has invalidated credentials.

Open the Grid Management Ul, on a server where the Enterpise Connector is installed.
Select Applications > IONEnterpriseConnector > Management Pages.

Specify the location credentials you retrieved from the ION CE Location screen by either importing
the credentials csv file or pasting the ID and Security Key. Click Load. The location information
for this location is retrieved from ION CE and displayed.

Save the changes and verify whether the status is OK.

Log archiving

The Enterprise Connector logs are archived to the database automatically every Saturday and Sunday.
Logs in the archive that are older than 60 days are deleted.

To download archived logs or adjust the archive schema:

1

Open the Grid Management UI.
See Configuring Enterprise Connector on page 70.

Select Monitoring > Log archiver.
On this page, you can download archived logs or adjust the archiving configuration.

Configuring the use of a proxy service

If you use a proxy service to route Internet communication, you must configure the proxy service settings
in ION Enterprise Connector. After this is set, only https communication between Enterprise Connector
and the Infor Cloud, that is, Amazon web services, is routed through the proxy service. All other https
communication, such as the IMS communication, does not use the proxy configuration.

1

Open the Grid Management UI.
See Configuring Enterprise Connector on page 70.

Navigate to Applications and select the IONEnterpriseConnector application.

Click the hamburger icon and select Properties.

In the enterprise.connector.aws.proxy property section, specify the properties as appropriate
for your proxy service.

aws.proxyHost
Specify the host address for your proxy service.

aws.proxyPort
Specify the port for your proxy service.
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aws.proxyAuthenticationMethod
Leave blank if you use anonymous authentication.
Specify basic if you use basic authentication.

If basic authentication is selected, configure these properties:

aws.proxyUsername
Specify the proxy username.

aws.proxyPassword
Specify the proxy password.

Scale-out the Enterprise Connector to another host

For availability reasons you can add another host to the Enterprise Connector deployment. In case
one of the Enterprise Connector hosts fails, the Enterprise Connector continues to function by running
at the remaining host. Ensure the hosts you use can communicate with each other and have TCP/IP
access. Enable access to these ports:

* hostrouter.https.port
* bootstrap.port
* hostrouter.port

To scale-out the enterprise connector to another host:
1 Another host must be available that complies to the prerequisites for an Enterprise Connector
server.

You are supposed to use the same OS type for each Enterprise Connector, so either Linux or
Windows.

Ensure to install the same JDK version in the same folder as on the original host.
If you use a different version, you must adjust the jdk.path in the properties file.
For linux deployment: ensure you create user and group with the same name on the original host.
Otherwise you must adjust service.group and service.username in the properties file.
2 Copy these files to the new host:
e installer-version.jar

e grid.install.properties
The files are located in these folders:

*  Windows: c:\ProgramData\Infor\ION Enterprise Connector\<InstallFolder>
\Grid Installer

e Linux: /var/log/infor/ion enterprise connector/<InstallFolder>/GridIn
staller

3 Specify this information in the grid.install.properties file:

grid.hostname
The hostname of the new host
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grid.hostaddress
The full qualified domain name of the new host.

database.password
The password of the database user defined in database.username.

Example properties file for Windows:

#Thu Oct 27 17:19:09 CEST 2016
grid.hostname=IONCEHOST
jdk.path=C\:\\Program Files\\Java\\jdkl.8.0 91
grid.hostaddress=IONCEHOST.acme.com
install.path=C\:\\Program Files\\Infor\\IONEC
database.instanceName=
database.name=InforIONECGrid
database.password=*****xx%
database.type=sglserver
database.username=ecruntime
service.userType=virtual
grid.properties.O=grid.internal.featureFlags\=appendBcByDefault\=false

database.port=1433

hostrouter.https.port=28090

bootstrap.port=28089

database.host=DATABASEHOST

database.schema=

hostrouter.port=28091
sqglserver.datasource.multiSubnetFailover=false

4  Go to the new host and run the grid installer with this command..

java —jar installer-version.jar grid.install.properties

Uninstalling an Enterprise Connector host

To uninstall the Enterprise Connector from a host, run this command:
java —-Jjar <installation folder>/uninstall/uninstall.jar

After running this command at the last host, you have uninstalled the Enterprise Connector.

Enterprise Connector service - processing

The Enterprise Connector service starts polling and pushing messages for a specific application when
the related connection point to Enterprise Connector in ION is activated.
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Data flow activation and deactivation have related start and stop polling commands. These commands
are transmitted from ION in the cloud to the local Enterprise Connector through Amazon SQS and S3.
This is an asynchronous process. An actual activation or deactivation is picked up and executed by
the Enterprise Connecter when it is running and connected to Amazon SQS and S3.

When one or more IMS connection points are activated for this Enterprise Connector, an extra process
is started at the Enterprise Connector host. This is, the ION Messaging Service node. For the ION
Messaging Service node one instance is running. If the Enterprise Connector is scaled to multiple
hosts, the Enterprise Connector Grid decides where that instance runs. The Enterprise Connector is
restarted on the other (failover) host if the current host goes down.

You can find logging and configuration information for the Enterprise Connector service at each host
in these folders:
* <Installation Folder>\grid\log\SYSTEM
This folder contains logfiles for the core grid functionality.
e <Installation Folder>\grid\log\IONEnterpriseConnector
This folder contains logfiles for the core enterprise connector node.
* <Installation Folder>\grid\log\IONMessagingService

This folder contains logfiles about the processing of incoming IMS requests to the Enterprise
Connector.

Verifying Enterprise Connector

You can run several checks in the ION Desk and the Grid Management Ul to verify the Enterprise
Connector.

In ION Desk you can check the status of:

» Enterprise Connector Location

Open Connect > Enterprise Location. Verify whether the Connection Status is OK and the
Version is not displayed in red. Indication the Enterprise Connector is at the latest version. When
you move the pointer over the value of the Hosts field, the tooltip shows more details about the
hosts where the Enterprise Connector is deployed.

» Enterprise Connector connection points
Connect > Active Connection Points. Verify the Status is OX.

» A particular message sent to a connection point of the Enterprise Connector .

Open OneView. Search for the message. In the message timeline, check whether the enterprise
connection point shows the message delivered by any adapter or engine event.

In Grid Management Ul, at the Enterprise Connector side, you can open the:

* Hosts tab and verify each Grid host has the Started status.
» Applications tab and verify if the TONEnterpriseConnector has the OK status.
On the ION Enterprise Connector application tile, click Management Pages. Verify if the OK

status is shown. Check if the number of the active and paused connections points meet your
expectation.
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Information about managing the ION Grid and running an application in the ION Grid, see these
guides:

¢ Infor ION Grid Administration Guide
e Infor ION Grid Security Administration Guide

Verifying Enterprise Connector connectivity

Through ION Desk you can check if ION can communicate with your local deployment.

1 Select Connect > Enterprise Locations.
For each location the Status is displayed.

2 Check this information:
Status

Every 30 seconds the Enterprise Connector sends a heartbeat to ION CE to determine the status

of the connectivity.

« empty: This location is not yet allocated by an Enterprise Connector.

« ERROR: The location is allocated by an Enterprise Connector, but there is an issue with the
connectivity to this Enterprise Connector. Verify whether the Enterprise Connector Service is
running and the configuration is correct, that is, valid Location credentials are used. To verify
this, start the Configuration screen of the Enterprise Connector.

e OK: The location is allocated by an Enterprise Connector and connectivity with that Enterprise
Connector service is OK.

Host
Identifies the server(s) where the Enterprise connector is running.

Version

Identifies the version of the installed Enterprise Connector. The version is colored red if the version
is outdated. In that case, download the Enterprise Connector version from the location screen and
install it on the Enterprise Connector server.

3 List the connection points using a particular location. Select the location and click Usage.

Upgrading Enterprise Connector from an earlier 12 version

The Infor Cloud team can update ION CE to a later version. After such an update, the Enterprise
Connector version in the ION Desk Enterprise Location page is red. This indicates a later version is
available for you. For details on what this newer version offers, see the ION CE release notes.

Follow this procedure to update your installed version 12 Enterprise Connector to a later version. During
the upgrade, the integration between ION CE and the connection points for this location is down. You
must run the Enterprise Connector upgrade at one of the Enterprise Connector hosts.

1 InION Desk, select Connect > Enterprise Locations.
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2 Click the Download Enterprise Connector icon and save the com.infor.ion.cloud. enter
prise. connector.installer-<version>.jar file.

3 Copy the jar file to the system where the Enterprise Connector must be upgraded. If you have
scaled out the Enterprise Connector, select one of the hosts.

4  Start the installation by double-clicking the jar file.
Alternatively, run this command:
Java -jar com.infor.ion.cloud.enterprise.connector.installer-<version>.
jar
For Windows, you must run this command ‘as Administrator’.
5 During the upgrade, you must specify this information:
e The Grid installation directory.
Default: C:\Program Files\Infor\IONEnterprise Connector
Select the installation folder of the current Enterprise Connector.

e The JDK path.

Specify the JDK used currently.

Alternatively, to update the used JDK version, specify a later version.
* |ON Runtime Database Password.

6 After the upgrade has finished, verify whether the Enterprise Connector service is running and
message processing continues.

Upgrading using a script

Note:

ION Enterprise Connector version 12.0.38 and later write their version in this file:

* Windows: C:\ProgramData\Infor\ION Enterprise Connector\<InstallFolder>\
info.json

e Linux: /var/log/infor/ion enterprise connector/<InstallFolder>/info.json

1 Prepare an upgradeinstaller.properties file with these parameters:

# Infor ION Scriptable Upgrade Install Input template.

# Grid Installation Configuration

# Makes sure grid.installation.dir points to the current Enterprise

Connector directory

grid.installation.dir=/opt/infor/IONEnterpriseConnector

# Make sure ionruntime.database.password contains the correct password
related to the ion enterprise connector runtime database user
ionruntime.database.password=ecruntime

2 Run the installer using the upgradeinstaller.properties file as input.

java —Jjar com.infor.ion.cloud.enterprise.connector.installer-version.
jar upgradeinstaller.properties
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Disaster recovery planning

If your Enterprise Connector installation is corrupted, you can perform these actions:

* Replace Enterprise Connector with a fresh installation.
* Recover the Enterprise Connector database.

Replacing Enterprise Connector with a fresh installation

The Enterprise Connector only stores configuration data in its database. No transactional data is stored
in the database. Therefore, if your Enterprise Connector installation, including its database, is corrupted,
you can revive it by completing these steps:

1 Install a fresh ION Enterprise Connector deployment.
2 Reapply the location credentials for the original location.

3 Configure the correct tenant mapping.

During this process a message is displayed to inform you that the location is already in use. Use
the Take Location option to transfer the ownership for the location to this Enterprise Connector.

Recovering the Enterprise Connector database

Apply this procedure to recover the Enterprise Connector including its configuration.
Ensure you have a backup of these components:

* ION Enterprise Connector Grid database

» Thesefilesin c:\programdata\Infor\ION Enterprise Connector\GridInstaller:
e grid.install.properties
e installer-<version>.jar

Note: Create a new backup if you have upgraded the Enterprise Connector.

To perform the recovery, complete these steps at a fresh host with the same name as the original host:

1 Recover the database.
2 Recoverthe grid.install.properties and installer-<version>.jar files.
3 Inthegrid.install.properties file, make these adjustments:

* database.password= # - Specify the correct password for the database user that is defined
in the database.username property.

e grid.hostname= # - Change the name so it deviates from the original entry. The name does
not have to be a DNS entry.

e Ensure the bootstrap.service.port has another value than before.

e Ensure the host.router.port has another value than before.

4  Run this command:

java -jar installer<version>.jar grid.install.properties

5 Atfter the installation, open the Grid management Ul and verify the Enterprise Connector.
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Application connection points

An application connection point defines a connection between ION and an application that can send
and receive messages in the format defined in ION Data Catalog. ION Data Catalog is also known as
ION Registry.

Application connection points are of type IOBOX or ION Messaging Service (IMS).
IMS integration can be a direct integration or through ION API.

This table shows the characteristics of these connection point types:

Type Description

I0BOX Sends messages using outbox tables and re-
ceives messages using in-box tables. The in-box
and outbox are connected through JDBC. Only
messages of type BOD are supported with this
connection point.

ION Messaging Service (IMS) Exchanges messages with an application through
predefined REST methods. This type of connec-
tion point authenticates through OAuth 1.0. IMS
supports all document types that are defined in
the ION Data Catalog.

IMS via ION API Exchanges messages with an application through
predefined IMS REST methods. Connectivity and
authentication is handled by ION API.

The Infor applications typically offer this way of connecting to ION. Other applications can also adopt
this.

For details, see the Infor ION Development Guide.

Configuring an IMS integration through ION API

Before you can configure an IMS integration between an application and ION, through ION API, you
must prepare the application for this communication.

For details, see the Infor ION APl Administration Guide.

To learn the IMS interface interaction, see "Infor Application Connector (IMS)" in the Infor ION
Development Guide.

Bidirectional IMS through ION API
Bidirectional IMS through ION API, application has IMS end point:
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1 InION API, create an Authorized App of the Backend Service type.

This authorized app represents the client side of the application, that is calling ION through ION

API.

a During the creation ION API generates a Client ID for this application. You must specify this
ID in the connection point you create in step 3c.

b As part of the creation, you must download credentials, during this process.
You are prompted to specify a user name. This is not required because ION does not authorize
incoming requests based on user authorizations.

You require the downloaded credential file in step 4a, where you configure the application.

2 InION API, create through Available APIs a new API Suite, with these points of attention.
a Specify the Suite Name.You must select this name later in the IMS through ION API connection
point; see step 3a.
b Ensure the APIContext name is unique. Do not change this later because you reference it in
your application.
¢ At the Endpoint details, specify this information:

Target Endpoint URL
Specify the URL including the IMS path for your service.

Proxy Endpoint URL
For example public. This becomes part of the URL path that is called by ION IMS.

Proxy Security
Select 0OAuth 2.0.
ION IMS uses OAuth 2.0 authentication to access your service.

Target Endpoint Security
Select the authentication method your application expects.

d Atthe Endpoint Documentation, specify the documentation for your IMS APIs. The preferred
option for ION API is through swagger documentation.
e \Verify whether, based on the documentation, the IMS methods are listed.
3 InION Desk, create the IMS through ION API connection point, with these points of attention

a For the IMS Endpoint, select the product suite you created in step 2.

b  For the Service Account, import a service account you created through User Management /
Service Accounts.

¢ Forthe ION API Client Id, specify the client ID that was generated in step 1a.

4 At the Application side, use the Client ID credentials that were created in step la.

For details, see the Infor ION API Administration Guide.

Unidirectional IMS through ION API

Unidirectional IMS through ION API, application has no IMS end point:
1 InION API, create an Authorized App of the Backend Service type.
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This authorized app represents the client side of the application, that is calling ION through ION
APL.

a During the creation ION API generates a Client ID for this application. You must specify this
ID in the connection point you create in step 3.
b  As part of the creation, you must download credentials, during this process.

You are prompted to specify a user name. This is not required because ION does not authorize
incoming requests based on user authorizations.

You require the downloaded credential file in step 3, where you configure the application.

2 InION Desk, create the IMS through ION API connection point, with these points of attention

a Clear the Application has IMS End Point check box.
b For the ION API Client Id, specify the client ID that was generated in step la.

3 At the Application side, use the Client ID credentials that were created in step 1.

For details, see the Infor ION API Administration Guide.

General application properties

In addition to the name, logical ID (which are relevant for any connection point type), an application
connection point has this property:
Type Description

Logical ID Type The type to be used to construct the middle part of the logical ID. For example,
if the logical ID type is 'wm' and the name is 'Warehousel' then the logical ID
is: 'lid://infor.wm.warehousel'. The logical ID type must contain characters
ranging from a-z or 0-9 or an underscore (_) or a dash (-). Capitals and spaces
are not allowed.

Infor application (IMS) properties
This table shows the available buttons:

Button Description

TEST Click this button to test connectivity with the IMS
application endpoint.

IMPORT AND TRUST CERTIFICATE Click this button to import the https SSL certificate
of the IMS application endpoint if this certificate

is not trusted by ION.

This table shows the available properties:
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Property Description

Application has IMS End Point If this check box is selected, the IMS connection
point can send and receive messages.

If this check box is cleared, IONTEST button,
IMPORT AND TRUST CERTIFICATE can only
receive messages from the application. The
button, and IMS Endpoint properties are not

available.

IMS Endpoint — URL IMS can only receive URL for the application to
integrate with

IMS Endpoint — OAuth Consumer Key OAuth consumer key for the application to inte-
grate with

IMS Endpoint — OAuth Consumer Secret OAuth secret key for the application to integrate
with

ION Endpoint — Endpoint Path . Display field. Shows the path to be used by the

integrated application to run the ION IMS meth-
ods. The host : port must be replaced with the
actual host : port of the ION Enterprise Connec-
tor host and Host Router (https) port or the load
balancer pointing to it.

ION Endpoint — OAuth Consumer Key Display field. Shows the OAuth consumer key
that must be used by the integrating application

ION Endpoint — OAuth Principal Display field. Shows the OAuth Principal name
as registered in the Infor OS Grid.

The application you configure to integrate with ION through IMS must trust the SSL certificate of the

Enterprise Connector installation.

See Trusting the Enterprise Connector SSL certificate on page 72.

IMS via ION API properties

This table shows the available text buttons:

Button Description
TEST Click this button to test connectivity with the IMS application
endpoint.

IMPORT AND TRUST CERTIFICATE | Click this button to import the https SSL certificate of the
IMS application endpoint if this certificate is not trusted by
ION.

This table shows the available properties:
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Property Description

Application has IMS End Point If this check box is selected, the IMS via ION API connection
point can send and receive messages.

If this check box is cleared, ION can only receive messages
from the application. The TEST button and IMPORT AND

TRUST CERTIFICATE button and the IMS Endpoint prop-
erties are not available.

IMS Endpoint - Product & Operation | Display field. Shows the selected IMS discovery endpoint.
Select the IMS discovery endpoint from the application that
must integrate with ION through IMS.

IMS Endpoint - Service Account The service account that is used by ION to authenticate for
the application IMS endpoint.

Authorization - ION API Client Id The ION API Client Id of the application as registered in ION
API. Used by the ION connection point to verify whether the
received message is sent by the application. The Client Id
represents the application.

Infor application properties

This section is only applicable for the connection points of type Enterprise Connector.

On the Connection tab of the application connection point you can select the Infor Application type.
This table shows the available properties:

Property Description

Database Driver Select one of the supported database types. See the supported database table
below

Database Select one of these configurations for the database address:

« Basic - specify properties for the database. The properties to be specified
depend on the selected Database Type. The URL to connect to the
database will be built automatically.

* Advanced - specify the URL to connect to the database. Use this if you
must use advanced settings that are not shown when selecting Basic.

Hostname Specify the host name of the server that hosts the database. This field is only
enabled if the Basic checkbox is selected.

Port Number Specify the number of the port that must be used to connect to the database.
This field is only enabled if the Basic checkbox is selected.

Schema Name Specify the name of the database schema to be used. This field is only enabled
if the Basic checkbox is selected and the Database Type is SQL Server, Oracle
DB2 or DB2/400.

SID Specify the name of the Oracle schema ID to be used. This field is only enabled
if the Basic checkbox is selected and the Database Type is Oracle
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Property Description

URL Specify the URL of the database that contains the Inbox and Outbox tables.
The URL is dependent of the database type. See the supported database table
below for details.

If you selected the Basic configuration for the database address, the URL is
read-only.

User Name Specify the user name to connect to the database. Note: when using SQL
Server with Windows authentication, specify a valid Windows domain username
instead of a SQL Server user name.

Password: Specify the password to connect to the database.
Delete Processed Whether processed messages must be deleted immediately from the Outbox
Messages after processing them.

This table shows the supported database types and the URL formats:

Supported

Database Drivers URL format

Oracle jdbc:oracle:thin:@//[hostname] : [port]/[oracle sid]

DB2 jdbc:db2:// [hostname]: [port]/[schemaname]

DB2/400 jdbc:as400://[hostname] ;naming=system;libraries=[schem

aname] ;prompt=false

MS_SQLServer The URL is specified in this format: jdbc:sqglserver://[hostname[\in
stanceName] [:port]] [;property=value[,;property=value]]

For example, when using SQL Server authentication on a default instance with
the MultiSubnetFailover property of a cluster setup: jdbc:sglserver://
[hostname] :1433;databaseName=[schemaName] ;MultiSubnet
Failover=true

For a complete connection URL specification of this driver, see the Microsoft
documentation at hitps://msdn.microsoft.com/en-us/library/ms378428(v=sql.1

10).aspx.

Postgres (PPAS) jdbc:postgresqgl://[HostName] : [PortNumber]/[SchemaName] ?
stringtype=unspecified

For a complete connection URL specification of this driver, see the Postgres
documentation at:

https://jdbc.postaresql.org/documentation/93/connect.html

For using this driver in ION, the “?stringtype=unspecified” parameter is
required.

When you create an Infor application connection point with DB2 as the database type, the user account
used in the connection properties must equal the user account which created the Inbox/Outbox tables
in the database.
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If you want to reuse this 1/O box for multiple Logical IDs, see Configuring Connection points for a
Multi-Logical ID 1/O box on page 90.

Configuring Connection points for a Multi-Logical ID 1/0 box

Applications such as Infor CloudSuite Industrial have individual connection points per site configured
in ION and use the same In-box and Outbox table between them. In such situations, ION must process
messages based on Tenant and based on Logical ID. To enable this, you must create an additional
column in the I/O box tables. In addition to this, a property called By LogicalID is added to the
category of Message Processing preference in I/O box in the Advanced Properties section of the
Application connection point.

To share the same I/O box across multiple Logical IDs:

1 Runthe I/O box script <db> upgrade.sqgl from the 3.0 folder in your I/O box.
For more information, see "Download Scripts" in "Configuration Files tab".
2 Ensure that a new column called C_ LOGICAL ID is added to both COR OUTBOX ENTRY and
COR_INBOX ENTRY
In ION Desk, go to Connect > Connection Points.
Double-click an application connection point.
On the Connection tab expand the Advanced section.
Find the category called Message Processing preferences in I/O box.
Set By Tenant and By LogicallD to True.
You must select the Tenant before you can set the value for By Logical ID.

~N o 0o hW

8 To publish a message from your application, specify this information:
* Inthe COR_OUTBOX ENTRY table, specify a value for C LOGICAL ID

* Inthe COR_OUTBOX HEADERS table, specify the FromLogicalId key with the correct Logical
ID value. This ID must match the Logical ID value specified in the connection point.

9 Use the connection point in your data flow and activate it.

Note: ION matches the Tenant and the Logical ID value in a case-sensitive manner. To avoid
inconsistencies in tenant processing, you must specify the Tenant ID and the Logical ID according
to Infor standards. For the Infor Tenant ID standards, see "Configuring Connection points for a
Multi-Tenant I/0O box" in the Infor ION Desk User Guide.

The Infor Logical ID standards are:

* |ID must always start with the prefix "lid://".
¢ ID must contain characters ranging from a-z or 0-9 or an underscore (_) or a dash (-). Capitals
and spaces are not allowed.

Application documents

In the Documents tab of an application connection point, select the documents that can be sent or
received by the application. The selected documents must match the actual capabilities of the application.
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Some application connection points only support documents to be Sent from Application or
Documents to Write.

To add a document type, click Add. A list of documents that are based on available verb.noun
combinations is displayed. You can filter the list of documents by specifying a text in the Filter field.
Alternatively, use the switch buttons to show the Infor standard documents or custom documents.

In the Documents tab you cannot select the Acknowledge and Show response verbs. The verbs are

not visible in this tab but are automatically supported if a relevant request document is selected in the
other direction. For example, when Process.SalesOrder is selected as Send from Application,
the Acknowledge.SalesOrder is automatically considered as supported in Receive in Appli

cation. The data flow with this connection point can consume Acknowledge.SalesOrder.

Note: For a unidirectional IMS connection point ("Application has IMS End Point" is disabled) it is
allowed to configure the Acknowledge and Process response BOD types.

To remove a document or verb, select the item and click Remove. When removing a document or verb
that is used in a data flow, an error is reported in the data flow notifications.

Some application connection points can discover the documents automatically. The add and remove
documents options are not available for these connection points. Click Refresh to start the auto
discovery. During the discovery, if the application exposes documents not known to the ION registry,
these documents are ignored. A warning, that shows which documents are ignored, is displayed.

Network connection point

A Network connection point defines a connection between two tenants in one multi-tenant environment.
A Network connection point can send and receive any messages defined in Data Catalog.

Configuring a Network connector

1 Gotothe Documents tab of a Network Connection point.
2 Select the documents that can be sent to or received from other tenant.
3 To add a document type click Add.
A list of documents is displayed. You can filter the list of documents in these ways:
« Specify a text in the Filter field.
e Select a document type.
e Use the switch buttons to show the Infor standard documents or custom documents.

4  To remove a document, select the item and click Remove.

When removing a document that is used in a data flow, an error is reported in the data flow
notifications.
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Tenant — Tenant dependency

The selected documents must match the selection in the other tenant. If the document is selected as
Send to Tenant the same document must be selected in the other tenant as Receive from Tenant and
the other way around. The document is not accepted by the target side and a ConfirmBOD is created
on the source side in these cases:

« Adocumentis selected as ‘Send to Tenant’ on the Source side and it is not selected in the ‘Receive
from Tenant’ list of active network connection point on the Target side.

* A network connection point is not active on the target side.

Document types supported by various connectors

This table shows the document types supported by ION for each connector:

Oracle BS Con-
nector

SAP Connector
ION API

Connection BOD JSON ANY DSV

Point Type

Application using | @ x| ] [ ]

Inbox/Outbox

Application using | @ (] (] (]

IMS

Message Queue & x| ] [ ]

Network (] (] (] o

Database o B8 x| a

File (] (] (] o

Web service (] B ] x|
o x| a8 a8
o x| a8 a8
o o o a8

Document mappings

Use a mapping in the data flow to transform the contents™ of a document or to transform a document
into another type of document. How to create a mapping see ION Connect Mapping on page 115.
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When using a mapping in a data flow, note that:

* A mapping cannot combine two BODs into one or split one BOD into multiple BODs. The latter
can be achieved with a parallel flow having a specific mapping in each branch.

»  Using mappings for reply BODs (Acknowledge or Show) is not supported. Reply BODs cannot be
modeled in a data flow.

* Be careful when using mappings for request BODs (Process or Get). Reply BODs are directly sent
from the receiver of a Process BOD back to the original sender of the Process BOD. For example,
if you change the document type in a mapping. The sender of the Process BOD receives an
Acknowledge for another document type than expected. If you change the verb from Process to
another verb, the sender does not receive an Acknowledge. If you change the verb Sync to Process,
the sender of the Sync BOD receives an unexpected Acknowledge message. Do not change the
document type or the verb in case of a request BOD.

To use a mapping in a data flow:

1 Open a data flow or create a new one.
2 Add a mapping activity to the flow
3 Select the mapping to be used.

The resulting document after the mapping activity is filled automatically based on the To Document
and To Verb of the selected mapping.

Splitter

You can use a splitter in the data flow to split one document that contains multiple instances of the
same object into separate documents. Each document with one object together with a document header
and footer.

For example, when a Purchase Order with multiple Purchase Order Lines is received and as the next
step an API must be called per line. Splitter can be used to split a Purchase Order into multiple Purchase
Orders. Each one containing all headers and footers, and only one Purchase Order Line. API is then
called once per each created Purchase Order.

Supported document types for splitting are BOD and JSON Conventional. To define a required splitting
element, you must use Xpath or JSON Path, respectively.

Using a splitter in a data flow

1 Click Connect > Data Flows.
A list of existing data flows is displayed.

Open a data flow or create a new one.
Add a splitter activity to the flow.
Specify a name and description.

Click the Configuration tab.

a b~ WwDN
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6 For each listed document, specify the path expression to identify where the document must be

split.

a Click the magnifier glass.

b Select element in the Select Attribute window.
¢ Click OK.

Or specify the required path manually.

Rules for using a splitter in a data flow

When using a splitter in a data flow, these rules apply:

One output document is created for each instance of element defined by the path.

The message ID of the output documents is the same as the Message ID of the input document
but extended with a sequence number. The sequence number is for example:1 or : 2

If a defined path is not found in an input document, no splitting is done. The input document is
passed to the output as is. The Message ID is extended with : 0

If an input document is split into at least two output documents, the instances message header is
deleted.

All other message headers are copied from the input document to all output documents.

A sibling to a parent element without any instance of element that is defined by a path, is not
included in any output document. See Example 2 - Excluding parent element.

Example 1 - Basic splitting logic

1

Input Purchase Order with MessagelD = 123456789 and this simplified structure:

<SyncPurchaseOrder>
<ApplicationArea> .. </ApplicationArea>

<DataArea>
<Sync> .. <Sync>
<PurchaseOrder>
<PurchaseOrderHeader> .. </PurchaseOrderHeader>
<PurchaseOrderLine> .. </PurchaseOrderLine> (1)

<PurchaseOrderLine> .. </PurchaseOrderLine> (2)
<PurchaseOrderLine> .. </PurchaseOrderLine> (3)
</PurchaseOrder>

</DataArea>

</SyncPurchaseOrder>

Configured to split at this line:
SyncPurchaseOrder/DataArea/PurchaseOrder/PurchaseOrderLine

These three instances of <PurchaseOrderLine> element are found:
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*  Document with MessagelD = 123456789:1 and this simplified structure:

<SyncPurchaseOrder>
<ApplicationArea> .. </ApplicationArea>
<DataArea>
<Sync> .. <Sync>
<PurchaseOrder>
<PurchaseOrderHeader> .. </PurchaseOrderHeader>
<PurchaseOrderLine> .. </PurchaseOrderLine> (1)
</PurchaseOrder>
</DataArea>
</SyncPurchaseOrder>

¢ Document with MessagelD = 123456789:2 and this simplified structure:

<SyncPurchaseOrder>
<ApplicationArea> .. </ApplicationArea>
<DataArea>
<Sync> .. <Sync>
<PurchaseOrder>
<PurchaseOrderHeader> .. </PurchaseOrderHeader>
<PurchaseOrderLine> .. </PurchaseOrderLine> (2)
</PurchaseOrder>
</DataArea>
</SyncPurchaseOrder>

¢ Document with MessagelD = 123456789:3 and this simplified structure:

<SyncPurchaseOrder>
<ApplicationArea> .. </ApplicationArea>
<DataArea>
<Sync> .. <Sync>
<PurchaseOrder>
<PurchaseOrderHeader> .. </PurchaseOrderHeader>
<PurchaseOrderLine> .. </PurchaseOrderLine> (3)
</PurchaseOrder>
</DataArea>
</SyncPurchaseOrder>

Example 2 - Excluding parent element

1 Input document with multiple parent elements:

<SyncSalesOrder>
<ApplicationArea> .. </ApplicationArea>
<DataArea>

<Sync> .. <Sync>

<SalesOrder> (A)

<SalesOrderHeader> .. </SalesOrderHeader>
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<SalesOrderLine> .. </SalesOrderLine> (1)
<SalesOrderLine> .. </SalesOrderLine> (2)
</SalesOrder>
<SalesOrder> (B)
<SalesOrderHeader> .. </SalesOrderHeader>
</SalesOrder>

</DataArea>

</SyncSalesOrder>

Configured to split at this line:
SyncSalesOrder/DataArea/SalesOrder/SalesOrderLine

These two insances of SalesOrderLine element are found:
* Document with MessagelD = 123456789:1 and this simplified structure:

<SyncSalesOrder>
<ApplicationArea> .. </ApplicationArea>
<DataArea>
<Sync> .. <Sync>
<SalesOrder> (A)
<SalesOrderHeader> .. </SalesOrderHeader>
<SalesOrderLine> .. </SalesOrderLine> (1)
</SalesOrder>
</DataArea>
</SyncSalesOrder>

¢ Document with MessagelD = 123456789:2 and this simplified structure:

<SyncSalesOrder>
<ApplicationArea> .. </ApplicationArea>
<DataArea>
<Sync> .. <Sync>
<SalesOrder> (A)
<SalesOrderHeader> .. </SalesOrderHeader>
<SalesOrderLine> .. </SalesOrderLine> (2)
</SalesOrder>
</DataArea>
</SyncSalesOrder>

This information is NOT forwarded to the next steps:

<SalesOrder> (B)
<SalesOrderHeader> .. </SalesOrderHeader>
</SalesOrder>
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Workflow from document flow

You can use a workflow activity to start a workflow as part of a document flow. For example, you can
retrieve data on new products from an application database. Then run a workflow to review and approve
the new product. After the new product is approved send it to another application for subsequent
processing.

The results of the workflow can be incorporated in the document.

Handle New
Product
(OtherApp)

Publish

New Product
: Products 1 Approval
1 [Workflow)

SynchdyProduct SynchiyProduct

Status <> “Approved"

In this example, the initial document can be:

<SyncMyProduct>
<ApplicationArea>

</BApplicationArea>
<DataArea>
<Sync>

</Sync>

<MyProduct>
<ID>1234</ID>
<Description>New Product</Description>
<Link>http://somewhere/products?1234</Link>

</MyProduct>

</DataArea>
</SyncMyProduct>

The product ID, Description and Link can be used as input for the workflow. The new Status (either
Approved or Rejected) can be output of the workflow. After the workflow is completed, this document
is sent to the next step in the flow:

<SyncMyProduct>
<ApplicationArea>

</BApplicationArea>
<DataArea>
<Sync>

</Sync>
<MyProduct>
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<ID>1234</ID>
<Description>New Product</Description>
<Link>http://somewhere/products?1234</Link>
<Status>Approved</Status>
</MyProduct>
</DataArea>
</SyncMyProduct>

In the workflow activity you select the workflow definition and link the input and output parameters of
that workflow to attributes of the incoming document. You can pass structured information from the
document (for example order lines) as input data for the workflow structures. The workflow structures
cannot be used as output.

When a document arrives at this activity, a workflow is started. When the workflow is completed, the
output of the workflow is added to the document and the document flow continues.

A workflow activity can also be used at the end of a document flow. In that case the workflow output
(if any) is ignored. For example:

Handle New
Product
[OtherApp)

Status = “Approved”

Publish

Froduct
Mew Approval
O Products ! ) |

f [Workflow) ! Handle

(FrocDB)
D D Rejected
Status <> "Approved” Product

Sync Wiy Product SynchiyProduct (W kil ow )

Multiple workflow activities can be used in a document flow. A workflow can be used in multiple workflow
activities in a single document flow or in multiple document flows.

Modeling a workflow from document flow

Select Connect > Data Flows.
Open the details page of the document flow for which you must add the workflow activity.
Click Workflow to add the activity to the flow from the toolbox.

Ensure the workflow activity has a preceding activity and the preceding activity provides one
document type. The verb of the document must be either Sync or Process. The type of output
document of the workflow activity is the same as the input document

5 In the workflow activity properties, select the Properties tab.
6 Specify the name for the activity and optionally add a description.

7 Select the workflow to be used. Click New to create a new workflow definition or click Details to
view the details of an existing workflow definition.

A WDN PR
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10

11

12

The workflow parameters and workflow structures from the workflow definition are retrieved when
the workflow is selected or the Refresh Workflow button is used.

Select the Attributes tab.

Select any attributes of the document that must be used in the workflow activity.

See Selecting attributes on page 103.

You can only select attributes after a document is selected as on the line between the preceding
activity and the workflow activity.

Select the Parameter Mapping tab.
Here you can select which attributes to use for each input or output parameter of the workflow.

You can only select an attribute if the data type matches the data type of the workflow parameter.
The name of the attribute can differ from the name of the workflow parameter. For each input
parameter, an attribute must be selected. If the workflow activity is followed by a next activity in
the flow you must select an attribute for each output parameter.

Select the Structure Mapping tab. Observe that the root of the workflow structure is mapped to
the noun name from the document that triggers the workflow activity. Mapping the other elements
of the structure is optional. To complete the mapping, click Map next to each structure element.

You can map levels from the workflow structures to document attributes that have children. Mapping
is done top down. Sub-levels or fields from the structure can only be mapped to child elements
that are based on the parent level mapping. The mapping process is done through a selection
dialog box and allows the selection of valid elements that have matching data-type.

Optionally, you can specify a filter for the selected attributes. Click Filter next to the path you
mapped. The xml-attributes of the selected element and the xml-attributes of its repeating parent
elements are displayed. Edit the filter by specifying a value for one of the attributes and click OK.
The path is updated with the filter. At runtime, the occurrences that comply with the filter are
extracted from the document and mapped into the workflow structure. If there are several
occurrences of the document element mapped to one single field, the first occurrence is selected.

Note:

a Skipping several levels when you map a field to a document element is called a "mapping with
elevation". If several sibling fields are mapped using a mapping with elevation. Use a filter to
ensure the fields are selected from the same path determined by the filter.

b Fields in workflow structures are single occurrence. To retrieve all occurrences when the
document element mapped to the field has multiple occurrences. You must define a workflow
structure level that is mapped to the direct parent of the document element. In other words,
avoid mapping with elevation in this case.

¢ You cannot map a flat structure from a BOD, for example a custom BOD, into a more complex
workflow structure, with several levels.

When using a workflow activity, the document flow depends on the workflow.
This means:

« When changing the input or output parameters of a workflow, you must update the workflow
activity accordingly. Use the Refresh button from the Properties tab to get the latest set of
input and output parameters and updated structures of the workflow. Note that if a structure
is changed, all mappings are removed upon Refresh.

« Activate the workflow definition before activating the document flow. You cannot deactivate
the workflow definition as long as the document flow is active.
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*  When the running workflow is canceled or fails, the workflow activity raises a Confirm BOD on
the incoming document. Resubmitting this from the Error BODs page starts a new instance of
the workflow.

« If one or more workflows are running for a workflow activity, it is advisable to not deactivate
the document flow. Otherwise the results of the workflow cannot be handled when the workflow
completes. In this case an error is logged, because the result of the workflow cannot be delivered
to the workflow activity anymore.

*  When exporting and importing the document flow, also export and import the used workflow
definition.

Workflow from document flow process

The ProcessWorkflow BOD is used to start a workflow from a workflow activity. You do not have to
model or send this message. In ION the ProcessWorkflow BOD is automatically created based on
the modeled workflow activity.

When a document is received by a workflow activity, these actions are taken:

1

3
4

5

The values of the attributes that are required as input for the workflow, are extracted from the
document.
Note:

« If the selected attribute occurs multiple times in the document then only the first value is used
as input for the workflow.

* |f the selected attribute does not occur in the document then the workflow is started without a
value for the input parameter. This only works if the workflow input parameter has 'Use Initial
Value if Null' selected in the workflow modeler.

« If repeating attributes are mapped to a structure, the workflow structure contains as many

levels as repetitions. This depends on the mapping definition and if filtering is modeled.
The request to start the workflow (ProcessWorkflow) is built and sent to the workflow engine.
The workflow is started and a copy of the original document is saved.

After the workflow completes, the output of the workflow, the AcknowledgeWorkflow, is sent
back to the workflow activity.

If no next activity exists in the document flow then the output of the workflow is ignored.

If a next activity exists then the copy of the original document is retrieved. The output parameters from
the workflow are merged into the document and the document is sent to the next step in the document
flow.

Note:

If the attribute that is linked to the workflow output parameter already exists then the existing value
is overwritten.

If the attribute does not yet exist then it is added to the document.
If the attribute occurs multiple times in the document then only the first value is updated.
Structures cannot be used as output, they do not change the document.
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Filtering and content-based routing

A connection point can send documents. The document flow defines which types of documents, such
as sales orders or purchase orders, must be delivered to which other connection points. Even for a
single document type, not all document instances are relevant for the next activity in a flow. Based on
the content of the document, documents may or may not be needed. Use filtering or content-based
routing to avoid delivering too many documents to a connection point.

In the toolbox of the document flow modeler, two types of flows are available for this purpose:

* Filter

Depending on the document content and the filter conditions specified, messages are sent to a
destination if the filter condition is fulfilled, or ignored.

For example, the CodeDefinition BOD represents multiple types of code master data. An
application can only be interested in a subset of all code definitions, for example only 'reason codes'
are relevant.

The filtering is not limited to connections having only one document. Multi-document flows, such
as master data flows or reporting flows, can also be filtered. You do not have to create multiple
flows in that case.

* Routing

Depending on the document content, messages of the same type are distributed to one or more
destinations, depending on the routing conditions. If none of the routing conditions is met, documents
are ignored.

For example, a warehouse management application represents only one warehouse per application
instance. An ERP application sends SyncPurchaseOrder messages. Depending on the warehouse
on the purchase order line, the message must be sent to one or more specific warehouse
management instances. A message is only sent to application instance WMS_1 if it contains at
least one line for warehouse.

Note: To define filters or routing, the metadata for the documents to be routed must be available in the
Registry.

If the filter or routing receives BODs with the same document name but different verbs, the filtering or
routing is the same for these verbs.

Note: The content-based routing depends on the data that is available in the BOD. If the sending
application does not set attributes that are used in the condition, the result is not as expected. The
contents of the BOD can also depend on the used verb and action code. For example, if a Sync message
is sent with actionCode Delete, the document can only contain the identifiers, such as the document
ID. To deal with such situation, use the actionCode in a condition or include a condition that explicitly
checks for the existence of an attribute.

Content-based routing and filtering do not change the contents of a BOD. Either the complete BOD is
passed on or not. Note that:

» A document in the BOD can include repeating elements, such as multiple sales order lines. If the
condition includes a check on such lines, the BOD is passed on if at least one of the lines matches
the condition.
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For some verbs, a BOD can contain multiple document instances, such as multiple sales orders.
In that case, the BOD, including all document instances, is passed on if at least one of the sales
orders matches the condition.

Filtering

To add a filter:

1 Click Connect > Data Flows.
A list of existing data flows is displayed.

2 Select the document flow where the filter must be added

3 Click Details to open the document flow modeler

4  Add a Filter activity to the flow.

5 If the preceding activity provides more than one document type, use select for documents
as filter.

6 Click the Attributes tab;

7 Select any attributes of the document that must be used in the filter.
See Selecting attributes on page 103

8 Click the Conditions tab.

9 Specify the conditions for the selected attributes.
See Defining conditions on page 105. After activating the flow, the ION Service ensures that
messages are filtered according to the specified conditions.

Notes:

Multiple flows can be defined using the same connection points and document types. In ION Service
those flows using a logical disjunction (‘or') are combined. For example; an active flow orders that
SyncSalesOrder documents having status X must be sent from A to B. Another active flow orders
that SyncSalesOrder documents having status Y must be sent from A to B. Then all SyncSale
sOrder documents having status X or Y are sent from A to B.

Filtering is done at message level. Either the whole message is delivered or nothing. The message
is not partly delivered (for example by only including the relevant purchase order lines).

When, using attributes that occur multiple times in a document the document is passed on if at
least one of the lines matches the filter. For example, attributes from an order line can occur multiple
times.

The actionCode in BODs is not changed by the filtering. If the first BOD with actionCode Add
is filtered out, and the second BOD for the same object instance with actionCode Update is
passed. The actionCode is Update.

Filtering is not applied to BODs used Event Management. If an application publishes SyncSale
sOrder and an event monitor exists for SalesOrder. Then all SyncSalesOrder BODs are
delivered to the event monitor, even if in the document flow a filter is specified.

Infor ION Desk User Guide—Cloud Edition | 102



ION Connect Modeling

Routing

To use content-based routing:

1

Click Connect > Data Flows.
A list of existing data flows is displayed.

Select the document flow to add the content based routing to.

Click Details to open the document flow modeler.

Add a Routing activity to the flow.

Note that a routing can only be used if the preceding activity produces one type of document.
Right-click the diamond shape of the routing activity to add or remove branches. By default, a
routing activity has two branches.

Click the Attributes tab.

Select any attributes of the document that must be used in the filter.

See Selecting attributes on page 103.

Specify the conditions on the selected attributes.
See Defining conditions on page 105.

Select which condition must be used for each branch.

After activating the flow, thelON Service ensures that messages are filtered according to the
specified conditions.

Selecting attributes

In a filter or routing step you can select the document attributes that must be used in the conditions.
You can select document-specific attributes such as an order status or planned delivery date. Additionally
you can select one or more predefined attributes if needed.

These are the available predefined attributes:

AccountingEntity: the ID of the accounting entity to which the document belongs.

Location: the ID of the location to which the document belongs.

ActionCode: a code to indicate the sender's view of what happened to the document(s) that are
included in the BOD. For request BODs such as Sync or Process the actionCode is Add, Change,
Replace or Delete. For Acknowledge BODs the action code is Accepted, Modified or Rejected.
Show BODs do not contain an action code.

To add an attribute select at least one attribute of the monitor's application documents. You can use
the selected attributes in the monitor rule, the monitor conditions, or the alert message.

To select attributes

1

Click Connect > Data flows.
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A list of existing document flows is displayed.

Click Details.

Click Add to display the Select Attributes window.

Expand the tree and select the desired attributes.

The selected attributes are displayed in the tooltip of the “Selected” count at the top of the window.
This table shows the attribute types that can be selected in the Select Attributes window.

Attribute type Icon Description

Data Element An element in a business document that can have a value.
For example, an Amount element. A data element can be
selected. Note that if the data element is contained in a
repeating group, the data element can occur multiple
times in a business document. A data element can contain
attributes. To display the attributes, expand the data ele-

ment node.
Repeating Ele- A special type of data element that can occur multiple
ment times in a business document. For example, a Note ele-

ment. A repeating element can be selected. A repeating
element can contain attributes. To display the attributes,
expand the repeating element node.

Attribute An attribute in a business document that can have a value.
For example, a currencylD that is linked to an Amount
element. An attribute can be selected.

Note: If the data element is contained in a repeating ele-
ment or in a repeating group, the attribute can occur
multiple times in a business document.

Group A grouping element in a business document that does
not have a value, but contains other group elements or
attributes. For example, a SalesOrderHeader. A group
has children, such as data elements, attributes, or other
groups. To display the children, expand the group node.

Repeating Group A special type of group that can occur multiple times in a
business document. For example, a SalesOrderLine. A
group has children, such as data elements, attributes, or
other groups. To display the children, expand the repeat-
ing group node.

Note: There are three predefined attributes that can be selected from the document header
information: AccountingEntityID, LocationID and actionCode. Use these attributes if the
delivery of a document to a next step in the flow depends on the document characteristics. For
example: to only deliver documents from a specific accounting entity, include a comparison condition
based on the attribute AccountingEntityID in the content-based routing or filter.

Click OK.
The selected attributes are displayed in the Attributes tab.
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6 You can change the names of the attributes in the Attributes tab.

For example, specify the name of the application document, to which the attributes belong, as a
prefix. This is useful if you selected attributes from multiple documents.

Specifying filters for selected attributes

This procedure is optional.

Filter column in the list of attributes is not related directly to the filter condition. It is used to indicate
that the selected attribute as a specific filter.

Data Elements and Attributes that are part of a repetitive structure can require additional filtering to be
used in a condition. For example, the Location from the "ShipToParty" information on a Contract
application document can occur several times. To specify which Location address details must be used
in the condition evaluation. You can add a filter on the attribute "type" of the Location element.

To specify a filter:

1 Select Connect > Data Flows.
2 Click the Attributes tab.
3 Add one or more attributes that belong to a repeating group. StreetName.
For example: Contract/ContractHeader/ShipToParty/Location/Address/

4  Select the attribute.
This enables the Filter button.

5 Click Filter to display the Edit Filter page.
The xml-attributes of the selected element and the xml-attributes of its repeating parent elements
are displayed.

6 Specify the attribute to use for filtering. For example, type.

7 Click the Equals Value column and specify a value. For example Office.

8 Click OK.

The path of the monitor attribute is updated with the filter condition. For example: Contract/Con
tractHeader/ShipToParty/Location[@type="0ffice"]/Address/StreetName

Defining conditions

A condition defines which documents are relevant and which ones are not.

* In afilter step, the used condition is selected. If that condition is met (in other words, it evaluates
to 'true'’) then the document is passed on to the next activity. If the condition is not met (it evaluates
to ‘false’) then the document is not passed on.

* Inarouting step, a condition is selected for each branch. Consequently a document is sent to a
branch if the defined condition is met (in other words, it evaluates to 'true’).

To specify a condition for a filter or for the routing branches:
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Select Connect > Data Flows.
A list of existing document flows is displayed.

Click the Conditions tab.

Click Add to add a new condition.

Specify a name for the condition.

Select the condition type.

These types of conditions can be used:

* Attribute-value comparison, to check an attribute value. For example, Status = Open.

e Attribute comparison, to compare two attribute values. For example, Discount >
StandardDiscount.

« Attribute Existence, to check whether a given attribute exists.

¢ Combined conditions, to combine two other conditions using or or and. For example, Status
= Open and Discount > StandardDiscount.

These condition types and the properties to be set are described in more detail later.
Click OK to close the dialog.

Add more conditions, if combined conditions are needed.

For example, first create an attribute-value comparison condition, then add an attribute comparison
condition and then add a combined condition to combine these two.

Select the used condition for the filter or for each of the routing branches.

Attribute-value comparison

Use this comparison to compare the value of an Application Document attribute to a fixed value. This
type of comparison is useful for attributes whose value does not change frequently.

This table shows the syntax:

Syntax [Attribute][Operator][Value]
Attribute One of the Application Document attributes that are selected for monitoring.
The attribute can be of type:
e String
e Integer
» Decimal
+ Date and Time
 Date
e Time
* Boolean
Operator Comparison operator; depends on the attribute type. See Operators in monitor

conditions on page 211.

Value A constant value of the same type as the attribute.
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Evaluation The evaluation result is True or False.

Example

You build a condition to monitor contracts that have started after January 1st 2005. In the condition
you use the StartTime attribute from the Contract Application Document.

This table shows the syntax:

Attribute StartTime
Operator >
Value 2005-01-01T00:00:00

The evaluation result of the condition is true if the Date and Time value of the StartTime is after
January 1st 2005 00:00 hours.

Attribute comparison

Use this comparison to compare values of two Application Document attributes that are selected for
monitoring. You can compare attributes from the same Application Document or from different Application
Documents. The attributes must have the same data type.

This table shows the syntax:

Syntax [Attributel] [Operator] [Attribute?2]

Attribute 1 One of the Application Document attributes that are selected for monitoring.
The attribute can be of any type.

Operator Comparison operator; depends on the attribute type. See Operators in monitor
conditions on page 211.

Attribute 2 One of the Application Document Attributes that are selected for monitoring.
The attribute is of the same type as Attribute 1.

Evaluation The evaluation result is True or False.

Example

Build a condition to verify if a partial shipment has occurred for a sales order line. In the condition
compare the OrderedQuantity attribute from the SalesOrder Application Document with the
ShippedQuantity attribute from the Shipment Application Document.

Syntax [Attributel] [Operator] [Attribute2]
Attribute 1 OrderedQuantity
Operator <
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Attribute 2 ShippedQuantity

The condition evaluates to true when the comparison between the values of the two attributes is true.

Attribute existence

Use this condition type to check whether an attribute has a value in an incoming document.

This table shows the syntax of the attribute existence condition type:

Syntax [ Attribute] [Check]

Attribute One of the document attributes that are selected for monitoring. The attribute
can be of any type.

Check One of these values:
* Exists

The evaluation result is True if the attribute has a value.

* Does Not Exist
The evaluation result is True if the attribute has no value.

Evaluation The evaluation result is True or False.

Example

Build a condition to verify whether the Description attribute is blank.
This table shows the condition:

Attribute Description

Check Does Not Exist

The evaluation result of the condition is true if the Description attribute has no value.

Combined condition

Create a combined condition to evaluate several condition types simultaneously in the monitor rule.
All condition types can be combined using the logical operators AND and OR.

The evaluation result of a combined condition is based on the evaluation results of the sub-conditions.
Parentheses are used to specify the order of evaluation.

This table shows the syntax:
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Syntax

Conditionl
Condition2
Evaluation if AND is used

Evaluation if OR is used

[Condition1] AND | OR [Condition2]

You can have more than two sub conditions in one combined
condition. For example:

[Conditionl] AND [Condition2] AND [Con
dition3]

A monitor condition already defined in the list of conditions.
A monitor condition already defined in the list of conditions.
Evaluates to True if all conditions are True.

Evaluates to True if at least one of the conditions is True.

Combined conditions can be nested using this syntax:

Syntax
Conditionl

Combined Condition

Evaluation

[Condition1] AND | OR ([Combined Condition])
A monitor condition already defined in the list of conditions.

A monitor combined condition, already built using AND or OR,
based on the list of conditions. Combined conditions that are reused
are surrounded by round parenthesis.

The comparison conditions are evaluated first. Then the combined
conditions marked by parenthesis are evaluated. The evaluation
result is True or False.

Note that if one of the sub-conditions is of type DateTime Check, the evaluation of the combined
condition waits for the timer to expire.

Example 1

You want to generate an alert if a sales order is shipped, and the shipment is late or it was partially
shipped. You define a monitor that evaluates the SalesOrder and Shipment Application Documents.

The SalesOrder and Shipment Application Documents are related. In the monitor definition, you must
select a reference between these Application Documents. See References on page 199.

You create these conditions:

Name Type Condition Description
SalesOrderShipped Attribute-Value Compar- SOStatus = Shippe Checks whether a
ison d sales order is shipped.
PartialShipment Attribute Comparison  ShippedQuantity < Checks whether only a
OrderedQuantity part of the ordered
items were shipped.
DelayedShipment Attribute Comparison  PromisedShipDateT Checks whether the

ime < ActualShipd shipment was late.
ateTime
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Name Type Condition Description

PartialOrDelayedShip- Combined Condition SalesOrderShipped Checks whether a par-

ment AND (PartialShipm tial or delayed ship-
ent OR DelayedShi mentoccurred
pment)

Define a monitor rule of type "Condition Only". In this rule, select the PartialOrDelayedShipment
combined condition. If a sales order that has the status shipped is intercepted, the monitor waits until
it receives the corresponding shipment document. If the sales order and shipment documents are both
available. The monitor compares the attributes from the defined conditions. If the combined condition
evaluates to true, an Alert is sent.

Example 2

To generate an alert if a partial shipment occurs for items in the sales order. You define a monitor that
evaluates the SalesOrder and Shipment Application Documents.

The salesOrder and Shipment Application Documents are related. In the monitor definition, you must
select a reference between these Application Documents. See References on page 199.

Create these conditions:

Name Type Condition Description
SamelLine Attribute Comparison  ShipmentRefLineNr Ensures data is read
= SOLineNr from the shipment that
belongs to the order
line.
Sameltem Attribute Comparison  ShipmentItemID = Ensures shipmentdata
SOLineItemID is read for the item
used in the order line.
ShipmentOccurs Attribute-Value Compar- ShipmentStatus =  Checks whether items
ison Shipped were shipped.
LessQuantity Attribute Comparison ShippedQuantity < Checks whether only a
SOLineQuantity part of the ordered

items were shipped.

PartialShipment Combined ShipmentOccurs AN Checks whether a par-
D SameLine AND Sa tial shipment occurred.
meltem AND LessQu
antity

Define a monitor rule of type Condition Only. In this rule, you select the PartialShipment combined
condition. If a sales order that has the status shipped is intercepted. The monitor waits until it receives
the corresponding shipment document. If the sales order and shipment documents are both available,
the monitor compares the attributes from the defined conditions. If the combined condition evaluates
to true, an Alert is sent.
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Advanced properties of connection points

This section describes some advanced properties.

Application connection points of type IMS

This table shows the advanced properties for application connection points of type IMS:

Category Property name Units Default value Description
Connection Parallel Sending | Number of 2 Maximum number
threads of threads ION

starts in parallel
for sending mes-
sage.

Advanced properties for polling

For Application Connection Points of type Infor Application and File Connection Points,
this table shows the advanced properties related to the polling service:

Default
Category Property Name Units Value Description
Polling Sleep Time of Millisec- 5000 The amount of time the polling dae-
Polling Daemon onds mon waits before polling again if no

outbox records / files are found dur-
ing a specified polled instance of
time.
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Default
Category Property Name Units Value Description

Polling Error Number of Error Number 20 For Infor Application connection
Retry Retries point.

This represents the number of fresh
retries the connector makes in suc-
cession to retrieve the records from
outbox in case of an error. Within
each fresh retry, the connector
makes a series of attempts deter-
mined by the Delay number and the
Delay change unit.

For File connection Point.

This represents the number of retries
the connector makes in succession
to read files from the configured

'Read Location' in case of an error.

Default Min. Retry  Millisec- 10000 Default minimum retry delay in mil-
Delay onds lisecond after error.

Default Max. Retry  Millisec- 600000 Within every fresh retry, this is the

Delay onds default maximum retry delay in mil-
lisecond after an error. If the at-
tempts due to Default retry delay
number and Default retry delay
Change unit exceed this value, a
new retry attempt is started.

Default retry delay Millisec- 10000 Default retry delay increment time in

change unit onds millisecond after error. This parame-
ter works together with 'Default retry
delay number'.

Default retry delay Number 10 Default retry delay number after er-

number ror within a specified Retry attempt;
see "Number of Error Retries". Every
successive attempt is delayed cumu-
latively by the parameter 'Default
retry delay change unit'.

This table shows the available additional properties for application connection points of type Infor
Application:
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Default
Category Property Name Units Value Description
Cleanup Outbox Cleaner Hours 36 Messages older than this time frame,
Expire Time and with status=1 (Message is pro-
cessed), are cleaned.
In-box Cleaner Ex- Days 30 Messages fromthe esb inbound
pire Time duplicate table older than this
time frame are cleaned regardless
of their status.
Connection Maximum Active Number -1 The maximum numbers of connec-
Connections tions that can remain idle in the pool,
without extra ones being destroyed.
A negative number specifies no limit.
Minimum Idle Number 20 The minimum number of active con-
Connections nections that can remain idle in the
pool, without extra ones being creat-
ed when the evictor runs. A 0 (zero)
creates no active connection.
Maximum ldle Number 200 The maximum number of active
Connections connections that are allocated from

this pool simultaneously. A negative
number specifies no limit.

Protected content

As a Content provider, you can use this function to identify if the Data Flow or Mapping provided by
you is not modified in the target system.

Original content can be identified by the Protected icon and cannot be directly modified. Protected
mapping allows you to approve a protected version and to create a new draft from the protected version.
All other modifications, such as duplication, rename, export and import, result in the removal of the
Protected icon.

To define content as protected on the source system, you must run these tasks:

» Define protected content.
» Export content as protected.

On the target system you must import the protected content.

Defining protected content

Ensure the TONContentProvider role is added to the appropriate users.
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You can define protected content for document flows and mappings.

On the source system, go to either Connect > Data Flows or Connect > Mappings.

Click Protect on Export on the overview page for one entity from the tile toolbar or enable the
multi-select mode and select several entities.

Alternatively, go to the details page and use the modeler button bar. With this option you can define
the selected version of the mapping to be protected on export. Click Protect on Export.
The entity is marked with the Protected on Export icon.

You can reverse the whole action for the document flow or mapping by clicking Do not protect
on export.

Exporting content as protected

You can export protected content for document flows and mappings.

1
2
3

On the target system, select Connect > Data Flows or Connect > Mappings
Click Select to select one or more entities to be exported.
Click Export.

When at least one entity marked as To be Protected is selected, you can choose to protect the
export through the confirmation dialog box. Protect export to create an export file that can be used
in other environments. Do not use a protected export to create a backup.

Do not include properties to create a generic delivery to be used in other environments. For exporting
connection properties, click Yes.

The selected entities are exported to the file.

Importing protected content

You can import protected content for document flows and mappings.

1
2

On the target system, select Connect > Data Flows or Connect > Mappings
Click Import.
A dialog box is displayed where you can locate and select the file you created with the export.

Select the file to import.

A verification is done when the import file contains entities that are marked as “Protected”. When
the file is not modified, all entities from the file are imported and the entities that are marked as
“Protected” are Protected. In case a modification is identified, an error message is displayed.
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Chapter 5: ION Connect Mapping

A mapping is a description of how to transform (translate) messages, or documents, sent between
internal and external resources.

In a homogeneous situation where every component speaks the same language, no mapping is required.
But the data from the sending connection point may not match the expectations of the receiving
connection points. For example, when using technology connectors such as the Database Connector.
In that case you can use a mapping to transform the message contents.

The translated data can be used by other applications connected through ION and enables straight
through processing of documents.

ION Mappings provides the capabilities to define mappings between standard or custom documents.
A graphical modeler, called the Graphical mapping editor, is used to define the transformation.

You can use a graphical mapping to:

e Change a document. For example map Sync.MyCustomSalesOrder to Sync.SalesOrder.
* Change the verb of a document. For example, map Sync.MyProduct t0o Load.MyProduct.

« Extend the document by adding content or translating data values without changing the document
type. For example, map Sync.SalesOrder to Sync.SalesOrder to add some fixed property
values.

You can use a sensitive data mapping to hide certain values or to remove them from the output
document. When you use sensitive data mappings, you can perform these actions on document nodes:

 Mask data from nodes.
e Remove data from nodes.
 Remove nodes from a document.

A mapping cannot combine two BODs or split one BOD into multiple BODs. You can achieve the latter
with a parallel flow having a specific mapping in each branch.

Note: to create mappings, you must understand the structure and contents of the source and target
documents. Additionally, for part of the mapping functionality you must also have sufficient background
knowledge and experience regarding:

« XML concepts such as elements, attributes and namespaces.

* Programming concepts such as functions, input/output parameters and loops.

* XSLT (Extensible Stylesheet Language Translation).

These topics are discussed:

» Some concepts related to mapping.
» To create, change or delete mappings.
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» To use the graphical mapping modeler.

» To use the sensitive data mapping.

» To use functions and user-defined functions.
» To do advanced mapping using XSLT.

» To test a mapping.

An overview of used icons is included.

Concepts

To use the mapping you must understand several basic concepts.

There are two types of mappings that you can create. The graphical mapping and the sensitive data
mapping types.
This table shows the types of mappings:

Icon Name Description
- Graphical Mapping Used for document transformation.
0 Sensitive Data Mapping Used for cleansing sensitive data in a document.

Graphical mapping

A mapping specifies how the source document is translated to the target document. The source and
target documents can either be standard or custom documents. The structure and elements in these
documents is defined in the registry.

The mapping consists of a sequence of connections between the elements from the source and the
elements from the target document. Additionally, more complex transformations can be added using
functions.

Note: To ensure correct transformation, root elements always must be matched. Internet Explorer and,
to a lesser extent, Edge cannot properly handle the creation of mappings for large documents. Therefore,
we recommend that you use the Chrome or Safari browser when viewing or editing mappings.

Function

A mapping can contain one or more functions. A function transforms the data from the source to the
target. For example, it can change the data type of the source element to enable mapping to a target
element having a different data type. Alternatively, it can be an advanced function that performs logic
and selection operations.
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Several standard functions are available. Additionally, a mapping provides the concept of user-defined
functions. A user-defined function can be created to perform complex actions of multiple functions
within a standard definition that is created using XSLT syntax.

Standard functions

For details about the standard functions, see Standard functions for ION mappings on page 510.

Smart Matching

With Smart Matching you can analyze the source and target document. After analyzing you can map
large or complex mappings with automated mappings that are based on preset criteria set by the user.
Smart Matching is enabled by default. Smart Matching performs analysis of the source document to
find matches based on probability of matches to the target. Smart Matching processes the XSD of the
source and target documents into Xpath statements. Matches are made based on the relative XPaths
and the end element data type throughout the document. You can select the partial probability of a
match to be included in the mapping or the full probability. This is used in determining which matches
to include within the mapping. Using partial probability includes more matches from outside of the 1:1
matching scope. This is useful where the structure between the documents is different. The partial
probability is selected by default. You can select to use the full probability, 100%, to match two
documents directly as 1:1 match.

Smart Matching matches are the dashed connection lines between the source and the target documents.

Smart Matching example

Enable Smart Matching and set Probability to Full. Only source elements that map directly onto the
target are mapped. For example:

* Source document: Sync.SalesOrder
» Target document: Process SalesOrder

Performing a mapping from these root elements, takes the root element /SyncSalesOrder to
/ProcesSalesOrder as a 100% match. As you defined the relative starting context of the initial
mapping point.

The children are then mapped where their Xpath matches are 100% and their data types are compatible.

As these BODs are structurally virtually identical with the exception of the verb element. All children
which match where the Xpath match is 100% and data types are compatible are mapped automatically.

The two child elements that are not mapped on the first pass are /SyncSalesOrder/DataArea/Sync
from the source and /ProcessSalesOrder/DataArea/Process from the target. This is because
from the relative context of the starting point of the mapping, the root node level. These Xpath statements
are not a 100% match.
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Performing an additional mapping from the element /SyncSalesOrder/DataArea/Sync to /Pro
cessSalesOrder/DataArea/Process sets the relative context of the mapping. It treats the initial
mapping point as the set Smart Matching Probability of 100%. The children of this node are mapped.
Again, as the structure of these elements within the XSD is virtually identical all children are mapped
where there is a 1:1 match. Performing these mappings results in a mapping that contains no error
notifications. For example the mapping would produce valid XSLT. There would be warning notifications
as all elements in this example are not mapped in the target document. Process.SalesOrder
contains the attribute /ProcessSalesOrder/DataArea/Process/RacknowledgeCode which is
not present in the /SyncSalesOrder XSD.

To make the mapping warning free and 100% complete, from a target document perspective. You can
add a constant value function to the attribute to complete the mapping.

XSLT Generator V1 and V2

The graphical mapping model is translated to XSLT using an algorithm that generates the code and is
available as V1 and V2.

Any new mapping uses by default XSLT Generator V2. The existing XSLT Generator V1 is deprecated
but is still used for existing mappings. Mappings that are exported from ION version 12.0.34 and earlier
use the XSLT Generator V1. Mappings that are set to use XSLT Generator V1 are in Compatibility
Mode. If you open such a mapping, then a warning dialog box is displayed, and a message is displayed
in the notification panel.

These are the improvements in V2:

» Generated XSLT code is cleaner, efficient in size and performs faster when executed.
* Removed known limitations.
« Configuration option to use XSLT Generator V1 or V2.

* Auto detecting target parent node occurrence.

When this option is switched on, the occurrence of a non-connected target parent structure is
respected when its children are connected.

See Auto detect parent occurrence on page 138.

These limitations are removed in V2;

* Incorrect output when connecting source nodes of different hierarchical level to a single target
node.

» Incorrect output when connecting source nodes and a constant starting point to a single target
node.

» Could not assign a Default Value to a connection between source and target element from different
hierarchical level.

* Incorrect output, when a multi-occurrence element that was connected to a function input was not
defined as type list.
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Compatibility Mode

Compatibility mode can be turned on and off. This depends on if you use XSLT Generator V1 or V2.
The configuration is set on a mapping version. You can have multiple versions in a mapping using
different XSLT Generator.

To change a mapping version to use the XSLT Generator V2 or V1.:

1 Select the Configuration tab.
2 To use V2, switch off Enable Deprecated XSLT Code Generator (Compatibility Mode).
To use V1, switch on Enable Deprecated XSLT Code Generator (Compatibility Mode).

3 Click YES to confirm.
The XSLT code is regenerated for the graphical model.

Using Compatibility Mode
Specific mapping use cases required to use multiple mappings steps in a document flow, for one

document transformation. This was because of the known limitations of XSLT Generator V1.

Keeping those mapping models supported, the Compatibility Mode must be switched on. Advanced
mapping with hand-written XSLT code must have Compatibility Mode switched on, if created with
XSLT Generator V1. You can regenerate the graphical model from which the XSLT code was extended.

These are the best practices for changing from V1 to V2:
» Always test the mapping after changing the Compatibility Mode.
* Rework the graphical mapping(s) that used workaround solutions.

»  Copy your hand-written XSLT code in a XSLT Generator V2 mapping version. Or rewrite the XSLT
code that is generated from a XSLT Generator V2.

We recommend that you change all your mappings from V1 to V2. The XSLT Generator V1 eventually
becomes completely deprecated with an announcement in the Release Notes.

XSLT and advanced mapping

A graphical mapping model is translated to XSLT. XSLT is a language to transform XML documents
to other XML documents. From the graphical model, XSLT 2.0 compliant XSLT is created.

An alternative of using the graphical editor is using XSLT directly. This is called advanced mapping.
You can use a hand-written XSLT (or an XSLT created using external tooling). Or you can start with
the graphical editor and use the generated XSLT as a basis for further editing.
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Sensitive Data Mapping

A sensitive data mapping is used for protection of any known sensitive data transferred in a document.

With the sensitive data mapping type, you can hide and remove data in a mapping step. It is not required
to have any XSLT knowledge or to model the transformation in a graphical mapping.

The sensitive data mappings use the same documents as both the Source and the Target documents.
The documents nodes are mapped 1:1 apart from the nodes or elements the user selects. For example
to mask documents, to remove document data or to complete remove the node and its children from
the output document.

Creating, changing, or deleting mappings

You can create a mapping from the:

e Data flow modeler.
*  Mappings list.

Creating mapping from the data flow modeler

Open the menu by clicking the hamburger icon.

Select Connect > Data Flows.

Open a data flow or create a new one.

Add a Mapping activity to the flow.

In the properties pane, click New and select the mapping type.
The Mapping details page is displayed.

ga b~ WO NP

Save the mapping and click Back to return to the flow.
7 Select Connect > Mappings

A list of existing mappings is displayed including the mapping that was created using the previous
steps.

Creating graphical mapping from the Mappings menu
1 Select Connect > Mappings.

A list of existing mappings is displayed.
2 Click Add and select Graphical Mapping.

The Mapping details page is displayed.

3 Specify these properties for the new mapping:
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Name
The name of the new mapping

Description
A description of the mapping (optional)

Source
The document to map from. Use Browse to select a document. The document must be available
in the Registry.

Target
The document to map to. Click Browse to select a document. The document must be available
in the Registry.

Configure the mapping.

a Click the Configuration tab.
b Change these properties if required:

» Disable Data Type Casting.

» Disable Allow Mapping Multi-occurrence Elements to Single-occurrence Elements.
* Disable Allow Mapping Optional Elements to Mandatory Elements.

» Enable Remove Namespaces from resulting XML

« Enable Omit Empty Output Tags

» Disable Smart Matching.

*  Adjust the minimum match probability.

¢ Return to Graphical Mapping from the Configuration tab.

Model a graphical mapping between source and target document.

Save the mapping.

Click the XSLT Edit tab and review the XSLT that is generated by the graphical mapping.
Click the Testing tab and load a representative XML document.

Click Format to format the input. Test the XSLT that is generated.

Click Preview to test the mapping.

To format the test result, click Format.

After a mapping is completed, for example it contains no Error notifications, your mapping is ready
for use in a data flow. When you activate the data flow, the ION Service uses the XSLT generated
by the mapping. Click USAGE to show the list of data flows where the mapping is used.

Creating a sensitive data mapping from the Mappings menu

Select Connect > Mappings. A list of mappings is displayed.
Click Add and select sensitive Data mapping. The Mapping details page is displayed.
Specify this information:

Name
Specify the name of the new mapping.
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9

Description
Optionally, specify a description of the mapping.

Document

Specify the document from which you want to hide the sensitive data. For sensitive data mappings,
the source and target documents are always the same. Click Browse to select a document. The
document must be available in the Data Catalog

If there is an updated schema for the selected document, a naotification message is displayed.
Click Sync above the document selection field to load the new schema from the Data Catalog.

Add nodes to the masking table.

Select a node from the tree that represents the document. Right-click and select Add to Masking
Table to add the node to the masking table. After a node is added to the masking table, you can
apply security policy on it.

Apply security policies.

To apply a security policy on an element:

a Select the drop-down box in the Security Policy column.
b Select one of the available security policies:

» Data removal - removes the data value of an element or attribute in the output BOD.
» Data masking - masks, that is, replaces, the data value of an element or attribute in the
output BOD with a user input string.

* Node removal - removes the node and its children from the output BOD.

Save the mapping.

Click the Testing tab and load a representative XML document.

Click Format to format the input.

Click Preview to test the sensitive data mapping. To format the test result, click Format.

A mapping is completed, for example, when it contains no error notifications. After a mapping is
completed, you can approve that mapping and use it in a data flow.

Changing a mapping

A mapping can be changed by opening it from the Mappings overview page or from the data flow that
uses the mapping.

When a draft version has unsaved changes, an indicator (yellow triangle) is displayed on the draft
version in the version list of the mapping.

Note:

Mappings can be reused in multiple data flows. A changed mapping is used when a data flow is
activated after the change. Already active data flows still use the older mapping, before the change,
until these data flows are re-activated.

The mapping name and source/target documents can only be changed when a mapping is in “Draft”
mode and no pre-existing mappings are approved.
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Deleting a mapping
A mapping can be deleted from the Mappings overview page.

If a mapping is used in a data flow, you cannot delete that mapping.

Using the graphical mapping modeler

You can create a mapping between a source and target document without manually write complex
XSLT. You can use a graphical mapping to graphically create a mapping structure, including the use
of standard functions without in-depth XSLT knowledge. The graphical mapping is translated into
optimized XSLT to be used by the ION runtime.

Graphical mapping consists of connecting nodes, elements and attributes within a source document
to a target document. You can do this manually or by utilizing Smart Matching. With Smart Matching,
you can select an element from the source and match the element with a compatible element within

the target. Automatically the child elements are mapped. Smart Matching is enabled by default. You

can disable it by opening the Configuration tab.

In the mapping modeler, the left pane shows the elements and attributes of the input document. The
elements and attributes of the output document are displayed on the right pane. The central pane
shows the definition of the transformation.To change a height of rows of a hierarchy tree, click
Comfortable view/ Compact view.

Defining a graphical mapping

1 Select the element in the source document tree. The source element is highlighted.

2 Move the mouse to the element to be matched in the target document tree. When you move the
mouse across the editor window, a dotted red line is displayed. When you pause the mouse on
the element in the target document tree to be mapped, it indicates whether the mapping is allowed.

3 Click and release the target element to create a mapping. A dotted grey line is drawn between the
two elements. If the mapping is not allowed, for example because of type incompatibility, the mouse
cursor changes. It indicates the mapping cannot be made to the selected element.

An alternative procedure to define a graphical mapping is:

a Click and hold the element to be matched in the source document tree.

b Drag the element from the source document tree to the target document tree. A box containing
information about the element is displayed. When you move the mouse across the editor
window, a dotted red line is displayed. When you pause the mouse on the element in the target
document tree to be mapped, it indicates whether the mapping is allowed.

¢ Release the mouse button to create a mapping. A dotted grey line between the two elements
is displayed. If the mapping is not allowed, for example because of type incompatibility, the
mouse cursor changes. It indicates the mapping cannot be made to the selected element.
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Note: A solid grey line between the source and target elements, instead of a dotted one, is drawn
in these situations:

e A function is added manually.

« Data type casting is applied but smart matching is off.

Document tree

For each of the source and target documents a document tree is created in the mapping modeler. This
is a navigable structure that represents the XSD. Several ways are implemented to view the document
information. When a document tree is first displayed, it is open at root node level. The detail for the
child elements is collapsed. You can expand the section of interest or the entire document. Use the
navigation methods provided.

To reset the default view, click Reset to collapse all trees and to remove all filters.

Modifying the working area of the Mapper window

To extend the working space and show more elements in the Mapper window:

»  Click the Full Window View icon in the Modeler window. If the Full Window View mode is on, the
working area is expanded by hiding the bottom and the left side panels. If this mode is off, these
panels are displayed in their normal size.

* Click the Compact View icon in the Modeler window. If the Compact View mode is on, more
elements are displayed by reducing the height of the rows. If this mode is off, the row height is
bigger, but fewer elements are visible.

Tree navigation

Using the plus and minus icons within the document tree expands or collapse the related element only.
If child elements exist beneath the expanded element they remain in a collapsed state. To expand and
collapse sections of the document tree is context sensitive. These expand or collapse the entire tree

from the selection point down through the document hierarchy. For example, selecting expand on the
root note expands the entire document.

Searching and filtering

You can search and filter elements in the source and target tree.
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Searching

To search an element, based on its name, in the source or target tree:

1 Click the Search icon to expand the search box above the tree.

2 Inthe search box, specify the name or a part of it.

3 The search results matching the used filters are displayed. Hover over one of the found nodes to
show the full path.

4  Click the item you were looking for. This takes you to the corresponding element in the tree.

You can also use the find next and previous icons to navigate through the search results in the
tree.

5 Click the filter icon to collapse the search box and open the filters.

Source tree filtering

You can filter the elements to be displayed in the source tree. To reduce the size of the tree and review
only the elements that are used in your mapping, hide the unused elements.

1 Click the Hide all nodes that are used in the Mapping icon. The filter is activated. Only the
elements that are not used in the mapping are displayed.

2 Click the Hide all nodes that are not used in the Mapping icon. The filter is activated. Only the
elements that are used in the mapping are displayed.

To view all elements, unused and used in the mapping, switch both filters off.

Note: Parent elements are displayed even though they do not match the filter. For example, this can
happen if you select Hide all nodes that are not used in the Mapping. In that case, unused elements
are still displayed if they have descendants, such as children or grandchildren, that are used.

Target tree filtering

You can filter the elements to be displayed in the target tree to show the:

* Matched elements to review the mapping that was done so far.
» Elements having warnings, to fix the issues.

» Elements having errors, to fix the issues.

« Elements having functions.

» Elements having default values.

» Elements having comments.

To filter the elements in the target tree:

1 Clickthe Matched icon above the tree. If it is switched on, elements that are matched, either directly
or through a function, are displayed. If it is switched off, those elements are hidden.

2 Click the Warning icon above the tree. If it is switched on, optional elements that are not matched
or partly matched are displayed. If it is switched off, those elements are hidden.
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3 Click the Error icon above the tree. If it is switched on, elements having errors are displayed. If it
is switched off, those elements are hidden.

4 Click the Show only elements having functions icon above the tree. Thefunction filter gets
switched on, and elements having functions are displayed. If the function icon is switched off,
those elements are hidden.

5 Click the Show only nodes having default value icon above the tree. The default value filter gets
switched on, and elements having a default value are displayed. If the default value icon is switched
off, those elements are hidden.

6 Click the Show only nodes having comments icon above the tree. The comment filter gets
switched on, and elements having comments are displayed. If the comment icon is switched off,
those elements are hidden.

Note: Parent elements are displayed even though they do not match the filter. For example, you switch
on the Error icon and switch off the Matched and Warning icons. In that case, an element with no
errors can still be displayed if it has a descendant, such as a child or a grandchild.

Refreshing

You can refresh the source and the target documents of the existing mapping to get the latest schema
updates. For example, elements were added or removed from the custom BOD.

Click the Sync icon above the source or the target tree to get the latest metadata for each document.

When either the source or target document are not registered in the Data Catalog a warning is displayed
and refreshing is disabled. After the documents get registered in the Data Catalog you can refresh with
the newest schema.

When refreshing the schema, any removed or modified elements are displayed. Click the Export icon
to export the elements to CSV.

Limitations in current version

Changes to the UserArea extensions are not detected or indicated. If you notice that UserArea
extensions are added or changed for a document, you can click the Sync icon to refresh the trees with
the latest schema and UserArea extension.

Focus view

The mapping modeler has various visual indicators to simplify the mapping view for the user. Focus
view shows information relevant to the areas of the mapping you are working on to simplify the mapping
process.
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Graphical mapping connections

Mapping connections at the node level are displayed within the visible working area. Element and
attribute mapping connections are displayed when a mapped element or attribute is selected within
the document tree.

A mapped element or attribute may get beyond the visible page area by scrolling through either the
source or the target document tree. In that case, the mapping connection is no longer displayed, but
remains present in the mapping.

Commenting on graphical connections

Comments can be added on individual graphical connections and on functions where the starting point
is a constant.

In both cases, this is visualized as a line to a target node, either coming from a source node, or coming
from a function icon.

The comment is inserted as a comment tag in the XSLT code that the graphical mapping is generating.
To view the comments in the XSLT code, open the XSLT Editor tab. Comments in the XSLT code
additionally show the author of the comment and the date and time when it was added.

Comments can be added, edited and deleted from:

» Graphical connection lines in the graphical mapping modeler.
» Function scope container, in the Function Editor.

When two connection lines are overlapping, you can select the Source Path of the connection from
the comments dialog box. Then you can add, edit or delete a comment. This scenario happens when
the target is connected to a source node and constant starting point. Or when there is more than one
constant starting point that is connected to a single target node.

Adding a comment

1 Right-click an existing graphical connection line and select Add Comment.
The Add Mapping Comment dialog box is displayed.

2 Specify your comment in the text area. The length of the comment is limited to 255 characters.
3 Click OK to save the comment. Alternatively, click CANCEL to discard the changes and exit.
The comment icon indicates the newly added comment on the connection.

Editing a comment
To edit a comment:

1 Right-click an existing graphical connection line that contains a comment.
2 Select Edit Comment.
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The Edit Mapping Comment dialog box is displayed with the contents of the comment.

3 Edit the comment and click OK to save the comment.
If you delete the contents of the comment and click OK, the comment is removed.

Deleting a comment

You can remove an existing comment in one of these ways:

» Right-click the graphical connection and select Delete Comment.
«  When editing a comment, clear the contents of the comment input field and click OK.

The comment icon is removed after you delete the comment for the connection.

Note: If there is no existing comment, the Delete Comment function stays hidden. Each container can
contain only one comment.

Comments on function scope container
You can add, edit and remove a comment from within the function editor.
Right-click a function scope container and select one of these options:

* Add: To add a new comment.
« Edit: To edit an existing comment.
» Delete: To delete an existing comment.

Comments placed trough the function editor are also shown on the respective connection lines or
constant starting points when using the graphical mapping modeler.

Visualizing an off screen mapping connection

1 Select the matched element from the target tree.
2 Right-click the element and select Focus.

The source document tree starts scrolling and brings the mapping connection back into the working
area. All mapping connections have a visual icon on the target document tree. It shows its mapping
status. This table shows the connection icons:

Icon Description
Green circle with tick mark A node, element or attribute is completely matched
Green circle A node or element that is matched by a function on a parent

node. The applied function returns an ‘anyType’ output. The
function is providing all the data for the children nodes/ele-
ments/attributes, causing green circle badges on all of the
children.

Yellow triangle Unmatched optional node, element or attribute.
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Icon Description
Yellow triangle with exclamation Warning — a non-mandatory node, element or attribute is
mark partially matched.

Warning — an element or attribute is overloaded: it has two
or more matches from the source document.

Warning — a node is not explicitly matched, but a link is in-
ferred from the connection of one or more child elements.

Red circle with exclamation Error —a mandatory node, element or attribute is not complete-
mark ly matched.

For more information see "lcons and visual feedback".

Visualizing XPath

1 Select the matched element from the source or the target tree.

2 Right-click the element and select Show XPath. The modal window containing the full XPath is
displayed. If the XPath is too long, a horizontal scroll bar is enabled to handle the content of the
modal window.

3 Click OK to close the modal window.

Note: The same visualization feature is implemented in the Function Editor.

Set default value

Use this function to assign a specific default value to a target element. The value is applied only if the
corresponding mapped source element is not included.

Limitations in the current version
The default value can be used only if these conditions are fulfilled:

» The source-to-target mapping connection exists.

» The mapping connects target elements on the same hierarchical level. Default value addition is
not allowed for connections between target elements on different hierarchical levels in the source
and target trees respectively.

*  One-to-many mapping cardinality is allowed.

Setting the default value

To set the default value:
1 Select the required matched target element from the target tree.
2 Right-click the element and select Set Default value.
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A dialog box containing an input field for the default value is displayed. The default value can be
a string or a number.

3 Specify the value and select the type.
4  Click OK to confirm the default value or Cancel to discard it.

Deleting the default value

1 Right-click the target element containing the default value..
2 Select Delete Default Value
The Deletion confirmation dialog box is displayed with a preview of the default value.

3 Click OK to confirm and delete the Default Value.

Deleting the default value during edit

Right-click the target element containing the default value.

Select Edit Default Value.

Delete the content of the input box.

Click OK.

The Deletion confirmation dialog box is displayed with a preview of the default value.

A W DN PP

5 Click OK to confirm and delete the Default Value.

Grouping

Sometimes the source document is a flattened, denormalized, document, while the target document
is a structured, normalized, document. This occurs for example if the source document comes from a
fixed-length or delimited file as picked up by the file connection point. In that case, you can use the
‘group by’ functionality.

The example shows that without grouping, the order header is repeated in the target document like in
the source document. When using grouping, the two lines for order SO1 are combined in a single
SalesOrder document having a single header.

This is the code of the source document:

<MyOrder>
<OrderNr>S01</OrderNr>
<Status>Open</Status>
<LineNr>1</LineNr>
<Item>ITM11</Item>
<Quantity>110</Quantity>

</MyOrder>

<MyOrder>
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<0rderNr>S01</OrderNr>
<Status>Open</Status>
<LineNr>2</LineNr>
<Item>ITM12</Item>
<Quantity>120</Quantity>

</MyOrder>

<MyOrder>
<0rderNr>S02</0OrderNr>
<Status>Approved</Status>
<LineNr>1</LineNr>
<Item>ITM21</Item>
<Quantity>210</Quantity>

</MyOrder>

This is the code of the resulting document if grouping is not used:

<SalesOrder>
<SalesOrderHeader>
<DocumentID>
<ID>S01</ID>
</DocumentID>
<Status>
<Code>Open</Code>
</Status>
</SalesOrderHeader>
<SalesOrderLine>
<LineNumber>11</LineNumber>
<Item>
<ItemID>
<ID>ITM11</ID>
</ItemID>
</Item>
<Quantity>110</Quantity>
</SalesOrderLine>
</SalesOrder>
<SalesOrder>
<SalesOrderHeader>
<DocumentID>
<ID>S01</ID>
</DocumentID>
<Status>
<Code>Open</Code>
</Status>
</SalesOrderHeader>
<SalesOrderLine>
<LineNumber>12</LineNumber>
<Item>
<ItemID>
<ID>ITM12</ID>
</ItemID>
</Item>
<Quantity>120</Quantity>
</SalesOrderLine>
</SalesOrder>
<SalesOrder>
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<SalesOrderHeader>
<DocumentID>
<ID>S02</ID>
</DocumentID>
<Status>
<Code>Approved</Code>
</Status>
</SalesOrderHeader>
<SalesOrderLine>
<LineNumber>21</LineNumber>
<Item>
<ItemID>
<ID>ITM21</ID>
</ItemID>
</Item>
<Quantity>210</Quantity>
</SalesOrderLine>
</SalesOrder>

This is the code of the resulting document if grouping is used:

<SalesOrder>
<SalesOrderHeader>
<DocumentID>
<ID>S01</ID>
</DocumentID>
<Status>
<Code>Open</Code>
</Status>
</SalesOrderHeader>
<SalesOrderLine>
<LineNumber>11</LineNumber>
<Item>
<ItemID>
<ID>ITM11</ID>
</ItemID>
</Item>
<Quantity>110</Quantity>
</SalesOrderLine>
<SalesOrderLine>
<LineNumber>12</LineNumber>
<Item>
<ItemID>
<ID>ITM12</ID>
</ItemID>
</Item>
<Quantity>120</Quantity>
</SalesOrderLine>
</SalesOrder>
<SalesOrder>
<SalesOrderHeader>
<DocumentID>
<ID>S02</1ID>
</DocumentID>
<Status>
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<Code>Approved</Code>
</Status>
</SalesOrderHeader>
<SalesOrderLine>
<LineNumber>21</LineNumber>
<Item>
<ItemID>
<ID>ITM21</ID>
</ItemID>
</Item>
<Quantity>210</Quantity>
</SalesOrderLine>
</SalesOrder>

To switch on grouping:

1 Inthe source tree, right-click the element that contains the data to be grouped. In the example
above, that would be the MyOrder element.

2 Select Add group by. The element gets a visual indication that the grouping is modeled.
To switch off grouping:

1 Inthe source tree, right-click the element that has the grouping indicator.
2 Select Remove group by.

The grouping works as follows:

These child elements of the ‘group by’ element, MyOrder, are used for the grouping child elements
that are connected to:

« Direct children of the corresponding element in the target document, SalesOrder.
* Children of non-repeating nodes such as SalesOrderHeader inside that target element.

In the example that would be OrderNr and Status.

If, at runtime, the original XML document has multiple MyOrder instances that have the same value
for all elements used in grouping. These elements result in a single SalesOrder in the resulting XML
document. For example, if the OrderNr is the same, but the status differs, it results in two SalesOrder
nodes.

The child elements of the ‘group by’ element, MyOrder. That are connected to a child of a repeating
node, such as SalesOrderLine, inside the corresponding target element, SalesOrder. Are not
used for the grouping.

Error and warning notifications

When performing mapping connections, notifications that are based on your actions are created and
displayed simultaneously. Mapping notifications are displayed within a collapsible panel at the bottom
of the mapping modeler.

By default, the bottom panel shows only the Mapping Notifications header, and the paginator is hidden.
If the bottom panel is expanded upwards, the paginator is displayed.
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The summary counts show the status for the:

*  Number of errors in the mapping
*  Number of warnings in the mapping

Error and warning notification details are displayed in severity order to assist you in completing the
mapping. Notifications are displayed in context to where you are working within the target document
tree. Select the root node to display all the errors and warnings for the entire document map. To update
the notifications select a child node or element.

Each error or warning that is shown in the notifications panel contains information and a link. This link
goes to where the notification is relevant within the target document tree. Click one of these notifications
to select the corresponding element or attribute in the target document tree. The element or attribute
is focused to the center of the mapping modeler working area.

Exclude from mapping

Performing a mapping manually or with the Smart Matching on, can overload some elements in the
target. Overload means an element in the target document has more than one mapping. Sometimes,
this can be intentional. For example you can use a function to concatenate two or more elements from
a source document into a target element.

In other circumstances this can be unintentional. For example, if Smart Matching is set with a low
minimum probability, and a source document contained many instances of a particular named element.
Smart Matching can suggest multiple possible matches from the source for a single element in the
target document. If the document structures are similar, identify the incorrect connection and delete it
from the mapping. If the documents have different structures it can be unsure which is the correct
mapping to make. You can exclude a mapping from being part of the resultant XSLT without removing
it from the graphical mapping model. You can test the XSLT by excluding the overloading elements in
turn to ensure the correct one is used in the final document mapping.

Excluding an element from a mapping

1 Click the overloaded element in the target tree.
Notifications relevant to the selected element are displayed on the notifications panel.

2 Select the element to exclude in the notification panel.
3 Select the Exclude from mapping check box.

The mapping connection is hidden in the graphical mapping. Graphical mapping icons and
notification counts for the mapping are updated. The notification message for the exclusion remains
in the notifications list and can be cleared and changed as required.
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Graphical mapping data type compatibility

Data type compatibility checking is implemented, which is done when performing a mapping. Elements
from the source are only permitted to be mapped directly to a compatible element type in the target. If
a mapping is not compatible the editor does not approve a mapping connection. If the data type of an
already mapped source or target element is changed in the schema and the new data types are not
compatible. The mapping connection is removed. The mouse icon changes to indicate an incompatible
type. The W3C website (w3.org) diagram shows the type compatibility:
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Note: When using a function that returns an output that is of anyType, you can define the target and
its children. No validation error is raised if the element with such function has one or more required
children when they are not matched. Check whether the required child nodes in the target are set
correctly, either by the aforementioned parent function or in separate connection with the source.

To map between incompatible types one or more functions are required. Add them to the mapping
between the source and the target elements of the mapping. You can perform casting manually by
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creating a function. You can also automatically cast from the source type to the target type where a
casting function is available.

Automatic casting

If automatic casting is on, a data type casting function is applied automatically in these stuations if:

* You connect two elements having incompatible data types in the mapping modeler.

*  You do the same in the function editor.

« Two elements having incompatible data types are connected automatically because of Smart
Matching.

If automatic casting is off, you cannot connect two elements having incompatible data types.
To enable automatic casting between incompatible data types:

1 Click Configuration.
2 Enable Data Type Casting.

anySimpleType used in template function get-first-value, to complete the function
connections.

To manually create functions, see "Graphical mapping using functions".

Element occurrence compatibility

In the definition of a document as stored in the Data Catalog, the occurrence of elements is specified:

* An element can be single-occurrence it occurs once, or an element is multi-occurrence and is
repeated multiple times. For example, an order header occurs once for each order document, an
order line can occur multiple times in a single order document.

* An element can be optional. It does not have to be included, or an element is mandatory and is
required if its parent element exists. For example, inside the DocumentID element, the 1D child
element is mandatory, while the RevisionID is optional.

The occurrence of an element is displayed behind the element name in the source and target trees.
For example:

* [0..1] means the element is optional, indicated by the ‘0", and single-occurrence, indicated by the
1.

* [1..] means the element is mandatory, indicated by the ‘1’, and multi-occurrence, indicated by the
® sign.

» If nothing is displayed behind the element name, the element occurs exactly once.

This table shows to what extent you can map elements having a difference in occurrence.

Source element Target Element Notes

Single occurrence Multi-occurrence This mapping can be done.
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Source element Target Element Notes

Multi-occurrence Single occurrence If Allow Mapping Multi-Occur-
rence Elements to Single-Oc-
currence Elements is off, this
mapping cannot be done.

If Allow Mapping Multi-Occur-
rence Elements to Single-Oc-
currence Elements is on, this
mapping can be done. In that

case, and the source document
contains multiple occurrences

of the element, only the first oc-
currence is used. The others are

ignored.
Mandatory Optional This mapping can be done.
Optional Mandatory If Allow Mapping Optional El-

ements to Mandatory Ele-
ments is off, this mapping can-
not be done.

If Allow Mapping Optional El-
ements to Mandatory Ele-
ments is on, this mapping can
be done.

Note: If the source document
does not contain the element,
the target document also does
not contain the element. In that
case the resulting document
does not match the definition.
Use this option only if you are
sure that the documents for
which the mapping is used con-
tain the source element. This is
not uncommon, because in
standard BOD definitions most
elements are optional.

Allowing mapping multi-occurrence elements to single-occurrence
elements

1 Click the Configuration tab.
2 Enable Allow Mapping Multi-Occurrence Elements to Single-Occurrence Elements.
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Allowing mapping optional elements to mandatory elements

1 Click the Configuration tab.
2 Enable Allow Mapping Optional Elements to Mandatory Elements.

Auto detect parent occurrence

You can switch on auto detecting the occurrence for target nodes which are not connected, and their
children are connected. The connected children are displayed in the output with the respective
occurrence of their parent node.

Example: Connecting the attributes of a multi-occurrence source element to the child elements of a
multi-occurrence target node.

The target node and elements are expected to be repeated in the output for each occurrence of the
source.

To output the expected structure for the target document, the source element and target node must
be connected. But that kind of connection is not compatible and is not allowed in the graphical modeler
because of their incompatible types.

Element (1..«) Node (1..)

Attribute A / Element A

Attribute B / Element B

Even though there is no explicit connection between the parent element and the node. The target node
and its children are repeated in the output according to the schema definition if the Auto Detect Parent
Occurrence is switched on.
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Enabling auto-detect parent node occurrence

You can enable auto-detect parent node occurrence, for a mapping version:

1
2

Click the Configuration tab.
Ensure Compatibility Mode is switched off.
See XSLT Generator V1 and V2 on page 118

Switch the Auto Detect Parent Occurrence on.
Test the mapping.

Graphical mapping using functions

To perform data transformation you can add a function to complete a mapping.

1
2

Right-click the element in the target document tree where the function is required.

Click Add Function.

The mapping functions editor is loaded and split into two areas. On the left side, the available
functions are shown. You can add them to the function modeling editor. On the right side, the
function modeling editor is shown. You can connect the functions to the source and target
documents.

On the mapping function editor window, each mapping context created is represented by a
resizable mapping scope container. If there is no container a new context is not created. You can
create a new context in these ways:

« Dragging a source element from the source document tree.
¢ Use the context (right-click) menu to create a constant starting point.

Alternatively, you can add a user-defined function from the editor's left panel. Select Template
Functions > create-custom.

When a user-defined function is defined as a starting point it is created without any input parameters.
A single mapping to the target is shown as a single mapping container with a grey dashed line
from the source to the target. It represents the direct mapping between the source element and
target element with no function.

Where multiple mappings exist to the target, multiple mapping containers are displayed containing
the individual scope of the mapping. You can add one or multiple functions to each scope of
graphical mapping. Or merge the individual scopes into a single scope. For example if mapping
multiple source elements to be concatenated into a single element in the target.

Create a single function scope.

Drag the function scope starting point from its mapping scope container into the container where
the scope is to be merged. A function scope starting point is a source element indicated by the
lock icon. The container where the scope is to be merged is a source element. The scope being
dragged into becomes the starting point for the scope of the merged function.

When a function is added to any mapping scope the direct connection, grey dashed line, is removed.
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A created mapping within the graphical mapping view shows the selected target element and each
of the sources mapped with it. A lock symbol indicates that you cannot remove the target element
and each of the sources from the function modeling editor view.

You can view the XSLT code that is generated for the function scopes by clicking the XSLT Viewer
tab. If a function is invalid, the XSLT Viewer tab is disabled, and the XSLT code is not generated.
Invalid functions cannot be saved.

Starting points of functions

When an element is mapped from source to target it is relative to another element. The relative element
can be itself, a sibling, a parent or any descendant of a sibling. The starting point defines the reference
from which the subsequent mapping is defined.

Example:

Consider a transformation between two documents. The source document is a report that contains
header and details. The target document is a flat transformation where the header and details are
amalgamated.

The source document schema is represented as a single header with multiple lines (details):

Sync

Report
H  Headerf0.1] |
4 Line[0..> ] |
Ref

The target document schema is represented as a single import with multiple lines (details):
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The mapping between the two documents is defined as:
\Sync\Report\Header\ID is mappedto \Process\Import\Line\ID

Line0..= ]

Desc

Ref

\Sync\Report\Header\Desc is mapped to \Process\Import\Line\Desc

\Sync\Report\Line\Ref is mapped to \Process\Import\Line\Ref

Sync

Report

Header[0..1]

Process

Mapper optimizer does not know that the Header and Line elements are to be amalgamated. It attempts
to create a \Process\Import\Line entry for each \Sync\Report\Header and each \Sync\Re

port\Line. Consequently, this results with the incorrect XSLT.

When elements are mapped it is imperative to understand why that mapping is taking place and to
determine a correct starting point. That is, for the source document, the node \Sync\Report\Line
is the starting point as the mapping results with a document containing all line details.

The header information is to be repeated for each line; thus, the \Sync\Report\Header elements
are relative to \Sync\Report\Line.
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Sync

Report

Header[0.1]

Line[0.== ]

The \Sync\Report\Header\ID and \Sync\Report\Header\Desc elements must reference the
relative starting point \Sync\Report\Line

To achieve this use the function modeler and create a function that connects the source element to
the respective target element. Select the correct starting point within the source element widget from
the drop-down list.

Process

Header[0..1]

Using function scopes

When working with multiple scope functions you can collapse the details of individual mapping function
scope containers. The workspace is maximized to focus on a single mapping scope.

1 To collapse a function scope container:
a Right-click inside the mapping function scope container.
b Select Collapse.
The mapping scope container collapses to a minimized view representing the detail of the
mapping scope. The collapsed view shows a title representing the source of the mapping. If
complete atick icon is displayed in the bottom right corner of the minimized view. If the mapping
function is incomplete a warning is displayed in place of the tick icon.

2 To expand a function scope container:
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a Right-click inside the collapsed mapping function scope container.
b Select Expand.
3 To add a function to the function scope:

a Click and hold the function.

b Drag the function from the function tree to the function modeler editor to the relevant function
scope. A widget representing the function is displayed.

¢ Release the function. A function is created on the editor window.

4  Click Check mark to keep your function and close the Function Editor window.
Note: If your function is invalid, a confirmation window is displayed.
Click Cross to close the Function Editor window. Your edits are discarded.

Adding constants or user-defined functions

You can add these functions directly in the function editor ‘s scope container:

 Constants
e User-defined functions

To add either of these functions:

1 Right-click in the mapping scope container within the function editor.
2 Select Add Constant or Add User-Defined Function.

Alternatively, you can add a constant or a user-defined function by dragging a widget from the
editor's left panel. To add a constant, use Constant > String or Number. To add a user-defined
function, use Template Functions > create-custom.

Note: You can also right-click the blank canvas and select Add Constant. A separate scope
container is created with the constant as a starting point.

3 Click Check mark to store your changes to the function and close the Function Editor window.
Note: If your function is invalid, a warning is displayed.
Click Cross to close the Function Editor window. Your changes are discarded.

Constants

Constants can contain a string or a number value that is passed on as in input to functions, or to a
target node.

Constants can be a starting point of a function scope container. This is indicated by the lock sign on
the constant widget. Constant which is a starting point, cannot be removed from the function container.
In such a case, delete the whole function container.

In scenarios where you have a Default Value and a Constant assigned to a single target node, the
Default Value is not taken into consideration.

For more details on Default Value, see Set default value on page 129.
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Adding a constant
To add a constant

1 Select Constant > String or Number.
2 Drag the widget into the scope container.
You can also right-click a scope container and select Add Constant.

3 Specify the value of the constant.
4  Click OK to place the constant.

Adding a constant as a starting point
To add a constant, that is the starting point of a function scope:

1 Select Constant > String or Number.
2 Drag the widget into a blank canvas.
You can also right-click a blank canvas and select Add Constant.

3 Click OK to place the constant.

This creates a new function scope container where the constant is the starting point. As the constant
is a starting point, it cannot be deleted. To remove the starting point, you must delete the whole
function scope container by right-clicking the function container and selecting Delete.

Editing a constant

Constants that are already added to a function scope container can be edited. You can change the
data type of the constant and you can change the value of the constant.

To edit a constant:

1 Right-click the Constant widget.

2 Select Edit.

3 Specify the new value in the input field.
You can change the data type if required.

4  Click OK to confirm the changes.

Deleting a constant

Depending if a constant is a starting point of a function scope, you can either remove just the constant,
or delete the whole function scope container.

Deleting a constant that is not the starting point
To remove a constant, that is not the starting point of a function scope:

1 Right-click the Constant widget.
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2
3

Select Delete.
Click Yes to confirm the removal.

Deleting a constant that is the starting point

To remove a constant, that is the starting point of a function scope:

1
2
3

Right-click the function scope container.

Select Delete Container.

Click Yes to confirm the removal of the container.

Note: Removing a container also deletes any widgets placed in the container.

User-defined functions

User-defined functions are a special type of function. You can create complex functionality within a
single function using XSLT 2.0 syntax and maintain the visual mapping. You can reuse saved
user-defined functions in multiple mappings through import.

Creating a user-defined function

When creating a user-defined function, you must specify the UDF name, input and output parameters,
and the XSLT code to make the UDF valid.

To add a user-defined function:

1

Select Template Functions > create-custom and drag the widget into the scope container.

Alternatively, right-click in the function editor’'s scope container and select Add User-Defined
Function.

Specify these user-defined function properties:

Function name
Specify a unique identifier for the function being created.

Input Parameter Name and dataType

Specify the name and data type of the input parameters of the function. The selected input data
type of each property must match the types of the function inputs.

To add more input parameters, click the + icon.

Output dataType
Specify the type of the output of the user-defined function. The selected output data type must
match the type of the next function or the type of the target element.

NameSpace <ns>

The declared function must come from a namespace outside of the XSLT namespace. The URL
that is provided does not have to exist but you must associate it with your company and project.
For example, http://yourcompanyandproject.
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The NameSpace <ns> field is located in the pop-up window that is displayed when you click the
Edit Function icon. This icon is located in the lower left corner of the user-defined function widget.

Function Body

Declare the function in XSLT 2.0 syntax.

The Function Body field is located in the pop-up window that is displayed when you click the Edit
Function icon. This icon is located in the lower left corner of the user-defined function widget.

Parameter as dataType

Specify input parameters for the function. The data type must match the output data type of the
function input.

Click the + icon to add input parameters.

Return dataType
Specify the output type of the user-defined function. This must match the input type of the next

function or the end node.

Omit parent elements
Select this check box to omit parent XML elements. The parent elements are not transferred to

the XML output.

User-defined function example

This example shows how to create a user-defined function. Two input parameters of type decimal and
a return type of type decimal are used. You can create a function to calculate a percentage that is
based on the value of the two input parameters.

Create a user-defined function:

1

Specify this information:

NameSpace <ns>
http://inforTemplateFunctions

Function name
Percentage

Parameter as dataType
valuel - decimal
value2 - decimal

Function Body
<xsl:value-of select="(100* S$value2) div Svaluel" />

Return dataType
decimal

When you have a fully defined user-defined function, you can save it and reuse it within the scope
of the current mapping version.

The user-defined function is saved to the Function Tree under User-Defined Functions.
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Editing a user-defined function

The changes that you make by editing a user-defined function are reflected to any function that is using
the UDF.

1 Click the Edit icon on the user-defined function widget.

2 Edit the input parameters, output parameter, and XSLT code.

3 Click UPDATE.

If the UDF was used in other functions, a confirmation dialog box is displayed that indicates the
validity of the UDF usage.

* An erroricon is displayed if the changes in the UDF have made a function invalid.

« Aconfirm icon is displayed if the changes in the UDF have not affected the function and did
not make it invalid.

4  To confirm to update the UDF, click YES in the confirmation dialog box.

Functions that are invalid because of a UDF update are indicated in the notification panel in the graphical
modeling view. You must correct those functions before you approve the mapping.

Duplicating a user-defined function

You can create a copy of a user-defined function into the current function scope container where the
UDF is used.
1 Right-click a user-defined function widget and select Duplicate.

A nameless UDF widget is created, with the configuration of the UDF you duplicated.

2 Click UPDATE to save the changes in the new UDF.

Template Functions

Template functions are pre-defined User-Defined Functions. These functions leverage the capability
of User-Defined Functions but are specific reusable functions defined by Infor. Template functions can
be found in the Function tree under the Template functions heading. They can be used in the same
way as any standard function from the function tree. Template functions look like User |Defined
Functions, but are in a read-only state and cannot be edited.

Global user-defined functions

A global user-defined function is a system wide UDF. A UDF that is saved in a mapping version can
be declared global. This way, you can make the UDF available for other users, or reuse it in other
graphical mappings. If you use a global UDF in a function, a UDF copy of it is created, that must be
saved for the mapping version.

A Global UDF may have a description and may also show when and by whom it was updated.
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Creating a global UDF
Creating a global UDF is conditioned on the existence of a previously saved user-defined function.
To create a global UDF:

1 Right-click a user-defined function and select Make Global.
2 Specify a name for the global UDF.

* By default, the UDF name is used.
« UDF and Global UDF can have the same name.

3 Click OK to confirm.

The newly created global UDF is displayed under Global User-Defined in the Functions list.

Using a global UDF

1 Click and drag the global UDF to add it to the function's scope container.
A local UDF copy is placed in the container.

2 The UDF is in edit mode. Specify a unique UDF name.
3 Continue to model the function by connecting the UDF input and output parameters

Updating a global UDF
You can update a Global UDF by overwriting it with a previously saved user-defined function.

1 Right-click a UDF name and select Make Global.
2 Specify an existing name of a global UDF.
An info message is displayed if you are overwriting.

3 Click OK to confirm.

Deleting a global UDF

1 Right-click the global UDF and select Delete.
2 Click YES to confirm.

Adding a description to a global UDF

1 Right-click the global UDF and select Add Description.

If a description already exists, you can edit or delete it by selecting Edit Description or Delete
Description.

A dialog box is displayed where you can change the description.
2 Click OK to confirm.

Viewing details of a global UDF

1 Right-click the global UDF.
2 Select Details.
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A dialog box is displayed with the description, last updated date, and author.

Connecting functions

When the sequence of function elements are executed, data is transformed and transferred from the
source document to the target document. The source and target of this data transfer is defined by
connecting function elements.

To complete a function ensure that it is connected to the source and target elements. Inputs to any

function modeling elements must be from the output of another function or a node, element or attribute
within the function scope on the function modeling editor. Outputs from any function modeling elements
must go to the input of another function or a node, element or attribute within the same function scope.

Source output to Function input.

1 Click and hold the source widget.
2 Drag the widget to the function input.
3 Release the widget.

Function output to target element or function input

1 Click and hold the function widget dataType.
2 Drag the widget to the Target input element name or the function input of the function widget.
3 Release the widget.

A dashed red connection line between the two widgets is displayed, when the function model
connection is successful. When the function model is complete, the red dashed lines changes to
a solid grey line.

Adding and removing function inputs and outputs

You can configure functions such as Substring and Concatenate to have additional input parameters.
To add or remove parameters:

1 Click the + icon or right-click the function widget.
2 Select Add Input to add an additional input parameter to the function.
3 Toremove an input parameter that is no longer required in the function:

a Right-click the function parameter.
b Click Delete Input.
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Removing a function connection
1 Right-click the function connection.
2 Click Delete.

You can change the existing connection by creating a new connection. The new connection replaces
the previous one.

Duplicating an output value

You can use the output from a widget on the function modeling editor within multiple functions. For
example, use a constant value as input to a Matches function and as an input into a Choose function.
You can achieve this in these ways:

» Use two separate constant widgets representing the same value.
» Duplicate the output of single constant widget and connect it to the different functions.

To duplicate an output value:

1 Right-click the widget to duplicate the output.
2 Click Duplicate Output.

A duplicate output icon is displayed on the widget. You can now connect the output to multiple
widgets.

Removing a duplicate output

1 Right-click the widget to remove the output.
2 Click Delete Duplicate Output.
Where one or more function output connections are made all duplicated connections are removed.

Adding another source

To add additional source document elements to a function:

1 Expand the collapsible panel to the left of the function modeling editor.
The source document tree from visual mapping is displayed.

2 Drag the required document element to the function modeling editor.
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Single and List functions

The Mapper function modeler internally handles looping constructs such as “for-each”. This makes
constructing the required function simpler. Therefore, the available XSLT function tree does not contain
looping construct functions.

The available XSLT functions generally expect either a single value per input parameter or a sequence
of values (list) per input parameter. List functions are displayed within the Mapper function modeler
available functions tree as Function name followed by an asterisk (*). For example, Join Strings* is a
function that expects to receive a list whereas Concatenate does not.

In certain modeling scenarios, the scope of the function may mean that a function that normally expects
a single value requires a list as input. Additionally a function that normally outputs a single value can
output a list.

Example: You can create a mapping between a source and a target entity where both source and
targets are Nodes, Elements or Attributes. The initial mapping of the source and target entities is always
a one-to-one mapping. That is, those entities behave as a single entity. Where multiple source entities
are added within the function modeler, the additional source entities can behave as a single entity or
a group entity. The relative position of the additional source (B) entity with the original source entity
(A) determine its behavior as if:

» Bisaparentof A, and then B behaves as a single entity.

« Bis a child of parent of A and is not a list [0..«], and then B behaves as a single entity.
» Bis achild of parent of A and is a list [0..»], and then B behaves as a group-list entity.
« Bisachild of A and is not list [0..«], then B behaves as a single entity.

» Bisachild of A andis alist [0..«], then B behaves as a group-list entity.

Scenario 1 Scenario 2

A is the original source element that is mapped. Mapping additional source element B adheres to this
rule: B is a parent of A; then B behaves as a single entity.
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Root Root
A A
B B[0..~]
Scenario 1 Scenario 2

Ais the original source element that is mapped. Mapping additional source element B adheres to these
rules:

* Scenariol

B and A belong to a common parent and as B is not a list, B behaves as a single entity.
* Scenario 2

B and A belong to a common parent and as B is a list, B behaves as a group entity.

Root Root

B B[0. =]

Scenario 1 Scenario 2

Ais the original source element that is mapped. Mapping additional source element B adheres to these
rules:

* Scenario 1

B is a child of A and is not a list, then B behaves as a single entity.
* Scenario 2

B is a child of A and is a list, then B behaves as a group entity.

User-Defined Functions input and out parameters can be configured to either a single value input or
a list (*) of values.

1 Right-click the parameters field.
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2 Select Set input type as Single/List.

Loop constructs (xsl:for-each)

When working with a list of values as the starting point of a function scope, the function modeler
automatically uses the ‘xsl:for-each’. This is important when defining your function if you want the scope
to be different to the starting point value that is selected. When a starting point is defined as a list the
function modeler uses the defined starting point for the loop. That is the ‘for-each’. If the scope of the
function is the element parent the alternative starting point can be selected from the widget. This
changes the element used in the for-each statement.

Removing a function

To remove a function from the graphical mapping editor:

1 Right-click the node in the target tree where the function is mapped.
2 Click Delete Function.
A confirmation dialog box is displayed with the functions that are applied to the target node.

3 Select one or more functions that you want to delete.
4  Click OK to confirm.

Advanced mapping

You can edit or create XSLT directly within the mapping.

Mapper is compatible with XSLT (either 1.0 or 2.0) that is created in third-party tools. There are some
caveats when working with XSLT not created in mapper and some functionality is limited.

Using advanced mapping

To use advanced mapping by importing or editing XSLT:

1 Click the XSLT Editor tab of the Mapper.

If you have previously created a graphical mapping, the Mapper generates XSLT 2.0 based on the
mapping connections and functions you have created. Lines in the generated hierarchical XSLT
structure are numbered and more advanced features are available:

*  Syntax highlighting.

« Option to validate the XSLT code and see the validation error.
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Error line highlighting and error details are available when the validation fails.

Version comparison tool that visualizes differences in the XSLT code in two mapping version.
You can copy changes from one to the other.

* Toggle button to turn the comparison tool on or off.

« Drop-down menu to select a version or to compare against user’'s custom code.

e Side-by-side editor to compare XSLT code.

* Right-side editor is read-only when an existing version is selected.

» Buttons for finding previous and next difference.

« Copy differences from the right to the left editor by clicking the arrows where a difference
is detected.

Comparison tool to evaluate the differences in the XSLT code between two mapping versions.

Code formatting of well-formed code.

Autocomplete, with predefined set of XSLT keywords and support for custom completions:
press Ctrl + Space.

Search function: press Ctrl + F.

» Case-sensitive search.

» Regular expression search.

*  Whole word search.

» Highlight all items found.

» Browse the page for the found elements.
Find and Replace function: press Ctrl+F twice.

The same code visualization and search features are available in the Testing tab and in XSLT
editing sections of the Function Editor. Limited options are available for non-editable fields.
2 Edit the XSLT.
For details, see Editing XSLT on page 155.
Alternatively, import XSLT that is created by a third party tool to manually edit the XSLT.

A header comment is inserted into the newly created or modified XSLT code while the code is in
the draft state. These changes and modifications are reflected in the header comment:

Changes that are made in the Modeler.
Modification of these mapping properties:

« Name

» Description

e \ersion number

e Creation author, date and time

* Last modification author, date and time
e Input and output documents

ION version number, from which the XSLT code was generated

Importing and exporting XSLT

On the XSLT Editor tab of the Mapper, you can import XSLT and export XSLT. A basic format check
is applied when importing XSLT. Any XSLT that is created outside of the Mapper is assumed to be
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correct before it is imported. No detailed syntax checks are performed. If the imported file is not a valid
XSLT file, a message is displayed and the import is not allowed. When the XSLT is imported, the
Modeler tab is disabled. You cannot translate XSLT into a graphical mapping.

Imported XSLT must be related to documents that are registered in the document registry. If documents
that are referenced in the XSLT are unavailable in the document registry you cannot perform
transformations.

If necessary, to format XSLT code, click Format.

We recommend that you click Validate after importing or editing the XSLT to validate the code. If the
validation fails, a message is displayed with the error line that is highlighted in the code editor.

Existing XSLT mappings from previous versions of ION can be imported as a mapping. In that case,
the XSLT is regarded as an advanced mapping, because no graphical model is available. The Modeler
tab is automatically disabled. You can move from XSLT to a graphical mapping. On the XSLT Editor
tab, click Switch to Graphical Mode, that is, click the Refresh icon. This results in the loss of the
original XSLT. A new blank graphical mapping is created on the Modeler tab. The graphical mapping
is blank because you cannot backwards translate XSLT into a graphical mapping. This does not affect
any data flows that are using the original XSLT until the data flow is re-activated.

Editing XSLT
To edit the XSLT, set these properties:

Property Description

XSLT The XSLT to translate the document. XSLT (Extensible Stylesheet Language
Transformation) is a standard, flexible and widely supported language to
transform one XML into another. Because BODs are XML documents, this
language is suitable for defining a mapping.

ION supports the 1.0 and 2.0 XSLT standards. The version is specified in the
version attribute of the XSLT header.

If the version is “1.0”, ION uses the Xalan XSLT processor. If the version is
“2.0”, ION uses the Saxon Home Edition (HE) XSLT processor . Version “2.0”
has more string and arithmetic manipulation capabilities than “1.0”. For the
standard available functions, see the documentation of Saxon HE: http://www
.saxonica.com/documentation/index.html#!functions/fn

Note: Advanced XSLT is not validated in the ION Desk. If your XSLT is incorrect,
an error can occur in the ION Service when processing a BOD

Strip Namespace  Whether namespaces must be removed from the document. In normal cases
select No. Select Yes only if your XSLT cannot deal with namespaces and
namespaces are not required in the resulting document. The option to strip
namespaces is available to provide compatibility with previous versions of ION
(10.2 and later).
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XSLT extensions

If you use an XSLT 2.0-based mapping, these extensions are provided:

» Base64 Decoding
Use this extension, to decode a previously base64-encoded string inside the mapping. This extension
is particularly useful when you receive files encoded using base64 standard as an input to the
mapping step using XSLT. Such a file can be decoded back as a text using the XSLT extension.
You can use advanced string manipulation functions to construct a complex XML output of your
choice, including hierarchies. The mapper does not validate if the input is an already
base64-encoded string and decodes it using base64 decryption. If you use this extension, ensure
that the input string is already base64-encoded.

* Encode Input String

Use this extension to encrypt any string to a base64 standard inside a mapping. You can encrypt
any field in your BOD as a base64 string.

» Raise Exceptions

Use this extension, to perform business or metadata validations in your XSLT code and raise
exceptions. When this extension is called, the mapping step throws a confirm BOD with the specified
reason, and the execution of the data flow is terminated.

This section provides example use cases and sample XSLT code on how to use these extensions.

Namespace for custom extensions

The custom extensions are defined in the "http://www.infor.com/ION/XSL/extensions"
namespace. You must include them in the header of XSLT code where the extensions are used. For
example:

<xsl:stylesheet xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmlns:extensions="http://www.infor.com/ION/XSL/extensions" version="2.0">

Normally the output of an XSLT where extensions are used also includes this namespace. For example,
a custom BOD called “SyncMyltem” produced from an XSLT with extension contains this code:

<SyncCustomItem xmlns:extensions=http://www.infor.com/ION/XSL/extensions>

To suppress this namespace in the output XML, include the "exclude-result-prefixes" attribute in the
header of the XSLT. For example:

<xsl:stylesheet xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmlns:extensions="http://www.infor.com/ION/XSL/extensions" exclude-result-
prefixes="extensions" version="2.0">
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Example for base64 decoding extension

Any file transported by the file connector in binary format is encoded using base64 standard and copied
inside the <RawData> tag in the noun section of the DataArea. The Base64 decoding extension is
useful to decode such a file using an XSLT mapping. If the original file is a text file, you can use
advanced string manipulation functions on the decoded text and construct a complex XML output of
your choice including hierarchies.

The following example illustrates how you can use a plain text file to construct an XML with hierarchical
structure.

Note: This example is included only as an illustration. It is not intended as an optimal or advised
approach.

Example scenario

Order information is published by a third party application as a text file in a header-line detail format.
You must transform this information to a Sync . PurchaseOrder XML document and send it to an
Infor application. To achieve this:

1 Create these file format templates in ION:

e A binary format with the custom noun called '"MyRawData'

¢ A Full BOD format with the standard noun 'PurchaseOrder'

Read the text file as 'Sync.MyRawData' BOD using the ION file connector.

Send it to an XSLT mapper step.

Use the decode extension of XSLT mapper to convert the base64 file data to a string.

Use the advanced string manipulation and logical functions of XSLT 2.0 to construct the Sync.
PurchaseOrder XML document.

ga b~ wN

The output of the mapper step is a Sync.PurchaseOrder XML that you can send to the Infor
application.

Original file sample

This is a sample of an order information file:
pol23,ACME Electronics,EUR,50007501?Computers?27502?Printers?3|po234, ACME
Furnitures,USD, 20007601 ?Tables?17602?Chairs?4

This example file contains two records in a header-line format with these delimiters as separators:

e | is the row separator.

» , isthe header field separator.

e s the order line separator.

» 2 isthe order line's field separator.
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Sample after read action by file connector

In the first step, this file is read by the file connector as a custom BOD called ‘Sync.MyRawData’. This
is a sample of the resulting BOD in ION:

<?xml version="1.0" encoding="UTF-8"?>
<SyncMyRawData releaseID="9.2">
<ApplicationArea>
<Sender>
<LogicalID>infor.file.read</LogicalID>
<ComponentID>External</ComponentID>
<ConfirmationCode>OnError</ConfirmationCode>
</Sender>
<CreationDateTime>2014-12-09T11:00:28.5217%2</CreationDateTime>
<BODID>infor.file.read:1418122828521:10ad4be73-3377-4555-a017~-
52e911e4b88b</BODID>
</BApplicationArea>
<DataArea>
<Sync>
<TenantID>INFOR</TenantID>
<AccountingEntityID/>
<LocationID/>
<ActionCriteria>
<ActionExpression actionCode="Replace"/>
</ActionCriteria>
</Sync>
<MyRawData FileName="exampleFilel" FileExtension="txt">
<Id>RD-677911891-1418122828521</1Id>
<RawData>cG8xMjMsQUNNRSBFbGVjdHIvbml jcyxFVVISNTAWMF41MDE/Q29tcHV0ZXJzPz
JeNTAyP1ByaW502XJzPzN8cG8yMzQsQUNNRSBGAXJuaXR1cmVzLEVTRCwyMDAWX jYwMT OUY
WJIsZXM/MV42MDI/Q2hhaXJzPzQ=</RawData>
</MyRawData>
</DataArea>
</SyncMyRawData>

XSLT sample

Use this sample to transform the Sync.MyRawData BOD XML to a Sync.PurchaseOrder BOD
XML Document.

<xsl:stylesheet xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema" xmlns:extensions="http://www.1in
for.com/ION/XSL/extensions" exclude-result-prefixes="extensions" ver
sion="2.0">
<xsl:output method="xml" indent="yes"/>
<xsl:template match="SyncMyRawData">

<SyncPurchaseOrder>

<xsl:apply-templates select="ApplicationArea"/>

<xsl:apply-templates select="DataArea"/>

</SyncPurchaseOrder>
</xsl:template>

<xsl:template match="ApplicationArea">
<xsl:element name="ApplicationArea">
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<xsl:copy-of select="*"/>
</xsl:element>
</xsl:template>

<xsl:template match="DataArea">
<xsl:element name="DataArea">
<xsl:apply-templates select="Sync"/>
<xsl:apply-templates select="MyRawData/RawData"/>
</xsl:element>
</xsl:template>

<xsl:template match="Sync">
<xsl:element name="Sync">
<xsl:copy-of select="*"/>
</xsl:element>
</xsl:template>

<xsl:template match="MyRawData/RawData">
<xsl:variable name="b64" select="extensions:decode

String(string(.))"/>
<xsl:for-each select="tokenize (Sb64,"\|")">
<xsl:variable name="Header" select="."/>
<PurchaseOrder>
<PurchaseOrderHeader>
<DocumentID>
<xsl:value-of select="tokenize ($Header,',"') [position ()
— 1]vv/>
</DocumentID>
<SupplierParty>
<Name>
<xsl:value-of select="tokenize (SHeader,',') [position ()
= 21"/>
</Name>
</SupplierParty>
<BaseCurrencyAmount>
<Amount CurrencyID="{tokenize (SHeader,',') [position() =
3] }ll>
<!-- Business Validation Checks -->
<xsl:variable name="Amount" select="tokenize ($SHead
er,',") [position() = 4]1"/>
<xsl:variable name="Amount" select="substring-be
fore ($Amount, '~'")"/>
<xsl:value-of select="$Amount"/>
</Amount>

</BaseCurrencyAmount>
</PurchaseOrderHeader>

<xsl:for-each select="tokenize ($SHeader, '"\""')">
<xsl:variable name="Line" select="."/>
<xsl:if test="position() != 1">
<PurchaseOrderLine>
<ItemID>
<xsl:value-of select="tokenize ($Line, '\?') [position() =
11"/>
</ItemID>
<Description>

<xsl:value-of select="tokenize ($Line, '\?') [position ()
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21"/>

</Description>

<Quantity>

<xsl:value-of select="tokenize ($Line, '\?') [position ()
31"/>

</Quantity>
</PurchaseOrderLine>
</xsl:if>
</xsl:for-each>
</PurchaseOrder>
</xsl:for-each>
</xsl:template>
</xsl:stylesheet>

Final output sample

This transformation results in this final output:

<?xml version="1.0" encoding="utf-8"?2>
<SyncPurchaseOrder xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<ApplicationArea>
<Sender>
<LogicalID>infor.file.read</LogicallID>
<ComponentID>External</ComponentID>
<ConfirmationCode>OnError</ConfirmationCode>
</Sender>
<CreationDateTime>2014-12-09T11:00:28.521%</CreationDateTime>
<BODID>infor.file.read:1418122828521:10a4be73-3377-4555-a017-
52e911e4b88b</BODID>
</ApplicationArea>
<DataArea>
<Sync>
<TenantID>INFOR</TenantID>
<AccountingEntityID />
<LocationID />
<ActionCriteria>
<ActionExpression actionCode="Replace" />
</ActionCriteria>
</Sync>
<PurchaseOrder>
<PurchaseOrderHeader>
<DocumentID>pol23</DocumentID>
<SupplierParty>
<Name>ACME Electronics</Name>
</SupplierParty>
<BaseCurrencyAmount>
<Amount CurrencyID="EUR">5000</Amount>
</BaseCurrencyAmount>
</PurchaseOrderHeader>
<PurchaseOrderLine>
<ItemID>501</ItemID>
<Description>Computers</Description>
<Quantity>2</Quantity>
</PurchaseOrderLine>
<PurchaseOrderLine>
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<ItemID>502</ItemID>
<Description>Printers</Description>
<Quantity>3</Quantity>
</PurchaseOrderLine>
</PurchaseOrder>
<PurchaseOrder>
<PurchaseOrderHeader>
<DocumentID>po234</DocumentID>
<SupplierParty>
<Name>ACME Furnitures</Name>
</SupplierParty>
<BaseCurrencyAmount>
<Amount CurrencyID="USD">2000</Amount>
</BaseCurrencyAmount>
</PurchaseOrderHeader>
<PurchaseOrderLine>
<ItemID>601</ItemID>
<Description>Tables</Description>
<Quantity>1</Quantity>
</PurchaseOrderLine>
<PurchaseOrderLine>
<ItemID>602</ItemID>
<Description>Chairs</Description>
<Quantity>4</Quantity>
</PurchaseOrderLine>
</PurchaseOrder>
</DataArea>
</SyncPurchaseOrder>

Example for throw exception extension

In the previous example of decode base64 string extension, you can perform additional business
validations. For example, you can verify whether the value of the 'Amount’ element in the purchase
order is an integer. If not, you can throw an exception using the 'throwException' extension. If this
extension is called, the mapping step throws a confirm BOD with the specified reason and the execution
of the document flow is terminated

To invoke this extension, use this XSLT sample:

<xsl:if test="not (SAmount castable as xs:integer)">
<xsl:comment select="extensions:throwException ('Extended Amount value
is not an integer')"/>
</xsl:if>
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Example for base64 encoding extension

This extension is useful if you want to encrypt any field in your BOD as a base64 string. For example,
use the following XSLT sample to assign any base64-encoded string to an element called 'EncodedData’'.

<EncodedData>
<xsl:value-of select="extensions:encodeString('An Encoded String')"/>
</EncodedData>

Switching back to graphical mapping

If you previously created a graphical model, you can revert to the XSLT that represents that graphical
model. In that case, the manually added XSLT is overwritten. You cannot ‘reverse engineer’ the manually
written or imported XSLT back into a visual mapping.

To revert to graphical mapping:

1 Create a backup copy of the XSLT, to avoid loss of the original XSLT.
Either use the Export option, or duplicate the mapping from the main menu to create a new working
copy.

2 Click the XSLT Editor tab.

3 Click Switch to Graphical Mode.

4  View or edit the graphical mapping.

Sensitive data mapping security policies

When you model a sensitive data mapping, you can define these security policies on selected nodes:

« Data masking - replaces the data value of an element or attribute in the output document with a
string. If you use data masking, you must specify at least one character for the masking value.

« Data removal - removes the value of an element or attribute in the output BOD. This produces an
empty node with an empty string.

* Node removal - removes the node and its children from the output document.

If a security policy is applied on a parent node, it removes the child elements of that parent node.

The masking table provides information about added nodes and the security policies applied on those
nodes. For each added node, this information is shown:

e  Status.
« Node name.
* Node path.

* Node data type.
»  Security policy.
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» Masking value of the data masking security policy.

You can filter the masking table using keywords in the masking table search field. For example, you
can filter all the nodes that have a certain keyword as their masking value.

When the node is focused in the document tree, it is highlighted and expanded to show its children.
This allows you to continue adding the parent, children or sibling nodes of the node that is in focus.

Creating a security policy

To create a security policy for a node:

1 Select a node in the document tree.

2 Right-click and select Add to Masking Table. The node is added as a row to the masking table.
3 Inthe Security Policy column, select the security policy from the drop-down box.

4  Click OK.

Changing applied security policy
To change already added security policies on a node:

1 Search for the row in the masking table that contains the node to change the security policy.
2 Inthe Security Policy column, select the drop-down box and select the new policy to apply.

Creating and updating security policy on multiple nodes

To update multiple nodes with a single security policy:

1 Add nodes from the document tree to the masking table.
2 Select the nodes in the masking table to create or update a security policy.
When a node is selected, the masking table toolbar is displayed.

3 Click Edit in the masking table toolbar.
4  Select the security policy that must be applied to multiple nodes.
5 Click OK to confirm.
The security policy is applied to all the selected nodes and any previous security policy is overwritten.
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Applying the Data Masking security policy

Use the Data Masking security policy to replace sensitive data by a string of characters, instead of
completely removing it from the output.

Note: If you mask parent nodes that contain child elements, those child elements are removed from

the output.
1 Select a node in the document tree. Then, right-click and select Add to Masking Table.
2 Select the drop-down box in the Security Policy column.
The available security policies are displayed.
3 Select bata Masking from the drop-down box.
4 Inthe Masking Value column, specify the data masking string.

For a valid data masking value, type at least one character.
The applied masking values can be searched in the masking table.

Applying the Data Removal security policy

Use the Data Removal policy to remove the value of an element or attribute from the output document.
The element is not removed from the output, but only its value.

1
2

Select a node in the document tree. Then, right-click and select Add to Masking Table.
Select the drop-down box in the Security Policy column
The available security policies are displayed.

Select the Data Remowval policy from the list.

Note: If you apply the Data Removal policy on parent nodes that contain child elements, those
child elements are removed from the output.

The masking value column is disabled for the Data Removal security policy.

Applying the Node Removal security policy

Use the Node Removal policy to remove a node and its children from the output.

1
2

Select a node in the document tree. Then, right-click and select Add to Masking Table.
Select the drop-down box in the Security Policy column.

The available security policies are displayed.

Select Node Removal policy from the list.

Note: The masking value column is disabled for the Data Removal security policy.
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Security policy status and feedback

For each added node to the masking table you can review the status of the security policy. Visual
feedback is provided through icons and tooltips with detailed messages.

This table shows the icons and their description:

icon Status

Warning

Warning

Warning

Warning

(1] Error

Confirmed

Tooltip message

Security policy is applied
on a node that is required.

This node is not included
in the output. Its parent
node is set for node re-
moval.

This node is not included
in the output. A security
policy is applied to one of
its higher-level parent
nodes.

This node is not included
in the output. Its parent
node is set for node re-
moval.

No security policy is ap-
plied. This mapping cannot
be approved.

Policy is applied.

Description

A required node is added to the
masking table and a security policy
is applied. You can approve this

mapping.

Displayed on child nodes, if a parent
node is added to the masking table,
and any of its added children are
added to the grid. You can approve
this mapping.

This warning is shown if node at-
tributes were added to the masking
table. Their grandparents are added
to the masking table with a security
policy applied.

Displayed on an attribute that was
added to the masking table and its
parent node has a security policy
“Node Removal” applied.

A node is added to the masking ta-
ble, but no security policy is applied
on the node. This mapping cannot
be approved. All added nodes to the
masking table must have a security
policy applied.

A node is added to the masking ta-
ble and a security policy is applied.

This is a valid status and you can
approve the mapping.

Removing a security policy for a node

1 Select one or more rows in the masking table.
The masking table toolbar is displayed.

2 Click Delete.
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The selected nodes and the security policies that are applied on them are removed from the masking
table.

Testing a mapping
Complete these steps:

1 Go to the mapping editor.

2 Click the Testing tab.

3 Select a valid input XML document.

4  Click Preview.
The XML is submitted to the runtime. After processing through the XSLT the output of the document
is displayed.
If an error is returned or the target document does not contain the information expected, make
appropriate changes to your mapping. Click Preview again.

Comparison tool

To visualize the differences between the test input and output documents, you can use the comparison
tool.

In the comparison tool you can use these functionalities:

« Toggle to switch the comparison tool on and off.
» Match and highlight the differences in the documents.
» Scroll through the differences by clicking the up and down icons.

» Apply matched differences from the test output document into the input document. Click the left
arrow icon next to the chosen difference.

To ensure proper matching of differences between the test input and output documents:

1 Click Preview to create an output document.
2 Click Compare to switch on the comparison tool.
3 Click Format above both input and output fields to apply the same code formatting.

Icons and visual feedback

This table shows the main modeling icons used within a graphical mapping:
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Icon Functional Area Description

Graphical Mapping  XSD node
XSD element
XSD attribute

A node, element or attribute is completely matched

A node or element matched by a function on a parent node.
The applied function returns an ‘anyType’ output. This means
that the function is providing all the data for the children
nodes/elements/attributes, causing the badges on all of the
children to appear as a green circle.

Unmatched optional node, element or attribute

Warning — a non-mandatory node, element or attribute is
partially matched Warning — an element or attribute is over-
loaded: it has two or more matches from the source document
Warning — a node is not explicitly matched, but a link is in-
ferred from the connection of one or more child elements

(1] Error —a mandatory node, element or attribute is not complete-
ly matched

Function exists for the node or element

fx Multiple functions exist for node or element

Function Modeling Function output duplicate

d) Graphical Mapping  Default value exists for the node or element
a Graphical Mapping Comment was attached to specific mapping relation or con-
tainer

The term ‘pseudo-matched’ means that the match is done based on inference. The node is not explicitly
matched, but a connection is derived from the connection of one or more child elements.

This table explains the detailed context of the connection icons displayed in a graphical mapping.

Non-
Has Mandato- Has non- mandato-
mandato- ry chil- mandato- ry chil-
Mandato- ry chil- dren ry chil- dren
ry Matched dren matched dren matched Result Icon
Yes No No - No - Mandato- @
ry un-
matched
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Non-
Has Mandato- Has non- mandato-
mandato- ry chil- mandato- ry chil-

Mandato- ry chil- dren ry chil- dren

ry Matched dren matched dren matched Result Icon

Yes No No - Yes No Mandato- @
ry un-
matched

Yes No No - Yes Yes Mandato- @
ry un-
matched

Yes No Yes No No - Mandato-
ry un-
matched

Yes No Yes No Yes No Mandato- @
ry un-
matched

Yes No Yes No Yes Yes Pseudo-
matched

Yes No Yes Yes No - Pseudo-
matched

Yes No Yes Yes Yes No Pseudo-
matched

Yes No Yes Yes Yes Yes Pseudo-
matched

Yes Yes No - No No Matched

Yes Yes No - Yes No Mandato- @
ry un-
match